
P
rotected Health Information (PHI) represents a 

key asset for healthcare organizations and business 

associates. PHI enables healthcare providers to 

fulfill their patient care, research and education 

missions. PHI is everywhere, as creation of databases and 

increasing use of analytics has expanded data both within 

and outside organizations.

Proliferation of Electronic Health Record (EHR) technology 

along with the expanding use of data in research settings 

have exacerbated the issue further for the healthcare 

industry. Without knowing where their PHI resides, 

organizations responsible for protecting confidential 

patient information adequately and completely are not 

able to do so.

Healthcare organizations must develop robust defenses 

to protect PHI and confidential information from an 

increasing variety of internal and external threats. 

They must also be prepared to detect and mitigate 

damaging attacks inside a network that has been or may 

be compromised. Information security professionals 

responsible for organizational infrastructure and related 

security must consider that while prevention is the ideal, 

ongoing detection is a necessity.

What is PHI Mapping?

PHI Mapping includes identifying where PHI resides, how 

it may change during the data lifecycle and how PHI flows 

internally and externally to individuals and third parties. 

Lastly, it also identifies the key components of developing 

and implementing an effective compliance strategy to 

manage risk associated with PHI and data leakage.

PHI Mapping techniques and strategies should be 

an integral part of your security risk analysis and risk 

management processes. Data loss is inevitable and is usually 

an unintentional occurrence. Having procedures in place will 

allow your organization to align the potential for data loss 

risk with the company’s risk appetite.

PHI Mapping: Do You Know Where 

Your Data Is?
A reasonable approach to protect your organization’s key asset from data losses

By Phyllis Patrick, MBA, FACHE, CHC

This article describes basic PHI and PHI 

Mapping concepts, and offers a review of 

different approaches to using PHI Mapping 

tools and methods, including factors 

important in selecting tools. Strategies 

for using PHI Mapping to manage risk 

and facilitate regulatory compliance will 

be explored. #e article concludes with 

suggestions for auditing projects that can 

be used to strengthen the organization’s 

approach to PHI Mapping and prevent or 

lessen possible data breaches.
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PHI: Overview of the concept and requirements

To identify where PHI resides, how it changes and how it 

flows, it’s helpful to review the concept and sources of PHI.

PHI refers to:

 • Patient information in a medical record or designated 

record set

 • That can be used to identify the individual

 • That was created, used or disclosed in the course of 

providing a healthcare service, such as diagnosis or 

treatment

When determining what constitutes PHI, HIPAA refers to 

18 identifiers (see Exhibit 1). Health information by itself, 

without the 18 identifiers, is not PHI. For example, a dataset 

of vital signs by themselves does not constitute PHI. 

However, if the dataset includes medical record numbers, 

then the entire dataset must be protected because it 

contains an identifier.

Re-identification protection

There are standards and criteria to protect an individual’s 

privacy from re-identification. Any code used to replace 

the identifiers in datasets cannot be derived from any 

information related to the individual and the master codes, 

nor can the method to derive the codes be disclosed.

Research protection

HIPAA regulations allow researchers to access and use PHI 

when necessary to conduct research. The regulations affect 

research that uses, creates or discloses PHI that will be 

entered in a medical record or will be used for healthcare 

services, such as treatment, payment or operations.

When using PHI in research studies, the researcher must 

not have actual knowledge that the research subject can 

be re-identified from the remaining identifiers in the PHI 

used in the research study. Even if all 18 identifiers are 

Exhibit 1 – HIPAA identifiers

Ref # PHI Identifier

1 Name

2 All geographical subdivisions smaller than a state, 

including street address, city, county, precinct, zip 

code, and their equivalent geocodes

3 All elements of dates (except year) for dates 

directly related to an individual, including birth 

date, admission date, discharge date, date of 

death; and all ages over 89 and all elements of 

dates (including year) indicative of such age, 

except that such ages and elements may be 

aggregated into a single category of age 90 or 

older

4 Phone numbers

5 Fax numbers

6 Email addresses

7 Social Security numbers

8 Medical record numbers

9 Health plan beneficiary numbers

10 Account numbers

11 Certificate/license numbers

12 Vehicle identifiers and serial numbers, including 

license plate numbers

13 Device identifiers and serial numbers

14 Web Universal Resource Locators (URLs)

15 Internet Protocol (IP) address numbers

16 Biometric identifiers, including finger and voice 

prints

17 Full face photographic images and any 

comparable images

18 Any other unique identifying number, 

characteristic, or code
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removed, if the individual can be identified, the information 

is considered identifiable.

If all these groups, or identifiers, are removed or encrypted, 

the information becomes de- identified or anonymized and 

is no longer considered PHI.

PHI Mapping: Early efforts and methodologies

Those of us appointed as information security officers for our 

organizations (pre- or post-2005, when the HIPAA Security 

Rule took effect) often relied on surveys and interviews to 

identify where PHI resided.

Information security often relies on surveys and interviews 

to identify where PHI resides. A simple survey might 

include the components shown in Exhibit 2 to identify 

where PHI resides in the patient care, research and 

education functions of a large academic medical center or 

community hospital.

Respondents were asked to identify all systems and 

databases that included PHI. The survey was augmented by 

interviews of selected respondents to evaluate where the 

greater risks were, and to ensure staff was knowledgeable 

about their responsibilities for protecting PHI in their 

applications and databases.

Data loss is inevitable and is usually 

an unintentional occurrence.

Organizations that have not acquired technical data loss 

prevention or detection tools may still rely on survey and 

interview methods. These are effective in determining risks 

and developing strategies to protect areas identified as 

higher risk. Your survey should include the key questions 

that can help you develop and maintain an inventory of 

systems and databases that include PHI.

Data loss/data leak prevention

To understand data leakage and data loss prevention (DLP), you 

need a definition of DLP controls. DLP controls are a device or 

set of devices used to manage, command, direct or regulate the 

behavior of other devices or systems. DLP examines the flow of 

information into and out of the organization, with the goal of 

limiting potential data loss via network or removable sources 

and devices (e.g., laptop, USB drive, tape, etc.).

DLP controls provide the ability to identify:

 • Data in motion (across a network)

 • Data in use (by users or at the endpoint, in a database, 

etc.)

 • Data at rest (idle, in storage)

A DLP control is executed to look for specific information 

(e.g., name, social security number and credit card number) 

and where to look for the data (network, device, storage) by 

using various identification methods (e.g., data classification 

methods, policies).

When a DLP control identifies the information, the resulting 

action depends on the data owner’s risk tolerance and 

the data loss response options when detections occur. 

DLP controls provide the information, but policies dictate 

how this information will be handled and when to report 

potential problems.

Exhibit 2 – PHI inventory questionnaire

Question # Summary of survey question

1 Primary purpose of application or database

2 Type of data (e.g., clinical care, financial/billing, 

research, operational, other)

3 Reporting to external parties (Yes/No). If Yes, 

name agency

4 Interfaces with other systems (Yes/No). If 

yes, list systems. Include interface diagram, if 

available

5 Physical location of system/database (e.g., data 

center, dept. server, shared drive, vendor, etc.)

6 Age of data (< 1 month, …, > 5 years)

7 Is application/system/database supported by 

central IT dept. (Yes/No)? If No, who supports?

8 Vendor for system. Include version/release 

number, date of installation, date of last 

upgrade)

9 Does vendor have access (Yes, No)

10 BA Agreement in place (Yes/No)

11 Policies and procedures for access to system/

database

12 Data recovery strategies. Business continuity 

planning. Disaster recovery plan.

13 Interface to medical device (Yes/No)

14 Will system/application/database be replaced 

in next 2 years?

15 Rate criticality of data to departmental 

operations
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Where losses occur

Several surveys, including those done by the Ponemon 

Institute, Verizon and others1 show that in the largest 

percentage of cases, data leaks are caused by user 

negligence. A much lower percentage of leaks are due to 

malicious intent or outsider attacks.

An inventory of all the locations that contain PHI is essential 

in order to implement DLP properly and to achieve 

meaningful results. Data loss can occur in many areas. For 

example:

 • Unstructured data exists in documents, spreadsheets and 

various file types (e.g., zip files)

 • Desktop computers and servers store information 

locally as do websites and file servers (e.g., Exchange, 

SharePoint)

 • Email, social media, laptops, portable devices, USB drives, 

and cloud services all store and transmit data

DLP solutions

Vendors provide a variety of DLP software programs and 

solutions. The objective of most DLP solutions is to locate and 

catalog sensitive information across the organization, monitor 

and control its movement across networks, and monitor and 

control its movement on user devices and systems.

Data loss prevention can be deployed to ensure users do 

not send sensitive or critical information outside of the 

organization’s network. Software products can help a 

network administrator control what types of data users can 

transfer to others.

When determining what constitutes 

PHI, HIPAA refers to 18 identifiers.

An effective DLP tool can search and clean all PHI on 

email servers, file servers, databases, websites, network 

devices, desktops and other places where PHI resides. DLP 

methodology also provides the ability to remediate, based 

on internal policies, by centralizing controls and reporting 

on ongoing monitoring activity.

DLP implementation approach

In the past five years, adoption of DLP has increased in all 

industries. Contributing to this are the development and 

1  www.ponemon.org/local/upload/file/2013%20Report%20GLOBAL%20

CODB%20FINAL%205-2.pdf and www.verizonenterprise.com/DBIR/2013/

refinement of vendor products, increasing insider threats 

and stringent federal and state data breach and privacy laws 

that affect all industries.

Many healthcare organizations have obtained funding 

to install DLP systems. Many of these implementations 

have been flawed due to a lack of adequate planning and 

the failure to involve users in decisions regarding DLP 

policy development and implementation. Security, IT, 

compliance and senior leaders generally do not have a good 

understanding of what DLP controls are, what they can do 

and how to effectively use the systems.

Software products can help a 

network administrator control  

what types of data users can  

transfer to others.

There are options for successfully developing and 

implementing a DLP strategy and program. The following 

approach is suggested.

Key leaders

Identify the sponsor, key stakeholders and facilitator for the 

program – The sponsor should be a senior leader in the 

organization who understands the basic purpose of DLP and 

how implementation will add to the organization’s overall 

risk analysis and risk management program.

Key stakeholders include owners of major systems (i.e., EHR 

and other clinical systems, owners of research databases and 

activities, etc.) and others who have a stake in the success of 

the program and can contribute guidance.

The facilitator will likely be the Information Security Officer 

or designee. The facilitator should report to the program 

sponsor.

Governance

Establish the governance structure and process for the 

program – Establish a work group to guide planning and 

implementation, or assign this to an existing group. The 

work group should be interdisciplinary and include users, 

technical and support individuals. Integrate activities 

of the work group with other key processes that will be 

affected (e.g., EHR implementation/upgrades, meaningful 

use process, change management and security 

processes).
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Vision and Objectives

Determine and document the vision, objectives and 

resources required to implement and maintain the program 

– What do you want to achieve from the program (e.g., 

better monitoring of users, detection of data leaks, early 

detection/prevention of data breaches, improved change 

management procedures across networks)?

Security, IT, compliance and senior 

leaders generally do not have a 

good understanding of what DLP 

controls are.

Specific objectives will determine the program scope, key 

stakeholder involvement, vendor selection, implementation 

schedule, ongoing maintenance, metrics and reporting. 

Include DLP in the budget.

Documentation

Determine how program implementation activities will be 

documented – Assign responsibility for documentation of 

ongoing activities, developments and changes, review 

regularly and refine as appropriate.

Data identification and classification

Identify and classify PHI/sensitive data types and data flows – 

Include data flows from system to system and system to users. 

The result should be data classification taxonomy, based on 

analysis of critical clinical, business and research processes.

Inventory

Develop the inventory of where PHI resides – Include systems, 

applications, devices, networks and other places. Include 

information on data life cycles, from creation to use, storage, 

maintenance, archival and disposal. Update the inventory 

on at least an annual basis or when systems are added or 

upgraded.

Infrastructure impacts

Analyze rules and controls safeguarding the organization’s 

networks and critical infrastructure – Determine how they 

may be affected by change or may need to change. Include 

network, firewall, router and other devices. Integrate rules 

and controls with the change management process.

Implementation planning

Determine the scope of the implementation and staging of 

key components – If you conduct a pilot program based on 

monitoring only and include detailed project planning, it will 

provide you lessons for how to deploy DLP on a larger scale.

Vendor selection

Select a vendor based on fact-finding and business process 

requirements – The vendor selection process should start 

early. The process of vendor selection can be used to inform 

the team and refine the program as it is developed.

Policies

Modify existing policies or develop new ones.

Policies should address:

1. Defining and re-defining of data classifications and data 

handling procedures

2. Testing and staging environments

3. Assessing and targeting risk areas

4. Actions to be taken, including escalation and exception 

procedures to be applied

5. Remediation and reporting of violations

6. Ongoing awareness and training of key stakeholders and 

users

You should also modify existing change management 

policies, as appropriate, to account for DLP program 

requirements.

Metrics

Determine how program information will be used and reported 

(metrics), and to whom – Include documentation of data 

breach reduction, compliance improvements, risk and 

financial implications. Consider developing a dashboard to 

demonstrate key metrics on an ongoing basis.

Implementation

Implement the program – Include methods to capture 

new data types or data formats from users. Evaluate the 

implementation process. Ask users for their feedback.

Training and awareness

Train PHI users – Provide education on the purpose and 

objectives of the program, workforce responsibilities and 

key policies.

Program monitoring and ongoing development

Monitor the program – Continue to optimize the tool and 

policies for best results and achievement of objectives. 

Revise objectives and policies as appropriate.
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Risk analysis and risk management

Define risk tolerance as part of culture – Managements have 

differing tolerances when it comes to risk. Therefore, risk 

needs to be matched to the culture of the organization. 

Establish the program as key component of the 

organization’s security risk processes.

How you can help manage PHI risk

Tougher regulations came with the HIPAA Omnibus Rule, and 

as of September 2013, the bar was lowered for determining 

what a breach is. Now harm to an individual is presumed 

unless a documented risk assessment demonstrates 

otherwise. The result will be reporting of many more 

breaches; therefore, it will be important for organizations to 

control the flow of data throughout the company.

You can help your organization to better understand the 

importance of PHI Mapping. DLP is an important facet of 

HIPAA risk analysis audits. You can use the DLP program to 

review how the program has changed and, hopefully, how 

the security risk analysis and risk management processes 

used by your organization have been enhanced.

Update the inventory of PHI 

locations on at least an annual basis.

By using the information shared here, you should be able to 

develop an audit program for your organization. Audits can be 

developed and conducted to provide results in such areas as:

 • Reducing access to PHI

 • Eliminating duplications of PHI in different systems or 

databases

 • Determining if network drives or other areas are 

susceptible to data leakage

Your report should include recommendations for 

improvements in these areas.

Your audit may identify out-of-date and underused 

databases; decommissioning these systems and re-

deploying the supporting resources will save money for 

your organization. Your audit will continue to add value by 

reviewing the PHI controls that are in place to determine 

whether they are functioning as designed.

Now harm to an individual is 

presumed unless a documented 

risk assessment demonstrates 

otherwise.

Your audit should also include reviewing key PHI 

applications. The DLP program can be used to make 

it easier to compare user access policies and analyze 

controls against the actual procedures staff members 

are following. Lastly, the DLP program can assist with 

determining the effectiveness of policies for securing PHI 

on mobile devices.

Conclusion

When applied appropriately and with clear objectives 

in mind, PHI Mapping and Data Loss Prevention are 

powerful tools that help protect an organization from 

data breaches. They enhance the overall risk analysis and 

risk management programs’ success in complying with 

federal and state regulatory requirements. They also help 

protect the organization’s information assets and the 

confidentiality of patient records. These tools go beyond 

traditional network security tools and replace piecemeal 

after-the-fact approaches to preventing data loss. NP

If you don’t have time to do it right, then when will you have the time to do it over? 

~ Coach John Wooden 
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