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Organizational Options to Integrating 

Enterprise Risk Management:  

The Functional Approach

Introduction 

This article is designed to outline 

approaches to integrating Enterprise 

Risk Management (ERM) into an 

organization.  It addresses baseline 

organizational considerations, then 

focuses on integration, and fi nally 

evaluates the functional approach 

option. 

Enterprise Risk Management Overview

Enterprise Risk Management 

(ERM) is here to stay in some way, 

shape, or form. In response to the most 

recent series of corporate misdeeds, 

regulators around the world have made 

sweeping legal and regulatory reforms 

and imposed rule-based requirements 

to replace the former risk management 

paradigm.  Organizations now struggle 

to comply with these rule-based 

requirements to manage risk and do it 

in a cost effective manner.  The way to 

accomplish this is to adopt one of the 

three ERM approaches.

ERM, developed in the United 

States, is designed to strategically 

address internal controls and risk 

for organizations, leading to better 

alignment of processes, people, 

governance, and management. 

Organizations have several options on 

how to integrate ERM, but must have 

a system in place to demonstrate 

compliance with applicable laws 

and regulations.  The baseline ERM 

principles and practices have been 

around since the early 1990’s with 

the development of the Committees 

of Sponsored Organizations (COSO) 

internal control model that includes 

basic, non-complex, internal audit 

process and risk assessment activities.  

The proposed redesign of COSO to 

ERM (Fall of 2003) changed both the 

approach and the complexity of the 

model. 

From a process improvement 

perspective, the ERM model indicates 

that if communication, objectives, and 

process are in alignment, management 

of internal controls and risk has less of 

an adverse impact on the general public 

and stakeholders.   High performance, 

strategy-focused organizations will 

tend to integrate ERM much easier 

than others.  Personnel involved with 

ERM must further be aligned with the 

organization’s mission, vision, and 

values.  Paraphrasing from Jim Collins’ 

book Good to Great, getting the right 

people on the bus in the right seat is one 

of the key factors for highly successful 

organizations.  

Developing an ERM approach that 

is either functional based, business 

process management orientated, or 

a hybrid should effectively manage 

risk and comply with applicable 

laws, regulations, and accreditation 

standards.  

Governance Considerations in 

Implementing ERM

A preliminary consideration for 

governance to consider in selecting 

which of the ERM approaches to follow 

is the organizational philosophy they 

want to follow.  Despite the regulatory 

shift from general ethical principles 

to specifi c regulatory requirements, 

governance still sets the tone for how 

the organization approaches managing 

risk.  It is up to the Board of Directors 

to determine whether it supports a rule-

based approach or a principle-based 

approach to manage risk.  A rule-based 

approach is highly compliant, rigid, 

and militant, while a principle-based 

approach aligns compliance and 

ethics for a culture of integrity.  “Rule 

driven models can be superfi cial and 

culturally insensitive.  A principles-

based approach, however, provides an 

opportunity for wider refl ection; in some 

ways it serves as an analytical court of 

appeals.”1   

Using internal audit terminology, 

ethics is a soft control that is not easily 



Journal of the Association of Healthcare Internal Auditors, Inc.

NEW PERSPECTIVES!!"#$$!%&&'12

Brenda Parnell, MBA

FEATURE

Journal of the Association of Healthcare Internal Auditors, Inc.

NEW PERSPECTIVES!!"#$$!%&&' 13

Table 1: Phases to ERM Integration

Phase Element Process

I Organizational Baseline Assessment
II ERM Operational Factors
III Approach Function Based, Business 

Process or a Hybrid

measurable whereas the rule-based 

approach is usually a hard control 

that is measurable; the organization 

is either compliant or not.  Ethics is 

voluntary and promotes magnanimous 

behavior, dignity, and integrity that 

cascades from top management and 

the Board of Directors to the front 

line staff.  The organizational climate 

under a rule-based structure can be 

very different, management loses 

the connectivity to ethical standards; 

does not promote an atmosphere of 

credibility at all levels; does not convey 

the accountability message for the 

same standard.  Organizations lessen 

their return-on-investment for the public 

and stakeholders under a rule-based 

approach. 

Phases to Integrate Enterprise Risk 

Management 

Implementation of ERM, regardless 

of the approach fi nally selected, 

should follow three distinct phases in 

order to assure that the organization 

selects the model that will best 

meet its needs.  Phase I outlines an 

organizational baseline assessment 

that is necessary to determine if the 

organization is ready and able to 

integrate one of the ERM approaches.  

Phase II evaluates operational factors 

that infl uence the deployment of an 

ERM approach.  Phase III addresses 

the fi rst approach (functional based 

approach) to integrating ERM.  The other 

two approaches (business process 

management and hybrid approach) will 

be discussed in later articles.

Organizations must also consider 

infrastructure development, alignment 

with current processes, core activities, 

roles and responsibilities, attorney-

client privileging, internal and 

external forces, and governance in 

order to effectively implement and 

manage risk (Table 1, Phases to ERM 

Integration).  Integration of ERM takes 

time, patience, commitment, honesty, 

and integrity of those empowered 

to mitigate risk for the good of the 

organization. It takes excellent lines of 

communication between governance, 

senior management, risk management, 

legal, compliance, internal audit, and 

quality to really make it work. 

Phase I: Organizational Baseline 

Assessment

To effectively integrate ERM, an 

organizational baseline assessment 

must be conducted.  This should be 

done before addressing the ERM 

process and considering the three 

approach options.  By answering 

the questions and addressing the 

concerns outlined in the Organizational 

Baseline Assessment (see Table 2), an 

organization can better understand 

how to maneuver toward one of the 

three ERM approach options discussed 

in Phase III. The “tone at the top” and 

sponsorship are critical for a successful 

integration of an ERM approach.

The journey to integration is easier 

if the outcomes of the organizational 

baseline integration assessment 

questions and concerns are affi rmative. 

Understanding the possible barriers 

is important to understand as 

organizations evaluate integration of 

ERM.

Phase II: Enterprise Risk Management 

Operational Factors

ERM operational factors should 

not only address rule-based principles 

designed to comply with applicable 

laws and regulations; they should 

also promote a culture of ethical 

behavior.  Laws such as the United 

States’ Sarbanes-Oxley Act of 2002 

have serious fi nancial implications on 

how an organization manages its risk, 

internal controls, and governance for 

the betterment of stakeholders. All 

core ERM functions (legal, compliance, 

internal audit, risk management, and 

quality activities) must promote:

! A culture of respect, integrity, and 

ethical behavior

! A safe environment for open 

communication and discussions

! The right stakeholder relationships 

at the table

! Decision-making that may be 

challenging and unpopular

! Non-punitive sponsorship

! Timely, accurate, correlated, and 

benchmarked reporting

! Alignment of systems, processes, 

management, and staff

“Quality leadership can encourage 

this by creating a favorable environment 

for employee participation.”2

Opportunities for success give way 

to opportunities for failure if not 

considered during this stage (Table 3, 

Key Operational Factors). Organizations 

must examine the critical success 

factors and potential failures as 

each ERM approach is considered to 

strategically align with the organization’s 

objectives, mission, vision, values, 
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Table 2:  Organizational Baseline Assessment

Focus Questions and Concerns

Buy-In  and 
Sponsorship

Effective management of risk takes “buy-in” from governance and senior 
leadership. The tone at the top must be communicated beyond the four 
walls. Active participation, sponsorship, support, and “walking-the-talk” from 
senior management is critical for ERM integration success.

Culture What is the organization’s compliance and ethical culture? Does the 
organization address risk from a rule-based approach because “we have to” 
or from a principle-based approach because “we want to ensure compliance 
and promote ethical integrity and behavior”?

Other Barriers What other internal and external barrier may arise?

Risk Appetite and 
Approach

What is the organization’s risk appetite?  How is risk identified?  How is the 
organization addressing hazard, financial, political, operational, and safety 
risk? What are the organization’s risk management processes?

Objective Setting ERM objectives have to be aligned with the organization’s strategic 
objectives; roles and responsibilities must be clear; relationships defined; 
preparation, execution, and reporting undertaken in an open manner; fact-
based decision-making based on standards, principles, and established 
regulations; independent assurance of integrity; and activity must be
measurable.

Relationships Is or would there be a collaborate and collegial relationship amongst all 
participating parties, such as legal, compliance, internal audit, risk 
management, quality, senior management, and the Board of Directors? Can
the ERM infrastructure address required reporting relationships, attorney-
client privileging, and independence aspects for reporting?

Multi-Disciplinary
Committee
Structure

Recognize that systematic integration and collaboration across multi-
disciplinary and cross-functional groups for participation and alignment within 
the organization must exist or be empowered.

Integration
Approaches

Consider whether a functional based approach, business process 
management approach, or a hybrid approach would best facilitate ERM 
integration. Does the organization already have some form of ERM system or 
process in place?

Infrastructure
Status

Does the organization have some form of existing infrastructure that can be
built upon? For instance, does the organization already have risk 
management reporting regarding environmental, operational, safety, and risk 
financing? Are their ongoing process improvement models such as Six 
Sigma, Balanced Scorecard, Satisfaction measurement systems (customer, 
employee, product/services or public responsibility measures), Root Cause 
Analysis (RCA), Failure Effective Modes Analysis (FMEA), ISO certification, 
accreditation process standards, business process mapping, dashboards, 
leading or lagging indicators? If reporting, to whom and at what level of 
management; divisional, senior management, and/or governance?

Resource
Alignment

We cannot ignore the human side of risk management. Do we have 
adequate resources to handle all gaps in high risk areas? If not, what current 
systems or processes in place can an organization collaborate to effectively 
manage risk?

Cost Regulatory requirements usually cost organization’s. How can an organization 
effectively and efficiently manage the costs associated with ERM?
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Table 3:  Key Operational Factors

Critical Success Factors Potential Failures

Strategy focused and in alignment with the 
mission, vision, values, and objectives of the 
organization

Approach beyond minimal acceptable rule-
based approach

Senior Management and the Board blessing, 
giving the ERM committee the ability and 
authority to:

Ask questions
Monitor applications of laws, regulations, 
and statues
Ensure ERM strategies align with Board 
set strategies
Transition with industry and regulatory 
changes
Provide feedback

Competent and highly motivated 
organization

ERM committee understanding business 
issues,  director’s needs and organization’s 
strategies

Support or challenge the CEO as appropriate

Makes unpopular strategic 
recommendations when necessary

Cohesive reporting with the right amount of 
information to the appropriate levels of 
management, audit committee, and the Board 
of Directors

Arrogance and complacent governance 

Poor ethics culture and attitude

Static program development, not dynamic 
to handle change

Unrealistic expectations 

Interpersonal dynamics

Dysfunctions of a team:
a. Status and ego
b. Low standards
c. Ambiguity
d. Artificial harmony
e. Invulnerability

Inadequate succession planning

Lack of systems

Deficiencies in processes

Regulatory requirements outpace staffing, 
systems, and process levels

Shortage of technical or core 
competencies

1Patrick Lencioni, The Five Dysfunctions of a Team, Jossey-Bass, San Francisco, CA, 2002, p. 188.

Figure 1:  Enterprise Risk Management Governance Considerations
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growth, and development. Outlined 

briefl y in Table 3 are just a few key 

operational factors that determine an 

organization’s success or failure to 

integrate ERM, and integrate it well.

Reporting Relationships

Knowing the reporting relationships 

amongst those involved in the management 

of risk and who is responsible for reporting 

to senior management or the Board can 

be challenging.  In some organizations 

reporting of risk related matters can come 

from a myriad of risk functions (internal 

audit, risk management, legal, compliance, 

or quality). Independent reporting is 

required for some of the core ERM functions 

(internal audit, legal, and compliance) 

while other reports such as quality and risk 

management may be reported through 

either legal and/or compliance. The 

complexity of the organization determines 

who reports additional risk related activity 

to the Board. Illustrated by the dotted 

lines in Figure 1, the Board must have 

open access and communication with 

the three core ERM functions.  In Canada, 

“the Canada Post Corporation Chief Audit 

Executive is required to report annually 

on all major business risks to the audit 

committee”.3  Having a fully responsive 

the protection of shareholder rights, 

robust accounting standards, and 

a strong auditing environment also 

reinforce the strength of the governance 

environment.” 4  “The personalities and 

styles of the Chairman and CEO will 

determine the board’s approach to 

risk.”5 

Any ERM approach should address 

and mitigate risk, provide information 

to senior management and the Board 

of Directors for fact-based decision-

making, and promote a corporate 

culture that is preventative rather than 

punitive.  The ERM approach selected 

must be fl exible enough to adapt to 

regulatory, legal, and social changes.  

Clear lines of open communication 

and workplan development must occur.  

Existing methods for improvement  and 

strategic alignment such as Six Sigma, 

ISO certifi cations, and  Balanced 

Scorecard, provide a basis to ameliorate 

some risk related issues.  Quality 

processes, such as Root Cause Analysis 

and Failure Effective Modes Analysis, 

integrated ERM approach opens the 

lines of communication at all levels of 

the organization.  “A long-established 

legal and regulatory framework for 
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Figure 2:  Enterprise Risk Management-Functional 
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further serve as a means to manage 

risk and should be evaluated as part 

of the organizational factors of ERM 

integration.

Phase III:  Approaches

There are three possible approaches 

to effectively and effi ciently integrate 

ERM: (1) through a functional based 

approach as outlined below; (2) through 

a business process management 

approach; or (3) through a hybrid of 

one and two, each having its own merit.  

Large international, conglomerate 

organizations tend to utilize the 

business process management 

approach to management risk due to 

increased complexity and diversifi cation 

of divisions.  On the other hand, smaller, 

more industry-specifi c organizations will 

use the functional based approach.  In 

order for an organization to effectively 

integrate an ERM approach, the 

organization must fi rst seek to 

understand their core management of 

risk functions as outlined in Table 4 and 

discussed below.  

Holistically, Figure 2 illustrates the 

operational aspects of an ERM system.  

Keeping in mind whatever ERM approach 

and infrastructure are developed, 

the CEO and senior management 

cannot “assign responsibility for their 

organization’s cultural well-being to 

anyone but themselves.”6  Managing 

risk is the responsibility of the senior 

management team.

Functional Based Approach

All the core functions of legal, 

corporate compliance, internal audit, 

risk management, and quality support 

governance and senior management 

must be aligned under the functional 

approach.  Through an established 

ERM committee structure that is 

multi-disciplinary and cross-functional 

(as noted in Figure 2), comprehensive 

information can be provided to senior 

management, the audit committee, 

and the Board of Directors about 

enterprise-wide risk related issues.  

Gathering this information may require 

liaison relationships with the respective 

divisions or even representation on the 

established ERM committee.

Using a matrix like the one 

illustrated in Table 4, ERM enables an 

organization to strategically address 

the operational aspects of who is doing 

what regarding the management of risk, 

as well as identifying the functional 

gaps and patterns.  An example of a 

specifi c healthcare gap would be if 

neither quality nor internal audit was 

monitoring DRG’s or ICD-9 codes to 

comply with regulatory and accreditation 

requirements.  Conversely, if both were 

monitoring the activity, it would be 

identifi ed and consolidation of efforts 

could occur. Another decision-making 

and analytical technique such as SWOT 

(Strength, Weakness, Opportunities, 

and Threat analyses) is an effective 

technique to evaluate holistic gaps and 

can be used in conjunction with the 

ERM matrix below.

Conclusion

Organizations that will be most 

successful select the ERM approach 

that best fi ts their risk management 

needs.  Successful ERM integration 

is a value-creation process that is an 

intangible asset to the organization.  

High performance, strategy-focused 

organizations are able to effectively 

integrate ongoing cycle-process 

improvements and adapt to regulatory 

changes for excellence in their 

industry.  Organizations must effectively 

manage their risks, both internally and 

externally, to remain competitive in their 

industry, while taking into consideration 

all process and functions necessary to 

manage risk. 

Systematic alignment of the core 

management of risk functions such as 

legal, compliance, risk management, 

internal audit, and quality creates 

opportunities to alleviate risk gaps 

that may not have been evident 
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Table 4: Enterprise Risk Management Responsibility Template

Purpose ! ! ! ! !

Standards ! ! ! ! !

Core Function ! ! ! ! !

Core Activities ! ! ! ! !

Focus Areas 
Activities

! ! ! ! !

Reporting –
Direct

! ! ! ! !

Reporting –
Indirect

! ! ! ! !

Customers-
External only

! ! ! ! !

Key processes ! ! ! ! !

Measurements ! ! ! ! !

Leading
Indicators

! ! ! ! !

Lagging
Indicators

! ! ! ! !

Known Risk Gaps are italicized.

QUALITITYRISK

MANAGEMENT

INTERNAL
AUDIT

COMPLIANCELEGAL

before.  Other success factors include 

developing a cross-functional, multi-

disciplinary team to holistically manage 

ERM concerns and issues, and to 

support senior management and the 

Board in decision-making.  

Through the process of selecting 

an ERM approach, an organization must 

clearly defi ne and articulate key risk 

areas while paying attention to strategic 

results; develop a level of accountability; 

and have an unbiased commitment 

to the organization’s growth, learning, 

and empowerment of ethical and 

integrity behavior.  Also, organizations 

must promote an atmosphere of non-

retaliation and tolerance of divergent 

viewpoints; embody attitudes of trust 

over invulnerability that transcend 

internally and externally; and develop 

measurable results that refl ect both 

short-term and long-term organizational 

strategies.  !
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