
Not Your Normal Inventories:  
Taking a Different View on Risk
Learn how a single incident led these auditors to take a new look at risks
By Catherine Wakefield, CPA, FHFMA, CIA, CHC, CRMA, and Wayne Purves, MBA, CIA, CISA, CFE, CHC, CRMA

We are all familiar with inventories of goods 
and materials, but what about those others? 
These inventories may appear throughout 
your facility and may encompass such 
things as key spreadsheets, assorted minor 
billing systems or all data sets reported to 
outside agencies. Assuming that someone 
has a good handle on these is flawed 
thinking. MultiCare's audit team took a 
new perspective on the term "inventory" 
and found a broad range of risks requiring 
mitigation. You might find the same.

s internal auditors, many of us have had 
experiences performing annual inventory 
counts of routine supplies. However, in 
healthcare, these types of inventories tend to 

be less material compared to other industries. The annual 
inventory of medical and surgical supplies, for instance, has 
become less material for hospitals as a percentage of assets, 
especially with increased consignment inventories to better 
manage both cash flow and the risk of obsolescence.

There are, however, other inventories common to healthcare 
organizations that may pose greater risks and require 
heightened auditor awareness and attention.

Risks have changed as the healthcare environment has 
evolved and as practices have changed. Some of these 
risks are the result of how we manage—for example, the 
significant reliance on "inventories" of spreadsheets used 
in the documentation of journal entries, accumulation and 
reporting of quality data and market share information 
for strategic decision-making. These are not the normal 
inventories that you tend to think about. At MultiCare, we 
focus on some of these other inventories that should be 
addressed to help mitigate overall risk.

What attracted our attention?
Our attention to "not normal" inventories was the result of 
separate issues that led to broader risk awareness.

During an interview with the Education Department, we 
learned that over $8,000 was being held in a desk drawer. 
This raised questions about internal controls over cash 
management, billing practices for community classes, 
acceptance and processing of credit card payments, and 
management of outstanding receivables. Preliminary 
inquiries with other departments clearly reflected that 
we had inconsistent and inefficient processes across the 
organization for the same work and that many policies and 
procedures were not properly documented.

Another example was a data submission issue with 
reporting inpatient data to the state. The Finance 
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Department was not aware of a change in process that led 
to underreporting of discharges. The file extract used for 
state reporting excluded all self-pay patients because they 
did not receive a bill (UB-04), but only a statement.

The underreporting led to what appeared to be a loss of 
market share. If this not been identified in a timely manner, 
strategic decision-making could have been impacted 
because of this error.

When we looked at these individual situations, each led to a 
much broader set of questions about standards, ownership, 
process and documentation. Rather than continuing to work 
from a reactive mode, a proactive approach to identify issues 
was adopted and then the findings were applied to a larger 
inventory.

The overall approach included identifying risks for each area 
(why we thought the area was important), developing an 
inventory approach (how to collect the data), creating a risk 
assessment methodology (prioritization), and then defining 
and conducting an audit.

The audit findings and recommendations for risk mitigation 
were presented to management, and formal responses to 
identified issues were provided. At the conclusion of each 
audit, we conducted internal lessons-learned reviews as a 
way to apply continuous improvement to the approach.

Here are three situations where the above approach was 
implemented, and a listing of other "inventories" you may 
want to take a close look at in your organization.

Minor billing systems
Most of our revenue comes from the primary patient 
billing system. The other billing systems are not considered 
material revenue. As such, the external auditors do not 
include them in the annual financial audit.

Around the time the money was found in the Education 
Department drawer, a new hospital was added to our 
system. The new hospital provided a list of their billing 
systems that included some minor billing systems and 

other billings done by nonpatient departments. The billing 
tools they used included QuickBooks, Microsoft Excel 
spreadsheets and Microsoft Word document invoices.

How many revenue streams were there?
Working with Patient Financial Services and Accounting, 
a listing of all sources of patient revenue and cash 
received from other departments (generally posted 
to Other Operating Revenue and Non-Operating 
Revenue) was prepared. From these sources, a survey 
was developed and sent to selected management. The 
questions asked were:

1. What is the nature of the billings?

2. What system was used to generate billing 
documentation?

3. Who was the IT contact for the system?

4. To what cost center was the money credited?

5. Who was the system owner?

6. Was there documentation of the system?

7. Was there documentation of the process?

Using the answers received, the billing system owners 
were interviewed. During the dialogs, additional detailed 
information on the system, controls and cash management 
practices was gathered.

Ultimately, information on 38 active, minor billing systems 
was compiled. The findings involved three functions with 
major control gaps:

Finance Department

 • Did not know the sources for all incoming monies

 • Was not aware of all of the billing systems in use

 • Did not have a standard set of policies and processes for 
minor billing systems

 • Did not have established controls for education on cash 
procedures or credit card processing to ensure Payment 
Card Industry Standards compliance
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Patient Financial Services

 • Was not involved in all the patient systems

 • Did not calculate or validate net revenue (review of 
contractual allowances)

 • Did not ensure consistent application of our charity care 
and bad debt policies

 • Did not manage cash posting consistently across the 
systems

Information Services

 • Did not support all the systems

 • Did not manage version control

 • Did not support patches and upgrades

 • Did not manage logical security

 • Did not manage user access

 • Did not manage processing integrity

Internal audit brought the three departments to 
the exit conference and outlined the following 
recommendations.

Finance

 • Implement communication and education programs on 
cash controls

 • Ensure segregation-of-duties reviews

 • Establish procedural requirements for cash transfers to 
Accounting

Patient Financial Services

 • Implement additional management oversight

 • Improve policy and procedural documentation

 • Standardize existing processes

 • Provide cross-training of personnel

Information Services

 • Implement processes for contract reviews

 • Implement version control

 • Implement maintenance scheduling

 • Designate IT resource assignments to support each 
system

Internal audit routinely updates the minor billing system 
inventory every three years. It is important to address this 
periodically because people and systems will change.

Exhibit 1 is an example of some minor billing systems to 
consider when you evaluate possible billing risk exposures. 
Note this list is not all-inclusive; you will need to survey 
your organization to see if there are others in your billing 
system inventory.

Quality data sets
There has been an increase in the inventory of filings 
hospitals must submit to receive incentive payments from 
the government. To ensure the accuracy and integrity of 
filings, a best practice is to have internal audit and quality 
personnel work proactively to validate both the filing and 
the supporting quality data prior to submission.

As a multi-hospital system, MultiCare Health System has 
different clinical personnel responsible for the filings at 

Clinical systems  
(not part of the main Electronic Health Record)

Adult day health

Occupational health program

Pharmacy (retail)

Durable medical equipment

Forensic nurses

Psych consults

Hospice

Lab (physician billing, nonpatient billing)

Infusion services

Joint venture arrangements

Nonclinical systems

Parent apartments

Daycare center

Consulting nurse service

Human resources & medical records - charges for subpoenaed 
records

Nutrition services – charges for nutrition consults

Catering – outside organization

Medical transcription

Philanthropy - fundraising

Education - community classes

Gift shops/boutiques/medical spas

Miscellaneous billing (to physicians for cafeteria, parking)

Medical records (for paternity affidavits, record requests, etc.)

Linen (lab coats, uniforms, etc.)

Exhibit 1 – Inventory of minor billing systems
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each facility. As you may suspect, different processes were 
in place at each facility. Some data was in electronic form, 
while other data was manually abstracted. In addition, 
for a given filing, some of the facilities defined things 
differently than others, so it was not uncommon to have 
inconsistencies in the filings.

At the conclusion of each  
audit, we conducted internal  
lessons-learned reviews

Internal audit compiled an inventory of all the data sets sent 
to an external source. These data sets were prioritized based 
on the potential for reimbursement. A work plan to review the 
filings was prepared. The risks were easy to communicate—
false filings could equal false claims. Leadership at all levels of 
the organization supported this work.

The findings included:

 • There was little management oversight of the accuracy, 
integrity and consistency of data reported in external 
filings

 • There were no controls over validation of submissions

 • Supporting documentation for external filings was not 
maintained in all instances

A similar presubmission audit process for Medicare and 
Medicaid Meaningful Use attestations was performed for the 
System’s eligible hospitals and providers. All summary and 
detailed data sets for numerical core and menu measures 
were validated as well as evidence supporting the non-
numerical measures. Numerous findings during the audit 
were addressed. 

These are not the normal inventories 
that you tend to think about.

The added value of the effort was apparent when our 
organization passed the CMS Meaningful Use audit with no 
identified issues.

Exhibit 2 is an inventory of third parties and agencies to 
which your organization may be sending data.

Medication management risk inventory
The Quality Committee identified medication management 
in its totality as a high priority issue. Various small 
initiatives had been presented and addressed, but our 
organization did not have a comprehensive perspective 

Resulting in additional payments

Meaningful Use attestations

Value-based purchasing

Medicaid incentive programs

Physician quality reporting

Benchmarking data sets 

State data submissions (infections, volumes, billing data 
sets, etc.)

Quality reporting – breast cancer screening data sets

Insurance company submissions (diabetic outcomes)

The Joint Commission Standardized Stroke Measures 

Leapfrog (external benchmarking)

Professional associations (pay to belong, data submissions 
required)

American College of Cardiology Registry

The Society of Thoracic Surgeons - Congenital Heart 
Surgery database

Clinical Outcomes Assessment Program (COAP)

ACTION Registry - GWTG (STEMI)

Group purchasing associations

External data feeds – routine

Contracted providers for billing (ADT data)

Joint venture partners (ADT data, orders/results)

EHR contracted providers

State department of health

Insurance companies for retail pharmacy

Contracted vendors for accounts receivable management 
(bad debt/collections)

Contracted vendors for HR benefits (investments, retirement 
accounts, etc.)

Contracted vendors for demographic and insurance 
verification

Interfaced systems

Government agencies (W-2, 1099, payroll tax payments, Social 
Security)

Contracted vendors for patient satisfaction surveys

Banks (investments)

Exhibit 2 – Quality data reporting: Inventory categories
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on the risks of the entire process. There are many parties 
involved in the process:

1. Ordering providers

2. Nurses

3. Pharmacy personnel

4. Patients

5. Quality management for incident reporting and 
investigations

6. Human Resources

7. Billing

8. Compliance for drug diversion incidences

9. Legal services for risk management

10. Others

Internal Audit’s Senior Nurse Auditor was assigned to 
conduct a comprehensive medication management risk 
assessment that included:

1. Retail pharmacy

2. Technology (use of alerts, bedside barcoding, etc.)

3. Coumadin clinics

4. 340B drug purchasing programs

5. Pharmacy processes

a. Purchasing

b. Inventory management

c. Pyxis machines

d. Narcotic reconciliation

e. Sample drugs in provider offices

f. Dispensing and administration

g. Quality control processes

She interviewed 19 people, observed numerous associated 
processes, prepared and sent surveys. Criteria were developed, 
discussed, refined and applied. In addition, she looked at 
regulations, workflows, education, policies and procedures, 
reports and reimbursement as part of the risk assessment.

Medication management in any hospital is a complex 
process. Most of the Quality Committee members were not 
aware of the scope of medication management processes 
and the organizational connections until the assessment 
was completed. The risk universe was large, and the risks, 
based on internal incident data, were significant. Internal 
audit worked with all of the participating parties to obtain 
agreement on the prioritization of the inventory of risks.

The risk assessment work resulted in the development of a 
six-quarter work plan to address the highest identified risks. 
The work plan audits have been recognized by everyone as 
an added value.

Other inventories
A standardized methodology for assessing risk in many 
areas is used. For instance, internal audit implemented a risk 
assessment approach to identify and evaluate spreadsheet/
end-user computing (database) risks (see “Spreadsheet 
Risk: Managing the Risk of the Invisible Tsunami,” New 
Perspectives, Summer 2012).

That effort was undertaken because spreadsheets are being 
used as the primary tool for significant journal entries 
affecting our financial statements, contractual allowances 
and bad debts. Additionally, clinicians accumulate quality 
data using spreadsheets, and many strategic decisions for 
our organization are made based on spreadsheet analyses. 
Spreadsheets represented a high level of risk for which there 
were very few standard controls.

We conducted an inventory of systems and underlying 
processes supported by Information Services, HIPAA HITECH 
systems and the associated HIPAA privacy risks as well as 
revenue cycle systems. More specifically, for revenue cycle, 
we identified many “bolt-on” systems to the primary clinical 
and billing system. These “bolt-on” systems present even 
more risks with respect to contracting, interfaces, PHI, data 
integrity, and more.

Each specific risk assessment has taken between 120 and 
200 hours to complete. Each assessment has resulted in 
specific audits that have been incorporated into the annual 
audit work plans. We are currently working on incorporating 
the critical aspects from each of these risk assessments 
into a single risk universe that will allow us to perform a 
comprehensive annual risk assessment.

Summary
We have inventoried and surveyed for risks in many 
different areas. The risk-based approach to developing a 
risk assessment and inventory has led us to find financial, 
operational, strategic and clinical risks, and to develop audit 
work plans to mitigate this inventory of risks across the 
organization.

With the support of leadership, we have been encouraged 
to identify, communicate, educate and mitigate risks 
at MultiCare. We continue to add value by improving 
processes and controls, enhancing revenue, saving 
costs and avoiding costs. Knowing and managing these 
specialty inventories help us support the success of the 
organization. NP
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