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Feature

Mitigate Fraud Risk: Build a Robust  
Fraud Risk Management Program
By Shannon Forbes, CPA, CIA, CFE and Jason McKinney, CIA, CHFP, MBA

D epending on the severity, fraud 
events can inflict significant wide-

ranging financial and reputational harm 
to organizations. The 2010 Report to the 
Nations published by the Association 
of Certified Fraud Examiners (ACFE) 
reported that the median healthcare 
industry loss per fraud incident was 
$160,000. The implementation of a robust 
fraud management program can mitigate 
the risk of such losses.  

According to the Institute of Internal 
Auditors (IIA), an effective fraud 
management program includes:

• Communications that demonstrate 
the “tone at the top” from senior 
management.

• Fraud awareness initiatives that 
provide ongoing staff education.

• Periodic fraud risk assessments that 
evaluate the risk of various types of 
fraud.

• Ongoing reviews and audits that 
incorporate the consideration of 
fraud risk.

• Prevention and detection efforts to 
reduce opportunities for fraud and to 
identify fraud.

• Dedicated resources and documented 
procedures to support the investigation 
and reporting of fraud events.

The Internal Audit function is often 
uniquely positioned to perform a gap 
analysis of fraud management efforts. 
As a part of a rapidly expanding hospital 
system, we knew there were probably 
opportunities to improve our overall 
fraud management efforts through 
formal assignment of supporting roles 
and responsibilities, standardized 
communications, and reporting 
mechanisms. 

How to operationalize these aspirations in 
a time efficient manner was not obvious, 
however. Internal Audit decided a 
workgroup was needed, and pitched the 

concept to the General Counsel. With his 
approval, the first meeting was held.

The workgroup included Internal 
Audit and the Directors of Corporate 
Compliance, Privacy, and Finance. 
Discussions began by recounting what 
each of our roles historically had been 
to address various fraud events that had 
occurred.

It was quickly determined there was an 
obvious need for improved and consistent 
communications. There were events 
that Finance had worked to resolve that 
Compliance was not aware of, and the 
reverse was also true. Certain events 
were communicated to the Audit and 
Compliance Committee, while others 
were not. The group set out to formalize a 
communications protocol and to delineate 
what each involved party’s role would 
become. To this end, the group drafted 
two documents, a Fraud Responsibility 
Matrix and a Fraud Reporting Matrix.

Responsibility Matrix 

The Responsibility Matrix, while 
somewhat time consuming to draft, 
proved to be a very useful tool. Quite a bit 
of discussion and thought went into the 
document, because we were essentially 
writing marching orders for future 
work. Guidance from the ACFE and IIA 
were referenced as well as the results of 
brainstorming sessions. 

We first identified each of the involved 
parties likely to have a role in fraud risk 
management. There were nine primary 
groups. Next, a variety of ongoing 
and incident related actions were 
identified that might be necessary for 
prevention, detection and deterrence of 
fraud as well as investigation and case 
handling activities. Finally, the levels 
of involvement for each group were 
determined.

Executive Summary

Fraud within your institution can have devastating effects. Generally speaking 
it is not a question of ‘if’ a fraud will occur, but rather ‘when’ it will occur. 
Organizational responses to fraud events often involve multiple parties. Without 
a predetermined game plan the following may play out: 1) reviews, audits and 
other necessary steps that needed to occur may have failed to occur; 2) wasteful 
duplicative efforts may be expended; 3) feathers may get ruffled when one party 
believes another has overstepped their boundaries; and 4) Board reporting may be 
less than adequate. At our institution we planned ahead to ensure we were prepared 
to effectively manage fraud risk

The 2010 Report to 
the Nations published 

by the Association 
of Certified Fraud 
Examiners (ACFE) 
reported that the 

median healthcare 
industry loss per fraud 
incident was $160,000.
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It was agreed that Corporate Compliance 
should assume the role of leading 
fraud investigations and reporting of 
internal incidents to the Audit and 
Compliance Committee. Therefore, 
Corporate Compliance is notified of 
every fraud event and allegation. After 
that decision was made, secondary and 
shared responsibilities were assigned to 
each action and to each party. Certain 
parties had no direct responsibility 
but would benefit from notification. 
So for each party and for each event, 
roles, responsibilities, and notification 
requirements were assigned. 

Flexibility is a necessary component of 
any plan to address unknown future 
events. Therefore it was agreed that the 
party with primary responsibility for each 
action would bring in other parties as 
the need occurred. The workgroup felt a 
sense of accomplishment upon reaching 
consensus on how information and work 
would be shared.

We could also demonstrate that our 
organization has formally addressed the 
risk of fraud, and has dedicated resources 
to research and remediate fraud risk. The 
finished product is depicted in Exhibit 1.

In summary, the objective of the Fraud 
Responsibility Matrix is to accomplish the 
following:

• Clarify roles, responsibilities, and 
communication protocols for each 
involved group.

• Promote a coordinated approach to 
investigation and corrective actions 
to ensure timely remediation of fraud 
risks.

• Identify any current gaps in coverage. 

• Provide a framework to ensure that 
events are treated consistently.

Exhibit 1

Action Required
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Risk analysis of areas for vulnerability S P S S N

Design and implementation of controls to prevent fraud S SR S SR SR S S

Proactive fraud auditing SR SR SR N SR N

Internal control reviews/monitoring control effectiveness SR SR P SR SR N

Recommendations to prevent fraud SR SR SR S S S S

Fraud education/training P S S N S N S

External incident reporting SR S S S S SR S N

Internal incident reporting P N N N S

Investigation of fraud P S S N S S

Proposing corrective action/issuing recommendations to prevent reoc-
currences SR SR SR S S S

Referrals to law enforcement S N N P N N

Case analysis SR S N SR

Handle cases of a sensitive nature SR S N SR N

Publicity/press releases S S N SR N SR

Civil litigation S N N N P N N N

Recovery of monies by the system due to fraud S N N P

Monitor recoveries received by the system S P N S

Restitution SR S SR

*Compliance should be notified immediately of all events or allegations to expedite reporting to the Audit and Compliance Committee.

Key
P - Primary responsibility (Party with primary responsibility will involve others as needed)
S - Secondary responsibility
SR - Shared responsibility
N - Notification (required in every instance)
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• Demonstrate to third parties a culture 
of compliance and dedication of 
resources to prevention, detection, 
and investigation.

The next goal was to clarify how these 
efforts would be communicated to the 
Audit and Compliance Committee. For 
that, the workgroup focused efforts on 
drafting a Fraud Reporting Matrix. 

Fraud Reporting Matrix

To define guidelines for fraud 
communications to the Audit and 
Compliance Committee, the workgroup 
decided to adapt an example reporting 
matrix published by the ACFE to suit the 
healthcare industry and our organization. 

The intent of the matrix was to establish 
the nature and timing of fraud event 
reporting. But, first it was necessary to 
establish a framework of fraud events 
types. Definitions of what was considered 
a fraud event varied by team member. 
Finance focused on occupational fraud 
and theft and Compliance and Privacy 
voiced concerns about false claims and 
other regulatory matters. 

The group decided that the best solution 
was to adjust the ACFE traditional 
occupational fraud framework to 
accommodate provider specific fraud 
risks. Three categories of fraud events 
were identified: asset misappropriation; 
financial reporting misrepresentation; 
and corruption. 

When the framework was completed, 
we tackled the challenge of developing 
communications to the Audit and 
Compliance Committee. The group 
decided the report format and timing 
should be dictated by the perceived 
importance of the information to be 
communicated and the urgency of the 
related actions to be taken. 

Our group did not want to waste limited 
time with the Audit and Compliance 
Committee discussing minor theft. It 
was necessary to come to a consensus 
on a materiality level that would 
require reporting. After many spirited 
discussions, it was agreed that asset 
misappropriations resulting in an 
estimated loss of greater than $10,000 
are material. Of course, Corporate 
Compliance retained the flexibility to 
report any event below this threshold, 
especially if members of management 
were involved. 

The Reporting Matrix defined the timing 
of communications based on how the 
investigation was initiated. It was 

determined the Audit and Compliance 
Committee would want immediate 
notification of external investigation, 
of whistleblower actions. Certain other 
reviews initiated by hotline calls, for 
example, could be reported at the next 
quarterly Committee meeting. 

The workgroup conceded this 
information could be presented in 
many formats, but at a minimum each 
event would be verbally presented. 
Corporate Compliance also elected to 
accumulate fraud event statistics and 
present them annually in a summary 
table. The final draft of the Reporting 
Matrix with the fraud framework is 
displayed in Exhibit 2.

The Fraud Reporting Matrix confers the 
following benefits:

1. Clarifies the nature and timing of 
event reporting to the Audit and 
Compliance Committee. 

2. Provides framework to ensure that 
allegations or events are treated 
consistently. 

3. Permits management to solicit input 
on potential fraud events.

4. Designates one party to lead and 
have oversight over all fraud 
communications to Audit and 
Compliance Committee.

5. Ensures that management is “on 
the hook” to report fraud events 
to Compliance and Audit and 
Compliance Committee.

6. Gives the Audit and Compliance 
Committee an opportunity 
to shed light on their expectations 
regarding fraud communications. 

7. Enables the Audit and Compliance 
Committee to provide feedback 
regarding their fraud risk tolerance.

8. Defines framework for fraud events 
including specific definitions of 
types of fraud.

9. Initiates dialogue about fraud with 
Audit and Compliance Committee 
members.

10. Increases awareness of frequency 
and type of fraud events occurring 
within the system. 

11. Allows Audit and Compliance 
Committee to assess the related 
actions taken by management.

Flexibility is a 
necessary component 
of any plan to address 

future events.
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Exhibit 2: Fraud Reporting Matrix

Type Magnitude
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Internal Review or 
Investigation

Asset Misappropriation (defalcations, theft)*  

Not involving management  

Major control breakdown More than $10,000 X X

Involving collusion More than $10,000 X X

Involving management (including but not limited to officers, service line 
directors, department directors) All X X

Material and Intentional Financial Reporting Misrepresentation All X X

Code of Conduct Violations Having the Potential to Result in Substantial 
Harm to the Organization All X

Significant Violation of Conflicts of Interest Policy (undisclosed or unmanaged) All X

Events Requiring Self-Disclosure to Higher Authority (including but not 
limited to privacy breaches, billing errors, etc.) All X

External Audit/
Review (RAC, 
MIC, etc.)

All X

External Investi-
gation (OIG, DOJ, 
State AG, OCR, 
etc.)

Qui Tam/Whistleblower Action All X X

Other All X

*Asset misappropriations not involving members of management of less than $10,000 will be reported to the Committee at the discretion of 
Compliance.

Fraud Definition: The intentional deception or misrepresentation that an individual knows to be false (or does not believe to be true) and 
makes, knowing that the deception could result in an unauthorized benefit to himself, another person, or the organization.

Fraud Categories (list is not necessarily inclusive):

1. Misappropriation of:
a. Tangible assets by:

i. Employees
ii. Private individuals (patients/visitors)
iii. Vendors
iv. Former employees and others outside the organization

b. Intangible assets such as:
i. Patient/employee/visitor information (privacy violations)
ii. Business opportunities or information

2. Material and intentional financial reporting misrepresentation that may impact the decision-making of the readers of financial 
statement by:
a. Misrepresenting revenues
b. Misrepresenting expenses
c. Misrepresenting balance sheet amounts, including reserves
d. Inappropriately improving and/or masking disclosures
e. Concealing misappropriation of assets
f. Concealing unauthorized receipts and expenditures
g. Concealing unauthorized acquisition, disposition, and use of assets 

3. Corruption including:
a. Bribery and gratuities to:

i. Companies
ii. Private individuals
iii. Public officials

b. Receipt of bribes, kickbacks, and gratuities
c. Aiding and abetting fraud by other parties (e.g., patients, vendors)
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Summary

These new matrices were presented to 
the Audit and Compliance Committee 
and adopted by the organization. 
Our work does not end here. In the 

spirit of continuous improvement, 
the workgroup continues to refine 
these protocols and to seek innovative 
approaches to the prevention, 
detection, and investigation of fraud 
events. This work afforded Internal 

Audit the opportunity to successfully 
demonstrate its capacity to function 
in an advisory role, and we enjoy the 
chance to partner with members of 
management to create a robust fraud 
management program. NP
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The AHIA website,  
www.ahia.org 

has undergone an EXTREME 
makeover and is ready to  

be seen and surfed!

Check Out Our 
New Website!

Our re-designed, easier-to-navigate website gives the 
healthcare internal auditing profession the online presence 
it deserves. Designed by AHIA’s Website Modernization 
Committee, led by Gail Hormats, Johan Lidros and Mike 
Fabrizius, the new website offers easier ways to read, share 
and access important content and resources, new and old. 

Share your first impressions. What can we do to make the website more reader- and user-friendly, useful 
and fun? Please contact us directly at mcunningham@resourcenter.com with comments, proposed im-
provements, criticisms or just plain feedback of any kind. 

AHIA is changing with the times, and we are committed to keeping the website updated with the latest 
news and resources to meet the needs of healthcare internal auditors everywhere.

“Our new website is a key upgrade of AHIA’s delivery capability in order to continue to be the premier 
provider of education, resources and networking for the healthcare internal audit community.  We look 
forward to further improving content and user functionality,” said Mike Fabrizius, AHIA Board Chair.

“Redesigning the website is an 
important milestone in moving 
AHIA and healthcare internal audit 
into the 21st century,” said Hormats.


