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By Kurt Long

Medical Identity Theft: The Case for 
Electronic Privacy Auditing and 
Continuous Compliance

Medical identity theft is a well 
documented, rapidly growing 
phenomena that threatens patient safety 
and is a risk to the institutional integrity 
of every healthcare provider. As reported 
by the World Privacy Forum (May 2006), 
organized crime is increasingly colluding 
with healthcare provider insiders to 
obtain patient identity and insurance 
information with the goal of falsely billing 
Medicare and other payers. The Gartner 
Group, the world’s leading information 
technology analyst fi rm, estimates there 
have been 500,000 medical identity theft 
victims to date and predicts 1,000,000 
victims within the next two years.

Victims of medical identity theft lose 
control of their medical records to the 
criminal. This can result in changes to 
the victim’s medical history including, 
diseases, prescriptions, and blood 
type. The repercussions to the victim 
include fi nancial damage through loss 
of insurance benefi ts, emotional trauma 
from the loss of control of their medical 
records, and most importantly, a threat 
to the victim’s safety and even their life 
because their core medical history could 
have been changed.

Perpetrators of Medical 
Identity Theft
By anecdote and study, individuals 
desperate for insurance represent a small 
percentage of the perpetrators of medical 
identity theft. The more typical scenario is 
the individual who requires an expensive 
surgery and steals someone’s insurance 
information, or simply uses a family 
member’s insurance information.

More often, medical identity theft is 
conducted by organized crime members 
who see the healthcare industry as 
an easy mark because of immature 
punitive legislation for information 
crimes and existence of relatively lax 

security practices. Since so many different 
employees and partners require access to 
patient information, it is a relatively easy 
matter to fi nd a low-paid person willing 
to make some extra cash by selling basic 
patient information. And, it is an easy 
matter for employees and partners to gain 
access to important patient information 
through healthcare information systems. 
No advanced degree in computer hacking 
is required.

From organized crime’s perspective, drug 
traffi cking and fi nancial identity theft 
carry far greater penalties than medical 
identity theft. The Cleveland Clinic case 
noted below is a classic example of the 
mode of operation for organized crime in 
healthcare.

Collision Course for Electronic 
Health Records
A collision course has been set in motion 
between medical identity theft and 
electronic health records (EHRs). As we 
know, EHRs are at the core of healthcare’s 
future. The benefi ts and effi ciencies of 
EHRs are obvious to care providers, 
vendors, and politicians. Furthermore, 
patients increasingly want access and 
control of their own records and this can 
only be achieved through wide scale 
adoption of EHRs. However, with the 
rash of healthcare information crimes 
reaching the headlines, there is a deep 
and growing concern among citizens 
and politicians that our provider’s health 
documentation are not as secure as they 
should be.

The Federal Government is Giving 
Notice
In response to citizen/patient safety, the 
Government has taken serious notice. On 
January 24, 2007 the Department of Justice 
announced their fi rst trial prosecution 
under HIPAA. It is no surprise the case 
involved medical identity theft. Mr. 
Fernando Ferrer, Jr. has been convicted of 
paying a hospital insider at The Cleveland 
Clinic for information on 1,130 patients. 
Mr. Ferrer then used the information to 
run up $7 million of Medicare claims of 
which $2.5 million were paid. Mr. Ferrer 
was sentenced, at the end of April, to 7 
! years in prison, followed by 3 years of 
supervised release, and ordered to pay 
$2.5 million in restitution. The patient 
victims will be working to clear their 
medical records for years to come. 

In early March 2007, the Department 
of Health and Human Services, Offi ce 
of Inspector General conducted its 
fi rst surprise, systematic HIPAA audit. 
Piedmont Hospital in Atlanta was 
selected as the fi rst hospital to be audited.

Headlines continue to denote healthcare 
information crimes involving our most 
hallowed and trusted medical institutions. 
Business Week; the New York Times; the 
L.A. Times; and NBC News have run 
feature stories on medical identity theft 
with an emphasis on victim consequences. 
It would not be surprising to see an 
expose featuring a medical identity theft 
criminal caught in the act as more public 
attention and outcry surrounds this issue. 

This visibility may be the catalyst 
for generating federal government 
responsiveness. Industry insiders report 
that there is onerous healthcare privacy 
legislation being drafted. The Offi ce 
of Inspector General has also made it 
clear that they have budgeted for an 
increased number of HIPAA auditors 
and that activity levels will increase 

“Medical identity 
theft, the fi rst 

information crime 
that could kill you.”
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during 2007, and specifi cally in 2008. The 
message from the United States federal 
government to the healthcare industry is 
clear, “get security and privacy cleaned 
up or the government will do it for you.”

HIPAA Provisions Address Medical 
Identity Theft and Healthcare 
Information Crimes
HIPAA has specifi c provisions in sections 
45 CFR 164.306; 45 CFR 164.308, and 45 
CFR 164.312 relating to privacy auditing 
and limiting damages associated with 
reasonably anticipated incidents. And 
medical identity theft is a reasonably 
anticipated incident. After all, how much 
of a stretch is it to think that providers 
were somehow immune to identity theft 
considering that they maintain more 
protected information than a bank or 
credit card company? We have spent 
years watching fi nancial institutions 
coping with the public humiliation and 
damaging consequences of an information 
security breach.

Enlightened healthcare providers 
respect the provisions of HIPAA. These 
organizations are laying a general 
foundation for detecting healthcare 
information crimes by:

Implementing hardware, software, 
and/or procedural mechanisms 
that record and examine activity in 
information systems which contain 
or use electronic protected health 
information

Identifying and responding to 
suspected or known security 
incidents

Mitigating to the extent practicable, 
the harmful effects of security 
incidents

Protecting against any reasonably 
anticipated uses or disclosures of 
protected health information, and

Implementing procedures to 
regularly review system activity, such 
as audit logs.

Challenges and Limitations of 
Current Audit Review Processes
At the heart of the privacy audit review 
process are the transaction logs contained 
in a provider’s health information system 
and related healthcare applications. 
These audit transaction logs are massive, 
disparate, and even cryptic. To date there 
have been few solutions for centralizing 
and interpreting these audit logs in an 
automated fashion. Solutions are just 
starting to emerge.

•

•

•

•

•

Thus, even the most ambitious and 
conscientious providers have faced 
serious process challenges in detecting 
healthcare information crimes and 
meeting the core tenets of HIPAA. The 
general solution has been to conduct 
random privacy audits periodically. The 
frequency is lax and varied, such as 25 
every six months; 25 once a quarter; and 
for the highly ambitious, 10 per week. 
Eventually the person who is responsible 
for conducting the audits leaves the 
provider, or loses their ambition, and just 
conducts random privacy audits shortly 
before the auditors are going visit. This 
approach leaves the provider amazingly 
vulnerable to healthcare information 
crimes, and only occasionally HIPAA 
compliant.

Continuous Compliance 
Unfortunately, most providers think of 
compliance and auditing as an event. 
How many times have we heard, “The 
auditors are here next week and we are 
trying to get ready”. 

In actuality this approach is all too 
common-place, ineffective, and strikingly 
ineffi cient. Enlightened organizations 
and auditors recognize that compliance 
should be a continuous process and 
therefore requires implementing 
automation wherever possible.

Healthcare providers must forgo the 10 
random patient audits a month approach 
and move toward electronic privacy 
auditing that continually and consistently 
identifi es highly suspect activities related 
to:

medical identity theft

identity theft

VIP record snooping 

fellow employee record snooping, 
and

friends, family, and neighbor 
snooping

Each of the above-mentioned categories 
of information crimes carries specifi c 

•

•

•

•

•

electronic signatures that can be detected 
through electronic privacy auditing. 
Electronic signature examples include 
family member looping, where a family 
member loops through an entire family 
stealing their medical identity with the 
intent of using their collective insurance 
benefi ts. And user/patient last name matches 
that can identify family member snooping 
or highlight unusual volumes of patient 
record printing which may mean an 
identity theft scheme is underway.

Continuous Compliance
Electronic privacy auditing automates 
reviewing information system transaction 
logs to identify the signatures alluded to 
above. Providers can achieve continuous 
compliance by using electronic privacy 
auditing technology to review the 
previous day’s exceptions rather than 
manually reviewing enormous volumes 
of disparate audit logs. If a provider is 
particularly ambitious, the signature 
analysis can be conducted in real-time 
and privacy personnel can be alerted as 
soon as there is a potential incident.

Finally, when electronic privacy auditing 
is coupled with employee and partner 
privacy education, incident resolution 
processes, and consistent follow through 
on reprimands, entire categories of 
healthcare information crimes can be 
eliminated. 

Summary

In summary, in order for providers 
to protect their patient’s safety from 
healthcare information crimes including 
medical identity theft they should 
implement the following measures:

Implement electronic privacy 
auditing which continually scans for 
signatures of healthcare information 
crimes by examining audit logs 
of every signifi cant healthcare 
application or information system 
in the provider’s information 
environment. Potential incidents 
should be reviewed daily by 
compliance, privacy, or information 
security personnel. There are cost-
effective solutions available.

Establish consistent employee and 
partner HIPAA and general security 
educational sessions. It should be 
emphasized that the provider takes 
privacy breaches in healthcare 
information crimes very seriously 
and has implemented automated 
processes to detect privacy incidents. 
Departments with the high levels of 

•

•

“The message is 
clear–get security 

and privacy 
cleaned up or the 

government will do 
it for you.”
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incident rates should receive special 
training and attention. It is critical 
to involve the management of these 
departments.

Establish, communicate, and 
carry out formal reprimands 
with escalating punishments for 
employees and partners who 
violate HIPAA privacy laws or who 
violate general information security 
practices.

•

Establish processes and a system 
which tracks the progress of all 
potential incidents identifi ed by the 
electronic privacy auditing system.

With the specter of medical identity 
theft upon us, the stakes for our patients 
and healthcare institutions could not be 
higher. NP
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