
H
ealthcare providers who have failed either 
Meaningful Use attestation or HIPAA audits, 
thereby putting patient information at risk, 
often share a common oversight flaw. They 

have failed to make medical equipment safe for the patient 
information that flows through various electronic Protected 
Health Information (ePHI) devices.

A typical hospital will have about two medical devices per 
bed collecting, storing, generating and transmitting ePHI 
on a regular basis. These FDA-regulated machines, unlike 
traditional computers, have minimal, if any, built-in security 
measures. As a result, they are often not included in risk 
assessments, security analysis and compliance efforts. This 
could be partly attributed to FDA restrictions, but that will 
not prevent a HIPAA violation.

Unsecured medical devices can leave your healthcare 
organization open to:

 • Data breaches

 • Device malfunction

 • Viruses

 • Network-wide disruptions

 • Costly violations

 • Lost productivity

Organizations can count on incurring a reputational black 
eye from such violations. Compliance programs can be 
expensive and may in fact seem to accomplish too little too 
late at times. Data security and compliance may seem like a 
mission impossible.

But there other approaches an organization can take 
separately or in collaboration with a formal compliance 
program that can mitigate risk. The points discussed here are 
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Often overlooked is the patient information 
collected, generated, stored and transmitted 
by the various medical devices throughout 
the organization. These devices pose risks 
to your organization for data breaches, 
regulatory fines as well as other risk issues. 
You cannot be sure stakeholders have the 
interests of the organization covered for 
these non-networked devices. Lastly, don’t 
overlook the security considerations in 
healthcare technology purchases.
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inexpensive endeavors, but they will require an investment 
of time and human capital.

Perform a thorough risk assessment
It is likely a risk assessment has been undertaken by your 
facility. As an internal auditor, you will want to determine 
whether the assessment was thorough and included all 
places within your organization where ePHI resides—a 
requirement of HIPAA and Meaningful Use attestation.

During the early stages of an investigation, HIPAA 
enforcement officials will ask whether an assessment has 
been performed. Every device or machine that generates, 
stores, maintains or transmits ePHI (e.g. infusion pump, 
X-ray machine, pulse oximeter, or CT scanner) must be 
included for your organization to meet the risk assessment 
requirement.

Devices that are not on an organization’s network are 
often overlooked. For example, respiratory therapy devices 
generate patient data and output reports, even though they 
are often not connected to the network. You will find the 
same with portable X-ray and ultrasound machines: they 
are plugged in during patient testing and then moved to 
another room and patient. These devices are not exempt 
from HIPAA privacy and security rules, or from the threat of 
a breach.

The Manufacturer’s Disclosure Statement for Medical Device 
Security (MDS2) is a valuable but often neglected tool for 
assessing the risks of a medical device that maintains or 
transmits ePHI.

The form, developed by the HIMSS Medical Device 
Security Group, is designed to be completed by the 
device manufacturer and provides the reader with specific 
information needed for that device’s risk assessment. 
The shortcoming of the form is that completion by the 
manufacturer is voluntary, so be sure to request the 

form during the device-analysis phase of your purchase 
decisions.

From a best practices perspective, the results of a 
comprehensive risk assessment should entail a detailed 
mitigation plan that includes all identified risks and 
addresses them in priority order over a reasonable time (e.g. 
1-3 years).

In addition, the mitigation plan should include periodic 
risk assessments by business unit owners to ensure the 
risk ratings have not changed or that new risks have not 
emerged. Lastly, having a mitigation plan does not exempt 
the organization from self-disclosing issues related to the 
identified risks even if they have not been fully mitigated.

Collaborate with stakeholders
Collaboration is the single most overlooked component to 
effective change management, security and compliance in a 
healthcare organization.

A common example is the gap between the clinical 
engineering (CE) and IT departments—a major reason why 
medical devices are often left unsecured. When medical 
equipment breaks down, CE does a great job of restoring 
the mechanics of the equipment so it can be used again. 
However, CE is generally unequipped to address how the 

A typical hospital will have about 
two medical devices per bed 

collecting, storing, generating and 
transmitting ePHI on a regular basis.
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ePHI in the device, the IT network and HIPAA mandates 
interrelate with one another.

On the other hand, IT does a great job securing the 
network and the computers connected to it. But they are 
frequently unequipped and restricted from tinkering with 
FDA-regulated equipment. As a result, medical devices fall 
through the security and compliance cracks, along with the 
patient data they hold.

Security and compliance responsibilities and associated 
repercussions do not stop with these two groups.

Risk management employees can provide input on security-
related aspects like passwords and writing exceptions 
to your HIPAA policy. Supply chain employees can help 
evaluate purchasing decisions, operating efficiencies 
and total cost of ownership. Facilities and infrastructure 
employees can help uncover issues related to shielding, 
cabling, physical security, infrastructure, etc., so that those 
elements work together toward greater safety, security and 
compliance.

Each department brings unique insight to choosing 
the right devices and risk level for your organization. 
Collaboration is vitally important.

Design policies that hold true organization-wide
In the spirit of cross-functional cooperation, policy 
development must also be a joint effort across hospital 
departments. Policies effecting HIPAA compliance must be 
organization-wide and not department-specific.

Think about the hospital laboratory compared to the 
radiology department. Few employees—and virtually no 
patients—go in and out of the laboratory. As a result, there 
is little chance someone without the need to know will see 
a patient’s private information. In the radiology department, 
however, outpatients and inpatients are almost always in the 
department receiving services. Therefore, a privacy policy 
that works for the laboratory may not be entirely right for 
radiology.

While this may sound like a good case for department-
specific policies, the development of several sets of 
inconsistent, disjointed policies that vary between 
departments is not efficient or effective. However, a 
single policy does not accommodate differences between 
departments.

Development of a collaborative organization-wide policy 
that meets the needs of all departments with appropriate 
exceptions should be crafted. For example, a policy could 
state, “no computer screens with patient information 
displayed will be viewable by the general public.” In the 
lab, this works well, but what about radiology? How do you 
define general public? Does it encompass a patient who 
entered the area for a specific test, housekeeping staff, 
sales or consulting personnel, or a medical professional not 
assigned to the specific patient?

To address these concerns, an exception might be included 
specifying that patients should not be brought into the 
room until their unique information is up on the screen. 
Alternatively, computer screens could be restricted from 
patient and/or others’ view.

Many hospital policies require all electronic medical devices 
to have virus protection and/or encryption applied to them. 
However, such actions could take a medical device out of its 
FDA-approved state. This is not only a punishable violation, 
but it could corrupt the patient data and the device output 
and others connected to it.

If a device has been involved in a breach, do you know your 
hospital’s policy regarding its continued use? You could be 
destroying important information simply by continuing to 
use the device.

Your organization’s policies should apply organization-wide, 
but include appropriate realistic exceptions that do not 
create other problems. Having policies that staff does not 
or cannot follow may be considered worse than having no 
policies. When a privacy breach occurs, if policies are stricter 
than federal regulations require, HIPAA officials may judge 
your organization based on your own policies.

Devices that are not on an 
organization’s network are  

often overlooked.

If a device has been involved in a 
breach, do you know your hospital’s 
policy regarding its continued use? 
You could be destroying important 
information simply by continuing to use 
the device.
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Review health technology purchases from a risk 
management perspective
Too often, healthcare organizations allow emotion to drive 
capital purchases. Radiologists, intensivists and cardiologists 
each have preferences regarding brands, based on factors 
ranging from personal biases to legitimate professional 
needs. Collaboration is important here, too. Invite enough 
people into the decision-making process so that emotion 
can be driven out by logic and hard data, leading to the best 
decision for the organization.

In addition to cost (purchase price and total cost of 
ownership), purchasing decisions should also consider 
security standards.

 • Are the security features you need already built into the 
product?

 • What does the MDS2 say about the use of antivirus 
protection or how the device must be connected to your 
network? How much will that cost?

 • Will you have to retrofit the device after it is installed to 
ensure HIPAA compliance?

 • Is the software current, or already outdated, making the 
device difficult to secure?

Updated software is one key to ensuring privacy and 
security. Ensure your purchase will not hinder security 
and compliance efforts by leveraging the expertise of 
your risk management, compliance and supply chain 
colleagues.

Develop a culture of accountability
Accountability harkens back to the common theme of 
collaboration. Encourage your staff to cultivate the habit of 
reporting problems and holding one another accountable 
for their roles in ePHI compliance. If this sounds too time- or 
labor-intensive, consider what is at risk.

Also, consider the time, labor and costs involved for the 
organization should a breach occur. With multi-million-
dollar fines, patient data and safety at stake, you cannot 
afford not to take action. Do not settle for Band-Aids and 
quick fixes. If you do have a breach, accountability means 
not pointing fingers, but learning what to do differently 
next time.

Conclusion
Mistakes will be made…it is unavoidable as long as humans 
are on the job. Your goal should be two-fold: 1) minimize 
the number of mistakes through planning and early 
collaboration, and 2) learn from mistakes so they are not 
repeated. NP

When a privacy breach occurs, if policies are stricter than federal regulations 
require, HIPAA officials may judge your organization based on your own policies.

Don’t let what you can’t do stop you from what you can do. 
~John Wooden
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