
Spring 2012 Association of Healthcare Internal Auditors New Perspectives  7

Feature

Meaningful Use Compliance:  
How Internal Audit Can Help Monitor 
EHR Meaningful Use
By Gary Moss and Erika Gaudreau

Eligibility for incentive payments

EHR adoption alone will not be enough 
for the healthcare organization to receive 
incentive payments. The government's 
priority is Meaningful Use of EHRs, 
with criteria defined by CMS and the 
Department of Health and Human 
Services (DHHS).

Hospitals and providers become eligible 
for financial incentives by adopting 
EHR on a timely basis, and by meeting 
the criteria for MU of certified EHR 
technology under HITECH. CMS 
has proposed a staged approach for 
EHR adoption and related technology 
solutions. Final rules for Stage 1 MU 
compliance, released on July 13, 2010, will 
help providers build an EHR technology 
use platform.

During the first payment year of the 
Medicare Meaningful Use program, 
hospitals and providers must 
demonstrate MU for a consecutive 90-

day period; in subsequent years, a full 
year of compliance will be required. 
To receive incentive payments for each 
applicable payment year, hospitals must 
comply with the objectives and measures 
for each stage.

The Medicare incentive payments for 
hospitals began in spring of 2011, and are 
calculated based on the product of:

• An initial amount: Base incentive 
amount of $2 million plus a discharge 
factor of Medicare volume. The 

goal is to provide more funding 
to hospitals with higher Medicare 
patient volumes.

• The Medicare factor: The factor is 
based on estimated Medicare fee-for-
service and managed care inpatient 
bed days, divided by estimated total 
inpatient bed-days, and modified by 
the aggregate charges for charity care.

• A transition factor: Phases down 
incentive payments by 25% over 
the four-year payment period from 
initial attestation year. For those that 
attest sooner, the incentive payment 
opportunity is greater. An illustration 
of the hospital incentive payment 
calculation appears in Exhibit 1.

Medicare payments will cease after four 
years and Medicare payment adjustments 
will begin in 2015. Eligible hospitals 
that are not meaningful users will face 
penalties that will be reductions to market 
basket updates (upward adjustments to 
providers’ price indices): 25% in 2015, 50% 
in 2016, and 75% thereafter (allowances 
may be made for hardship exceptions).

In addition to the Medicare incentive 
payments, there are Medicaid incentives 
related to both professionals and hospitals 
under the CMS ruling.

See Exhibit 2 for the proposed staged 
approach for EHR adoption and related 
technology solutions.

Executive Summary

The federal government, convinced that Electronic Health Records (EHR) 
can significantly enhance healthcare outcomes, sought to jumpstart broad-
based implementation in 2009 by green-lighting billions of dollars in incentive 
payments for healthcare providers that use the technology to improve care 
delivery.

Under the Health Information Technology for Economic and Clinical Health 
(HITECH) Act, Eligible Professionals (including doctors of medicine, optometrists 
and chiropractors, among others) and hospitals can receive financial incentives 
based on timely adoption of EHRs, and by meeting the criteria for Meaningful Use 
(MU) of certified EHR technology. The Centers for Medicare & Medicaid Services 
(CMS) have proposed a three-staged approach for the adoption of EHR and related 
technology solutions.

Along with the incentive payments, the EHR initiative includes penalty assessments 
for those who fail to comply within several years, spurring a crucial compliance 
need for the provider. Internal audit can deliver significant value to their 
organization by providing a monitoring function that can help to reduce the risk of 
non-compliance with CMS regulations.

Hospitals and providers must demonstrate  
MU for a consecutive 90-day period in the first 

year; in subsequent years, a full year of  
compliance will be required.
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Meeting core objectives  
and menu criteria

Core objectives enable organizations 
to build a strong foundation with 
fundamental EHR functionality for future 
advancement. Menu set objectives enable 
providers latitude to pick their own 
path toward full EHR implementation 
and Meaningful Use. To qualify as 
a meaningful EHR user, an Eligible 
Professional (EP), Eligible Hospital (EH), 
or Critical Access Hospital (CAH) must 
successfully meet the measure for each 

objective in the core set, and all but five of 
the objectives in the menu set. See Exhibit 
3 for the Core and Menu Set Objectives 
for Stages 1, 2 and 3.

Attestation of EHR incentive program

The attestation system for the Medicare 
EHR incentive program opened on April 
18, 2011. The process for receiving Medicare 
EHR incentive payments, as indicated on 
CMS.gov, involves three steps:

1. Register for the Medicare EHR 
Incentive Program;

2. Meet MU criteria using certified EHR 
technology; and

3. Successfully attest, using CMS' 
web-based system, that you have 
met Meaningful Use criteria using 
certified EHR technology.

CMS audit process

CMS will likely begin their Incentive 
Program audits in 2012. Hospitals attesting 

Exhibit 2 - Proposed staged approach for EHR adoption

Note that, since this table combines the criteria for EHs and EPs, there are a total of 16 core and 12 menu set objectives shown. The EHs must 
meet all of their respective 14 core set criteria, and EPs all of their 15, while both must meet 5 of their respective 10 menu set criteria.

Exhibit 1
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Exhibit 3 - Core and Menu Set Objectives for Stages 1, 2 and 3

Number Measure
Provider Popula-

tion
Stage 1 Meaningful Use Objective - Final 

Rule July 2010
Stage 2 - Final Rule TBD

Stage 3 - Final Rule 
TBD

1 Core Hospitals and EPs Computerized Physician Order Entry 30% of 
unique inpatients and ED patients 

Increase threshold to 60% 
and add lab and radiology 
orders 

Proposed threshold is 
80%

2 Core Hospitals and EPs Enable drug-drug and drug-allergy checks Enable evidenced based 
drug-drug and drug-aller-
gy checks

May add drug-lab con-
traindications

3 Core EPs only 40% of permissible prescriptions electroni-
cally (eRx)

Raise threshold to 60% 
of orders (outpatient and 
hospital discharge)

Proposed threshold is 
90%

4 Core Hospitals and EPs Maintain an up-to-date problem list of cur-
rent and active diagnoses for at least 80% of 
unique inpatients and ED patients

80% of problem lists are 
up to date

80% of problem lists are 
up to date

5 Core Hospitals and EPs Maintain active medication list for at least 
80% of unique inpatients and ED patients

80% of medication lists are 
up to date

80% of medication lists 
are up to date

6 Core Hospitals and EPs Maintain active medication allergy list for at 
least 80% of inpatients and ED patients

80% of med allergy lists 
are up to date

80% of med allergy lists 
are up to date

7 Core Hospitals and EPs Record Demographics (preferred language, 
gender, race, ethnicity, date of birth, data 
and cause of death in the event of mortality) 
for at least 50% of unique inpatients and ED 
patients.

Raise threshold to 80% 
(produce stratified quality 
reports)

Increase threshold to 
90% 

8 Core Hospitals and EPs Record and chart changes in vital signs 
(height, weight, blood pressure, calculate 
and display BMI, plot and display growth 
charts for children 2-20 years old, including 
BMI) for at least 50% of inpatients and ED 
patients.

Increase threshold to 80% Increase threshold to 
80%

9 Core Hospitals and EPs Record smoking status for 50% of unique 
inpatients and ED patients 13 years old or 
older

Increase threshold to 80% Increase threshold to 
90% 

10 Core Hospitals and EPs Report hospital or ambulatory clinical qual-
ity measures to CMS or the States

This is being handled by Quality Measures Work-
group

11 Core Hospitals and EPs Implement one clinical decision support rule 
related to high priority hospital conditions 

Stages 2 and 3 propose to use clinical decision 
support to improve performance on high-priority 
hospital conditions, and to add various certification 
requirements.

12 Core Hospitals and EPs Provide patients with an electronic copy 
of their health information upon request 
within three business days for at least 50% of 
patient requests

Provide at least 50% of 
patients with an electronic 
copy of their health infor-
mation upon request 

Increase threshold to 
90%

13 Core Hospitals only Provide patients with an electronic copy of 
their discharge instructions and procedures 
at time of discharge, upon request for at 
least 50% of discharged patients making the 
request

Increase threshold to 80% Increase threshold is 
90%.

14 Core EPs only Provide clinical summaries to patients for 
each office visit

Allow patients to view or 
download within 24 hours 
of encounter

Data is to be in struc-
tured form.

15 Core Hospitals and EPs Capability to exchange key clinical informa-
tion among providers of care and patient 
authorized entities electronically. Accom-
plished by performing test of exchange

Connect to at least 
three external provid-
ers in “primary referral 
network” or to establish 
bi-directional connection 
to at least one information 
exchange. 

Connect to at least 30% 
of providers in “primary 
referral network,” or 
connect to establish bi-
directional connection to 
at least one information 
exchange.

16 Core Hospitals and EPs Protect electronic health information created 
or maintained by the certified EHR technolo-
gy through the implementation of appropri-
ate technical capabilities

 Additional privacy and 
security objectives are 
under consideration by 
Privacy and Security 
team.
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to receive incentive payment should retain 
all relevant supporting documentation 
used in the completion of the attestation 
module responses for six years, whether in 
paper or electronic formats, as well as the 
documentation to support their Clinical 
Quality Measures (CQMs).

Hospitals should also maintain 
documentation to support their 
payment calculations. Upon audit, the 
documentation will be used to validate 

that the hospital accurately attested and 
submitted CQMs, as well as to verify 
that the incentive payment was accurate. 
Documentation to support payment 
calculations (such as cost report data) 
will continue to follow the current CMS 
documentation retention processes.

There are numerous pre-payment edit 
checks built into the EHR Incentive 
Programs' systems to detect inaccuracies 
in eligibility, reporting and payment. Post-

payment audits will also be completed 
during the course of the EHR Incentive 
Programs. If, based on an audit, a 
provider is found to not be eligible for an 
EHR incentive payment, the payment will 
be recouped. 

The role of internal audit

Internal audit can provide a significant 
role in three areas related to MU 
compliance:

Number Measure
Provider Popula-

tion
Stage 1 Meaningful Use Objective - Final 

Rule July 2010
Stage 2 - Final Rule TBD

Stage 3 - Final Rule 
TBD

1 Menu Hospitals and EPs Implement drug-formulary check Move to core measures 80% of orders are 
checked against relevant 
formularies.

2 Menu Hospitals only Record Advance Directives for patients 65 
years or older for 50% of unique inpatients.

Move to core measures 
- 50%

Increase the threshold 
to 90%.

3 Menu Hospitals and EPs Incorporate 40% of clinical lab test results 
into EHR as structured data

Move to core measures 
- 40%

Increase threshold to 
90%, and reconcile with 
structure lab orders, 
when available.

4 Menu Hospitals and EPs Generate lists of patients by specific condi-
tions to use for quality improvement, reduc-
tion of disparities, and outreach

Move to core measures Use the lists to manage 
patients for high-priori-
ty health conditions.

5 Menu EPs only Send reminders to patients per patient pref-
erence for preventive/ follow up care

Move to core measures 20% of patients who 
prefer to receive re-
minders electronically 
receive preventive or 
follow-up reminders.

6 Menu EPs only Provide patients with timely electronic access 
to their health information (including lab 
results, problem lists, medication lists, medi-
cation allergies) within four business days of 
the information being available to the EP

Patient has the ability to 
view and download (on 
demand) relevant infor-
mation, with data avail-
able in readable form. 

Data to be available in 
structured form.

7 Menu Hospitals and EPs Identify and provide patient specific educa-
tion resources for 10% of unique inpatients 
and ED patients.

Continue Stage 1 Raise threshold to 20% 
and to offer the resourc-
es online in the common 
primary languages.

8 Menu Hospitals and EPs Perform medication reconciliation at relevant 
encounters and transition of care for 50% of 
the provider’s inpatients and ED patients 
that had transitions of care.

Increase threshold to 80% Increase threshold to 
90%

9 Menu Hospitals and EPs Provide summary care record for relevant 
transitions of care and referrals for 50% of 
the provider’s inpatients that had transitions 
of care and referrals

Move to core measures Increase threshold to 
80%

10 Menu Hospitals and EPs Capability to submit electronic data to 
immunization registries or Immunization In-
formation Systems and actual submission in 
accordance with applicable law and practice.

Mandatory and for some 
immunizations to be 
submitted on an ongoing 
basis to IIS. 

Immunizations to be 
submitted to IIS and 
providers must review 
their IIS records via 
their EHR.

11 Menu Hospitals only Capability to provide electronic submission 
of reportable lab results (as required by state 
and local law) to public health agencies and 
actual submission where it can be received.

Move to core measures Mandatory test and to 
submit reportable lab 
results and reportable 
conditions if accepted 
and as required by law.

12 Menu Hospitals and EPs Capability to provide electronic syndromic 
surveillance data to public health agencies 
and actual transmission according to appli-
cable law and practice

Move to core measures Mandatory test and 
submit if accepted.

Exhibit 3 - Continued
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Help their organizations provide an 
adequate level of assurance they have met 
the appropriate criteria as they approach 
the attestation stage during the first 
payment year

Provide an ongoing monitoring process as 
they progress throughout the three stages 
of MU compliance

Assist management as they prepare for 
potential CMS audits by ensuring that 
proper documentation is available to 
support their attestation

MU compliance will be assessed annually, 
so it is important to note that if a hospital 
meets the Medicare Meaningful Use criteria 
in one payment year but not in a later year, 
it will not qualify for incentive payments for 
that year. This is why ongoing monitoring 
will be critical to the provider, and will 
therefore present an opportunity for 
internal audit to help the organization.

Initial attestation support and 
ongoing monitoring

As the healthcare providers approach 
the initial attestation stage, there are a 
number of areas internal auditors should 
address as they help their organization 
ensure compliance:

1. Develop and conduct a risk 
assessment related to MU

a. Could be included as part of the 
organizational risk assessment.

b. A better approach may be to 
conduct a separate MU risk 
assessment.

c. Scope will depend on the size of 
the organization.

d. Involve the Corporate Compliance, 
Chief Privacy and Security, Chief 
Medical, Chief Financial, Chief 
Information and Chief Operations 
Officers as necessary.

2. Based on results of risk assessment, 
develop a MU audit plan

a. What are the objectives of the audit 
plan?

b. What are the key risks based on the 
assessment?

c. What controls have been 
established by your organization to 
mitigate risk?

3. Develop an information technology 
flowchart of your organization

4. Test the controls that have been 
established

a. What deficiencies in controls or 
gaps between current and desired 
future state have been identified?

b. Develop a remediation plan.

5. Report to the steering committee, 
audit committee, board of directors, 
or combination of these, depending 
on the request of your organization.

Internal audit should consider utilizing 
a risk assessment framework for this 
process to ensure that all potential risk 
elements have been addressed. See 
Exhibit 4 for a suggested approach for this 
framework.

A questionnaire can also be developed 
as part of this process that can include 
inquiries with senior management such as:

• Who has been assigned ultimate 
responsibility of MU compliance in 
your organization?

• What is the 
governance 
model that has 
been developed 
to promote MU 
compliance?

• What are the 
greatest barriers 
to achieving MU 
compliance?

• If the organization 
will use a variety of 
information systems 
for MU compliance, 
what is the 
integration plan?

• Have the systems 
been certified 
to meet MU 
compliance?

• Has a HITECH 
MU security risk 
assessment been 
conducted, and if 
so, what were the 
results?

As the final level of 
testing is developed, 
based on the results of 

the risk assessment, and in coordination 
with the steps mentioned above, internal 
audit should:

• Understand the core and menu 
set objectives, the numerators and 
denominators for each core criteria, 
and existing knowledge of the 
environment to scope the work and 
prepare test plans.

• Execute test plans/internal audit 
program to validate compliance with 
core and menu set objectives.

• Team and collaborate with business 
owners/compliance to share 
knowledge.

• Use dashboard reporting by core and 
menu set objectives to track status 
and compliance.

• Provide recommendations for 
remediation in areas of non-
compliance, where applicable.

If a hospital meets the Medicare Meaningful Use 
criteria in one payment year but not in a later year, it 
will not qualify for incentive payments for that year.
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The ongoing monitoring of the 
organization's MU compliance after the 
initial attestation will consist of various 
elements of the assessment, testing and 
reporting indicated above. This approach 
should be determined by management, 
internal audit and governance, based 
on the results of the initial compliance 
monitoring efforts.

Conclusion

As healthcare providers prepare for 
the multi-billion-dollar federal EHR 
Meaningful Use initiative, internal audit 

can play a significant role in keeping 
organizations on pace to achieve their 
goals and remain in compliance. The 
staged implementation approach can 
aid internal audit in the effort to track 
expectations and steer the enterprise 
toward its objectives.

The terrain is new, but the actions that 
will elevate internal audit performance 
to meet the challenges associated with 
EHRs and Meaningful Use do not have 
not be, as they are the heart of internal 
audit best practices. As such, the current 
environment presents internal audit 

with an opportunity to demonstrate how 
it can make a real difference for their 
organization by helping to provide an 
adequate level of assurance they have met 
the appropriate Meaningful Use criteria, 
as well as an ongoing monitoring process 
throughout the three stages of MU 
compliance. NP

Certain sections of this article were 
derived from the Centers for Medicare 
and Medicaid Services website, CMS.
gov, specific to the Federal Register: 
Electronic Health Records Incentive 
Program - Final Rules.
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Exhibit 4 - Meaningful use risk assessment framework


