
T
raditional internal audit (IA) approaches may 
not be sufficient to address today’s highest-
risk areas. To provide a comprehensive audit, 
it is essential to build partnerships with the 

compliance, information technology (IT), operations, finance 
and risk management functions, and with constituents often 
not engaged by IA—the clinicians.

For effective partnering with constituents—including 
physicians, nurses and medical technicians—IA must 
understand and be capable of explaining the heightened 
risks for them all. IA must then work with the diverse 
participants to create controls that can be measured, 
monitored, reviewed and evaluated.

Transformations affect risk profiles
Changes are required because of industry transformations 
that are increasing cost pressures on providers. These 
include revisions to payment and care models, the 
continuing expense of keeping up with technology, rising 
insurance premiums, and our aging population becoming 
heavier users of the healthcare system. Traditional risks 
must be addressed, while facing new and changing risks 
related to the transformation from pay for service to pay 
for value.

To more effectively meet health and financial needs, 
organizations are focusing on measurement of care delivery 
and outcomes. Measuring will entail, now or in the future, 
the results of a value-based methodology that replaces:

 • Volume-based care and payments

 • The patient care continuum managed via accountable 
care organizations (ACOs)

 • Care integration through electronic sharing of patient 
health data enabled by health information exchanges

 • Population health initiatives from the combined efforts 
of public health and hospital/medical care entities
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Healthcare organizations continue to 
respond to unrelenting transformational 
demands on the industry by re-examining 
and reworking strategies, processes, 
technology, organizational structures and 
clinical practices. These changes, in turn, 
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leadership and collaboration roles.
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Risk is proliferating as these and all other aspects of 
healthcare are touched by modifications and outright 
overhauls to the way care is delivered. IT reaches into 
virtually every task, producing data security issues through 
mistakes and cybercriminal activity. Health information 
exchanges, for all their contributions to care continuity, are 
inherently risky by virtue of their electronic nature.

ACOs weigh heavily on the risk scale, too. The collaborations 
between previously unaffiliated providers and proliferation 
of population health initiatives can be as complicating as 
they are promising. New kinds of partnerships must be 
formed in order to stay within the boundaries on referrals 
and other financial relationships.

A natural IA leadership role
Effective identification and response to the myriad risks 
facing today’s healthcare organizations require extensive 
collaboration and cooperation. Synthesizing knowledge 
from the various groups tasked with identifying risks and the 
means for mitigating those risks requires a leadership team 
that sets aside concerns over turf ownership. IA is a natural 
to step into such a leadership role, as they have worked with 
many of the same leaders fashioning enterprise-wide risk 
management programs.

To be viewed as a thought leader on risk and control, IA 
must work directly with the leaders in every key functional 
area. The most effective IA functions are those that 
are not just at the table when strategy is set and plans 
developed, but are there as an active participant valued by 

administration and operational leadership alike. Seasoned 
executives all know building controls into a process initially 
is more effective and less costly than retrofits afterward.

The chief audit executive must also be the primary advocate 
to ensure IA has and continues to build on this capability 
and reputation in finance, operations, compliance, IT and 
clinical settings.

If IA is not at the leadership table it may always be playing 
catch-up trying to address risks after the fact.

Take part in developing the processes and controls, and 
clarify what should be subject to auditing and reviews to 
assure leaders and users the process is working the way 
they intend. Educate your colleagues in other disciplines 
about what internal audit can do to help them be more 
successful.

The call for collaboration
Rather than simply cooperating with others, engage 
in true collaboration Risk assessment and subsequent 
management of risk requires that there is agreement on 
descriptions so everyone can identify and categorize the 
risks by type, severity and likelihood. With this common 
understanding in place, IA should more easily be able to 
work with the following groups to mitigate risks when they 
are identified.

Compliance
A good starting place is the chief compliance officer. Much 
of the strategy of the compliance function directs the 
efforts in risk management. Mutually identify risks, create 
monitoring processes for mitigation and work cooperatively 
on follow-up of all processes.

Together, IA and the compliance function ensure a process 
that is not only compliant, but is also effective and efficient. 
The customers of these types of IA-compliance collaborative 
audits generally learn more from them as well, further 
increasing the likelihood of sustained compliance.

Create controls that can 
be measured, monitored, 
reviewed and evaluated.
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Information technology
IA and IT chiefs need to work together intimately so internal 
controls can be built into new ideas and initiatives as they 
hit the drawing board. The fast-paced environment of 
healthcare technology means that time incurred today fixing 
an error or oversight from months earlier and undoing the 
damage caused is outright wasted time in terms of cost and 
real dollars. In addition, fixing avoidable risk-related issues 
diverts time from other important value-added endeavors 
and postpones implementation and use.

A value IA can add is helping to ensure that IT is achieving 
its enablement mission. Then IT projects can be gauged 
for whether the right efficiencies are supporting the 
organization’s transformation events.

Operations
IA can help verify that evaluation of the operations has been 
included in the plans for any new initiatives. Ask: Have we 
defined what we will be doing differently at the point of care 
to align with our new strategies? Have we developed care 
processes to limit adverse outcomes? Are we capturing the 
relevant information for our quality metrics or outcomes-
based measures?

Finance
Collaboration can take the form of monitoring and 
overseeing financial activities to ensure that key metrics are 
attended to and that reporting aligns with initiatives. For 
example, if there is an ACO contract, spending must be in 
line with the contract’s key success measures.

This is where the revenue cycle traditionally fits in; now it is 
necessary to address enhancement of these core processes 
to account for the new delivery models.

Clinicians
Because of IA's responsibility for providing assurance that 
the organization is meeting its mission, objectives and goals, 
healthcare organizations must consider involving IA directly 
in the clinical space.. Key relationships for IA include the chief 
medical officer, chief nursing officer, as well as quality, clinical 
analytics, patient safety and other medical professionals.

IA may first need to make its presence known—frequently, 
medical leaders and their teams are unaware of IA or, worse, 
have an inaccurate perception of how IA can support risk 
management in a clinical setting.

The introductions go both ways; medical leaders need to be 
assured of IA’s intentions in seeking to build relationships 
in the clinical space, and not in the management of clinical 
process or decision-making. With initial rapport and 
understanding in place, medical leadership is more likely to 
share information about the processes that underlie clinical 
functions.

High-alert medications, for example, can cause significant 
patient harm if administered incorrectly. A nurse obtains 
a drug and determines it is a high-alert medication. If it is, 
policy likely requires an independent nurse double-check 
prior to administration to the patient.

In a clinically oriented audit, IA can assist leadership with 
education, analytics and process mapping. For example, 
IA could help the chief nursing officer determine whether 
nurses understand the difference between a double-check 
and an independent double-check. Without having to 
understand the medical aspects of the process, IA can 
provide substantive value in the assessment of processes 
that support clinical care.

An example from the operating room would be a checklist 
or procedure for minimizing the likelihood of a retained 
foreign object (RFO), such as a sponge, being left in a 
patient’s body. In an RFO event, the surgeon may be subject 
to a probationary period of 90 to 120 days to reinforce 
procedures and controls to prevent RFOs.

IA is not equipped to question a surgeon’s ability or the 
process for performing a medical procedure, but can 
review documentation and nonmedical processes put in 
place as part of the probationary and post-probationary 
periods. In this way, IA can ensure that medical leadership’s 
expectations are met and procedures to control RFOs are 
followed.

Conclusion
Leading and collaborating are foundational to managing 
change and risk. The point of IA’s leadership and 
collaboration is the assurance of a quality result—an 
outcome that was agreed upon and planned from the 
start. IA’s leading perspectives and collaborative abilities 
are critical tools in steering the organization’s responses 
to fundamental transformations in the healthcare 
industry. 

Organizations are focusing 
on measurement of care 
delivery and outcomes.
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