
M
alware has been responsible for many of 

the largest breaches in the news recently, 

including the data breach incident at giant 

retailer Target. The Target breach resulted in 

the theft of 40 million credit and debit card records and 70 

million other records with information such as addresses 

and phone numbers of shoppers. 

Target’s CEO and CIO have resigned and the company spent 

$61 million in the fourth quarter related to the breach. 

Some of that expense will be covered by insurance, but 

the company’s fourth quarter profit dropped 40 percent in 

addition. It will likely take Target time and much effort to 

regain their customers’ confidence. 

Malware can be distributed through infected removable 

media, malicious websites, network hacks, and peer-to-peer 

networks. The most common means is through email-

based phishing attacks. According to Allen Paller, director of 

research at the SANS Institute, a computer security training 

and research firm, 95% of all attacks on enterprise networks 

are the result of successful spear phishing. This happens 

when somebody receives an email and clicks on a link or 

opens an attached file containing malware.

Malware should be considered a high-risk audit area in most 

hospital environments. The likelihood of threats is high due 

to the increasing volume, sophistication and effectiveness 

of malware. Meanwhile, the effectiveness of traditional 

signature-based antivirus software is decreasing. Malware 

breaches can result in identity theft of patients and/or 

employees, HIPAA Security Rule violations, and the potential 

for adverse effects on patient care.  

In the 2013 Cisco Annual Security Report, Cisco identified 

the most common malware exploit content types.1 Java 

exploits were by far the most common (87 percent of 

1  See the 2013 Cisco Annual Security Report at https://www.cisco.com/web/

offer/gist_ty2_asset/Cisco_2013_ASR.pdf, with discussion of Exploit Content 

Types on pages 40-43 of the report.
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total web exploits). Over 3 billion devices run on Java and 

the technology represents a way for hackers to use their 

attacks against multiple platforms. Two other cross-platform 

technologies—PDF and Flash—took the second and third 

spots for malware distribution.

Malware risks specific to healthcare

Healthcare providers are at risk in a number of ways. Electronic 

Health Records (EHRs) and ancillary department systems contain 

electronic Protected Health Information (ePHI), Personally 

Identifiable Information (PII) and financial information. 

In addition, medical devices connected to your organization’s 

network, such as patient monitors, IV pumps and drug-

dispensing units, could become infected. These devices 

are often more vulnerable because they use commercial 

operating systems and the operating system security updates 

are often not applied. If infected, these devices could affect 

patient safety and the quality of care provided. 

Target’s CEO and CIO have 

resigned and the company spent 

$61 million in the fourth quarter 

related to the breach.

In June 2013, the U.S. Food and Drug Administration warned 

that malware was a growing problem and encouraged 

device makers to update their software. Medical devices 

will continue to be vulnerable to malware until healthcare 

providers include device security requirements into 

contracts with the vendors and the providers and vendors 

work together to keep the devices secure.  

How you can audit malware

While malware may be a technical subject, you do not 

have to be an IT expert to perform an effective audit of 

malware controls. By focusing on the people, processes and 

technology, you can assess the overall control environment 

relating to malware.

People

Employees, contractors, volunteers and business associates 

are often the weakest link in the security chain. Providing 

these individuals with security awareness training is a 

critical component to protecting your organization. Security 

training is a requirement of the HIPAA Security Rule. Many 

organizations provide basic security awareness training 

during new employee orientation and annually as part of 

other required compliance training. While this may meet the 

regulatory requirements, your organization can improve the 

effectiveness of its training.  

The IT security team should work with corporate 

communications to send news stories to all staff 

concerning recent malware incidents involving healthcare 

providers. A news story makes the importance of staff’s 

personal responsibilities real because they can see that 

malware incidents actually happen and have significant 

consequences. The communication should include an 

explanation of what to do and who to call if they receive 

a suspicious email or suspect their computer has been 

infected. 

Processes  

You should confirm that your organization has formal 

processes for responding to malware incidents. A well-

communicated process ensures a suspected malware 

response is comprehensive and consistent and that 

incidents are handled as management intends. 

A malware response should be given high priority, and 

response times should be minimal. Most organizations 

assign priorities and expected response times for help 

desk calls. For instance, an incident such as a network 

outage at the data center affecting all users and 

applications would be given a Priority 1(immediate 

response) status. 

14  New Perspectives Association of Healthcare Internal Auditors Fall 2014

Feature



Prioritizing based solely on the number of people and 

systems impacted would likely mean that a malware incident 

initially impacting a single user or even a handful of users 

would be given a lower priority, and the response time may 

be two or three days. Such a response delay could provide 

time for the malicious software to spread to other computers, 

gather targeted data and send it to a malicious site.

Malware should be considered 

a high-risk audit area in most 

hospital environments.

Users can be part of the incident response. Make sure 

procedures are in place to instruct the users with respect to:

 • Removing the malware with their antivirus software

 • Disconnecting their computer from the network

 • Turning their computer off

Typically, a help desk analyst is dispatched to respond to 

a malware incident and you should expect the incident 

response procedure to address areas such as:

 • Approved tools and processes to be used to determine 

whether the machine is infected 

 • Guidance on how the malware should be removed (e.g., 

remove identified malware with antivirus software, re-

image machine)

 • Performance of forensic investigation (how to determine 

whether the infected computer sent information to a 

malicious website; how to determine whether other 

users may be affected)

A data classification program that identifies where data 

is stored and the value and confidentiality of the data is 

something you should expect to see. Most organizations 

have policies specifying that sensitive information, such 

as ePHI, should not be stored on a local user workstation. 

The preference would be to store the data on a network 

shared drive that is secured and regularly backed up. If 

your organization does not have a similar specification, this 

would be a good audit recommendation.

Technology

Traditionally signature-based antivirus software was the 

primary technology used to detect malware. Signature-

based antivirus software is not as effective as it previously 

was. Current malware uses polymorphism, meaning the file 

is randomized (changing the signature) to bypass traditional 

signature-based antivirus products. Statistics published by 

Brian Krebs,2 a journalist who focuses on computer security, 

indicate that antivirus software detects about 25 percent of 

the most prevalent malware emailed to people currently. 

When malware bypasses antivirus protections it can be 

virtually impossible to detect using host-based antivirus. 

This is because malware often gains administrative control 

of computers and installs a rootkit which can intercept 

requests to a file manager, such as Explorer. A rootkit will 

keep certain files hidden from display, even reporting 

false file counts and sizes to the user, which avoids future 

detection by host-based antivirus products.

Host-based antivirus software should be supplemented 

with network-based Intrusion Detection Systems/Intrusion 

Prevention Systems (IDS/IPS) and specialty malware tools 

that focus on continuously analyzing network traffic 

patterns to identify activity associated with malware. 

This Defense in Depth strategy is common in IT security 

design and provides a more solid defense. An attacker must 

get past several layers of controls to achieve a successful 

breach. Malware needs to communicate across the Internet 

in order to download instructions and to upload the 

malicious software. Network monitoring can identify this 

sort of high-risk activity. Typically, the IT security team will 

monitor the IDS/IPS alerts and take actions to respond to 

identified threats. 

Medical devices represent a somewhat unique dilemma 

for healthcare providers. Typically, these devices sit outside 

the purview of IT security personnel, and ancillary staffs 

generally are focused on the clinical aspects of the device 

and not its software. Device manufacturers have a history 

of resisting updating the operating systems and antivirus 

software installed on the medical devices. 

As a result, university researchers developed leading edge 

technology to “catch most malware on the devices just 

by noting subtle changes in their power consumption. 

This could give hospitals a quick way to spot equipment 

with dangerous vulnerabilities and take those machines 

offline.”3 

Seven anti-malware controls 

Training – New users should receive computer security 

awareness training at new-hire orientation and then 

2  Brian Krebs’ article, “A Closer Look: Email Based Malware Attacks” is available at 
http://krebsonsecurity.com/?s=a+closer+look%3A+email+based+malware+ 
attacks&x=0&y=0

3  www.technologyreview.com/news/517746/electric-therapy-for-medical-

device-malware/

Fall 2014 Association of Healthcare Internal Auditors New Perspectives  15

Malware Threats: How to Protect Your Organization



periodically throughout the year. The focus should be on 

malware threats and the users’ responsibilities related to 

computer security, including malware.

"e U.S. Food and Drug 

Administration warned that 

malware was a growing problem 

and encouraged device makers 

to update their software.

Software – Anti-malware software should be in place, 

updated, monitored with written procedures communicated 

for appropriate actions to be taken when malware is 

detected. Signature-based malware software should be 

supplemented with behavior-based anomaly detection 

software. All malware events that are detected should be 

logged by the system.

Devices – User devices such as workstations and laptops 

should be configured to not autorun content from removable 

media such as USB thumb drives and CDs/DVDs. Additionally, 

the anti-malware software should be configured to 

automatically scan removable media when it is inserted.

Attachments – All email attachments should be scanned for 

malware.

Networks – Network traffic should be monitored for malware 

detection and appropriate responses should be initiated and 

documented.

Response policy – A malware response policy should be 

in place and consistently followed. It should include the 

malware notification process, response prioritization/

escalation, tools and processes used to investigate the 

extent and impact of the infection, tools and processes 

used to remove the malware and return the machine to the 

production environment.

Access and updates – Users should not have the 

administrative access to their computers. High-risk software 

such as Java, Adobe Acrobat, and Flash and the operating 

system should be regularly updated with security patches.  

Seven critical malware audit tests 

Verify training – Obtain training materials and training 

rosters. Verify that all employees, contractors and business 

associates with network access have received computer 

security awareness training. Obtain and review the portion 

of the orientation and annual training materials that cover 

computer security awareness training and determine if the 

following is included:

 • Education on how users can limit the risk of malware by 

practicing safe computing practices 

 • Clear instructions on what users should and should not 

do if they suspect their computer has been compromised 

(e.g., if they get an alert from their antivirus software)

Malware Definitions

Virus - malware that spreads by inserting a copy of itself into and becoming part of another program. It spreads from one computer to 

another, leaving infections as it travels. Most viruses are attached to an executable file, which means the virus may exist on a system but 

will not be active or able to spread until a user runs or opens the malicious host file or program. 

Worm - standalone malware that does not require a host program or human help to propagate. To spread, worms either exploit 

vulnerability on the target system or trick users into executing them. 

Trojan Horse - a harmful piece of malware that looks legitimate. Users are typically tricked into loading and executing it on their systems. 

After it is activated, it can achieve any number of attacks on the host. Trojans may create back doors to give malicious users access to the 

system. Trojans must spread through user interaction such as opening an e-mail attachment or downloading and running a file from the 

internet.

Ransomware – a form of computer virus, worm or Trojan Horse that takes advantage of security vulnerabilities to lock and/or encrypt 

the users’ files, making them inaccessible to the user. The malware typically demands payment from the user to unlock the files.

Key Loggers – a form of computer virus, worm or Trojan Horse that takes advantage of security vulnerabilities to capture all key strokes 

entered on the computer to a specified file, which the hacker can review to identify the users’ login credentials.

Phishing attack – a popular method of obtaining sensitive users’ information, such as user ID and password, by sending a user an email 

from what appears to be a trusted source that tricks the users into providing the information.
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Network protection – Determine whether antivirus software 

is installed on all computer devices connected to the 

network. Remember to include end-user workstations, 

servers, devices managed outside the IT department and 

biomedical devices connected to the network. 

There are a number of ways you can accomplish this:

 • Audit tools such as Nessus can scan the network to 

determine whether antivirus software is installed and 

up-to-date. It’s inexpensive and does a good job on a 

number of audit tasks. Nessus uses credentialed scans 

of Windows systems to audit the local files and registry 

settings to determine the presence of an antivirus 

solution, and if it is running and up-to-date. There are 

also Nessus plugins designed to determine whether a 

scanned device is infected with malware. 

Another option for this step is to have IT security show 

you how they know all machines have up-to-date 

antivirus software. 

 • You can also use tools the IT department might have, like 

MS-System Center Configuration Manager (SCCM) or the 

antivirus console. 

 • Review antivirus software logs to determine whether they 

are accessible. This will give you a sense of the volume of 

malware incidents in your organization. Verify that the 

logs are retained according to policy, are reviewed and 

appropriate actions are taken when alerts are received.

Verify autorun is disabled – Verify the Active Directory 

Group Policy setting is configured to disable the autorun 

functionality. Group Policy provides the centralized 

management and configuration of operating systems, 

applications and users’ settings in a Microsoft Active Directory 

environment. Specific instructions for checking this setting 

are available from Microsoft.4 You can obviously also test the 

configuration of a single computer by inserting a removable 

media device that contains an autorun.inf file into the 

computer and determining if the program automatically 

starts. 

Verify attachment scanning – Verify that email attachments 

are scanned by checking your organization’s email 

server and antivirus/malware software settings to ensure 

attachments are scanned for malware.

Evaluate network monitoring – Perform the following 

procedures to assess network monitoring: 

4 http://support.microsoft.com/kb/967715

 • Obtain the network monitoring and incident response 

policy/standard/procedure. 

 • Obtain a report of IDS alerts and determine whether the 

incident response procedure was followed.

 • Determine who has been assigned responsibility for 

reviewing and following up on incidents.

 • Determine whether there is clear documentation of 

incidents investigated and actions taken.

Test the malware policy – Review the malware policy/

procedure/standard to determine if it includes a malware 

notification process, response prioritization/escalation, tools 

and processes used to investigate the extent and impact 

of the infection, and tools and procedures used to remove 

the malware and return the machine to the production 

environment.

Obtain a report from the IT help/service desk of all malware 

incidents logged:

 • Verify that the initial response is timely and consistent 

with policy/service level agreements. 

 • Verify appropriate actions were taken to investigate the 

impact of the infection. Determine whether outgoing 

firewall logs were reviewed for suspicions activities/

connections from the IP address of the compromised 

machine to malicious external sites.

 • Review the documentation to determine whether 

the malware was removed according to policy before 

returning the machine to production. Many malware 

experts believe the only way to be sure you have 

removed all of the malicious software is to re-image the 

computer.

Review access – Determine whether users are provided 

administrative access to their computers and whether 

the operating system and high-risk cross-platform 

applications such as Java, Adobe Acrobat and Flash are 

configured to auto-update. This can be accomplished 

either by reviewing AD Group policies or selecting a 

sample of machines to test. 

Conclusion

The threat to healthcare organizations from malicious 

software will not go away and is likely to continue to 

increase. It is important for those of us in healthcare internal 

audit to consider these risks and to audit malware controls 

as part of our annual internal audit plans. NP
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