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Make Meaningful Sense of  
Meaningful Use:  
What to Do Right Now
By Michael H. “Mac” McMillan, CISM

Many healthcare organizations will 
soon face the task of reviewing or 

affirming their organization’s attestations 
to the ‘Meaningful Use’ of new electronic 
health record (EHR) systems in order 
to qualify for CMS’ EHR Incentive 
program. While the new CMS rules 
regarding meaningful use issued in July 
2010 provide some useful guidance, 
they still leave many issues open to 
interpretation. It is especially true in 
the area of privacy and security. Before 
attesting to meaningful use compliance, 
internal auditors need to understand 
the implications of the meaningful use 
privacy and security requirements. 
Internal auditors will need to work 
closely with their clinical and Information 
Technology (IT) colleagues to ensure 
practical compliance today. But, auditors 
can also expect to continue to do so in the 
future, as these requirements are further 
refined and perhaps substantially altered.

EHR Incentive Program

What Is The Purpose of the Program?

The Obama administration has made 
EHR technology a key component of both 

healthcare reform and economic stimulus. 
The program promotes the purchase and 
adoption of EHRs as part of the American 
Recovery and Reinvestment Act (ARRA). 
The Act includes financial incentives for 
hospitals and independent providers 
that can demonstrate “meaningful use” 
of qualified EHRs. Hospitals can earn 
millions of dollars in additional Medicare 
and Medicaid payments over the next 
five years. Starting in 2015, increasingly 
painful penalties will begin to kick in for 
organizations and providers who do not 

demonstrate meaningful use whether or 
not they have even sought EHR incentive 
dollars under ARRA.

How Timeframes and Incentives 
Factor In

Financial incentives will begin in 2011 for 
organizations that are already using EHRs 
and are ready to demonstrate meaningful 
use. Individual providers can earn a total 
of $44,000 through 2015.1 Physicians who 
begin reporting in 2012 can also qualify 
for that $44,000 maximum, but will not 
reach the total reimbursement level until 
2016. Anyone starting after 2012 will only 
be eligible for a smaller total cumulative 
incentive payment.  

Acute care hospitals will be eligible 
to receive enhanced Medicare 
reimbursements in 2011. Their payment 
will be based on a more complicated 
formula which factors in discharge 
rates and Medicare share (Medicare 
inpatients days/total inpatient days). 
These incentives can amount to millions 
of dollars annually and will step down 
in 25% increments from the first year 
through the fourth. Hospitals with 
Medicaid populations accounting for 
at least 10% of total admissions will 
also be eligible for enhanced Medicaid 
reimbursements on the same schedule.

Starting in 2015 penalties (market-basket 
reductions) for not adopting EHRs and 
achieving meaningful use begin to kick 
in for both individual providers and 
hospitals, and increase in intensity on an 
annual basis.

The Uncertain World of Attestation

Much more is known about meaningful 
use requirements and related 
mechanisms since the December 2009 

Executive Summary 

Now that CMS has issued its proposed final rule for meaningful use, healthcare 
organizations will soon begin to assert that they are in compliance and attest that 
they have met all of the rule’s stated requirements. However, organizations may 
find this challenging when it comes to privacy and security. Government rule 
makers have left a lot of room for interpretation, but little in the way of a clear 
standard to meet. Thus making achieving meaningful use more difficult and 
creating an environmental landscape susceptible to costly change as requirements 
become further defined. Making reasonable decisions with respect to data security 
will require close collaboration with clinical and operational counterparts and an 
understanding of the risks throughout the enterprise. 

Internal auditors will need to look for evidence of these activities and the application 
of sound security principles based on a recognized standard for data security.  

1  24 CFR Parts 412, et al. Section 1848 (o)(5)(A)
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rules publication and subsequent 
commenting process. But, there are 
still many details to be worked out. 
One of the most significant items on 
the to-be-determined list (TBD) is 
what form the final reporting process 
will take. Eventually, the meaningful 
use requirements may call for some 
form of regular, automated, electronic 
reporting. For 2010 at least, no such 
requirement exists. In the absence of 
a formal reporting process, providers 
and hospitals will have to attest to their 
compliance to CMS and the State, if 
appropriate.  

Many AHIA members will surely find 
themselves deeply involved in this 
process. While the elements of meaningful 
use have been well-documented 
elsewhere, this article seeks to provide a 
more in-depth analysis of security and 
privacy requirements. This dimension 
of meaningful use has been largely 
overlooked in the general EHR incentive 
discussion. It is, however, in many ways, 
the area most likely to come back to haunt 
internal auditors.

Associated Attestation Challenges—
Security and Privacy 

One of the biggest challenges for internal 
auditors with regard to meaningful 
use is that there are no specific security 
and privacy standards detailed in the 
final rule. Some general functional 
requirements are described, but those are 
far from comprehensive and they contain 
no specific references to understood 
security practices or protocols. While this 
was likely an intentional act aimed at 
creating a technology-neutral approach, 
the effect is a set of rules that leave acres 
of room for interpretation.  

The result is that organizations may 
find themselves ineligible for the EHR 
incentives they have worked so hard 
and invested so much to achieve. Even if 
enforcement winds up being a little loose 
in the first year, organizations that go 
down an inadequate security path may 
well find themselves out of compliance, 

once additional details emerge, and may 
have much to undo before they can start 
to regain compliance.

For example, here is the entry on 
authentication from the CFR at §170.302:

 (t) Authentication Verify that a person 
or entity seeking access to electronic 
health information is the one claimed, 
and is authorized to access such 
information.

The following entry on general encryption 
references only minimum technical 
requirements, and is still far from clear:

(u) General Encryption Encrypt and 
decrypt electronic health information 
in accordance with the standard 
specified in §170.210(a) (1), unless 
the Secretary determines that the 
use of such algorithms would pose a 
significant security risk for Certifies 
EHR Technology.

(v) Encryption when exchanging 
electronic health information 
Encrypt and decrypt electronic 
health information when exchanged 
in accordance with the standard 
specified in §170.210(d). 

(w) Optional: Accounting of 
disclosures Record disclosures made 
for treatment, payment, and health 
care operations in accordance with 
the standard specified in §170.210(d).

The referenced HIT Standard §170.210(d) 
does not provide much additional detail:

(d) Cross-enterprise authentication 
A cross-enterprise secure transaction 
that contains sufficient identity 
information such that the receiver 
can make access control decisions 
and produce detailed and accurate 
security audit trails must be used.

Internal auditors and their IT security 
colleagues are left to speculate on 
what will satisfy this requirement. 
Individual user authentication versus 
role-based authentication seems like it 
will be required at a minimum, but will a 
standard like SAML (a security-oriented 
version of XML) used for authentication 
and authorization be required? Will 
it have to be SAML 2.0? What level of 
SAML Assertion content will be required? 
These are the kinds of questions that will 
plague auditors and their IT department 
colleagues as they seek the most efficient 
path to compliance.

The HIT Standard 170.210(d) adds that 
“A symmetric 128 bit fixed-block cipher 
algorithm capable of using a 128, 192, or 

256 bit encryption key must be used.” 
While slightly more specific, it still does 
not clarify if the rule is referring only to 
data in transit or if it also applies to data 
at rest as well. Also, within the world of 
128-bit fixed-block algorithms, there is a 
wide range of options including many 
that would fall far short of standards 
specified by the Certification Commission 
for Health Information Technology 
(CCHIT) for example.

Ensure Compliance Today  
and Be Ready for Changes  
in Requirements Tomorrow

There may well be additional clarification 
to come on the Security and Privacy rules 
for meaningful use later this year and in 
the years to come. So what can auditors 
and IT security professionals do today to 
attest confidently to compliance with the 
rules as they now stand? In addition, how, 
do they position themselves and their 
organizations for ongoing compliance 
without having to continually re-visit 
their security strategy and infrastructure? 

The Healthcare Information and 
Management Systems Society (HIMSS) 
organization and numerous influential 
healthcare security experts weighed 
in on the Interim Final Rule (IFR) with 
recommendations for adjustments. 
Most call strongly for clarification, 
specificity and some level of standards 
adoption. While the final decision on 
which recommendations to take rests 
with the Secretary of HHS, Kathleen 
Sebelius, she will likely coordinate 
with her colleague David Blumenthal, 
the National Coordinator for Health 
Information Technology responsible for 
EHR certification in general.  

For now, the Certification Commission 
for Health Information Technology 
(CCHIT)—an independent non-profit 
recognized by HHS—is offering both 
“pre-ARRA” certification and the more 
comprehensive and stringent CCHIT 
certification. Neither of these certifications 
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is any guarantee of ongoing meaningful 
use compliance, however the CCHIT 
standard in particular articulates a fairly 
comprehensive security specification. For 
organizations looking at existing internal 
standards or purchasing new technology, 
keeping the CCHIT security standards at 
the front of your mind would be a good 
place to start.

How to Chart Smooth Sailing in 
Unknown Waters

Internal auditors facing the prospect of 
attesting to meaningful use compliance 
clearly have a challenge on their hands 
when it comes to security. The standards 
do not exist yet and it is far from clear what 
ultimate form they will take. Meanwhile, 
healthcare organizations need to meet some 
minimal standard today, and build on that 
foundation toward higher standards in 
the future. In addition to referencing the 
CCHIT security standards, here are a few 
additional practical recommendations for 
navigating these murky waters:

Collaboration with Clinical/
Operational and IT

If your organization deals with electronic 
patient/personal health information 
(ePHI), then you probably have a set of 
clinical or other operational activities that 
require the use and possibly transmission 
of that data. You also will have some kind 
of technical infrastructure that does the 
creation, storage and transmission of that 
data. Before you can establish standards 
for how your organization will comply 
with meaningful use or any other standard, 
you need to partner with the clinical/
operational and IT leadership. The purpose 
of collaborating is to balance supporting 
your organizational mission, meeting 
regulatory requirements and working 
within the scope of your IT infrastructure.  

Start with Risk Analysis

Meaningful use anticipates that 
organizations are compliant with HIPAA 
privacy and security requirements. Beyond 
that, in its meaningful use guidance, HHS 
references the need to conduct ongoing 

risk analysis to ensure adequate controls 
are in place. Some great work has been 
done in the past several years around 
building information infrastructures that 
satisfy the requirements of HIPAA. A 
quick look at newspaper headlines will 
also make it clear that most healthcare 
organizations fall far short of meeting 
HIPAA security and privacy requirements 
in a meaningful way. 

You should start with a serious and 
comprehensive approach of truly meeting 
the HIPAA requirements. Then, look to 
the best practices that have emerged. By 
taking these two approaches you will be 
safer in the initial security requirements. 
You will find yourself well on your way 
to building a solid foundation for future 
enhancements.

Take A Data-Centric Approach

One of the most common mistakes 
healthcare organizations make when 
it comes to security is taking a “point” 
or “perimeter” approach. Security is 
best applied in layers that create a deep 
network of integrated processes, controls 
and monitoring systems. To do that 
effectively, you need to start at the data 
itself and ask some basic questions: 

• What sensitive data do we have?  

• Where does it reside? 

• Who needs to use it?  

• What do they need to do with it? 

Questions like these will guide you 
toward the right technologies required for 
your needs, such as:

• Access controls 

• Workstation configuration

• Encryption

• Data loss prevention (DLP) 
solutions 

The other benefit of this kind of bottoms-
up approach is that the perimeter 
orientation typically yields a mish-mash 
of technologies that are not designed 
to work together—a firewall here, an 
access control there, etc. By taking a 
more strategic and organic approach to 
security, instead of mismatched pieces 
and parts that do not work together, 
you achieve a much more seamless 
infrastructure.

Conclusion  

Finally, seek expert advice. Remember 
this is not a wheel you need to reinvent. 
Many leading healthcare organizations 
have done ePHI security right for HIPAA 
and for their own internal policy reasons 
and are already way ahead of meaningful 
use requirements. Talk to the experts and 
they will show you the best practices 
that are working in the healthcare field 
today. Be sure to get good references 
and only work with security firms that 
know healthcare and have the satisfied 
customers to prove it. Once you find 
them, trust the experts. NP
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Authority for multiple sensitive worldwide 
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served in the United States Marine Corps 
as a Lieutenant Colonel and Intelligence 
Officer. You can reach him by phone at (512) 
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Standards do not 
exist, yet healthcare 

organizations need to 
meet some minimal 

standard today.

If you can’t be a good example—then you’ll just have to be a horrible warning.
~Anonymous


