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Leverage PCI for PHR Security:  
Lessons from the Payment Card Industry
By John Ramsey

S o what’s going on here? In a word, 
evolution. HIPAA / HITECH 

is going through much the same 
evolutionary process that the payment 
card industry (PCI) went through during 
the formative years of the new data 
security standard designed to protect 
credit card payment information. 

What’s telling here is the striking number 
of similarities in this evolution, and one 
critical piece that potentially points to a 
solution—healthcare is already subject to 
PCI compliance.

The fact that healthcare must already 
meet many of the compliance standards 
associated with PCI points to both a 
problem as well as an opportunity. The 
problem is that organizations across 
many industries, including healthcare, 
continue to treat compliance requirements 
as discrete silos, which is incredibly 
inefficient and fails to capitalize on the 
strength of these overlapping standards. 

This article discusses how healthcare 
organizations can take a more holistic 
approach to their compliance programs; 
greatly increase the security of their 
operations by leveraging PCI, and where 
to get help in pulling it all together.

Compliance silos don’t work

One of the more difficult challenges facing 
healthcare is the bewildering array of 

compliance requirements, not to mention 
the moving target which represents the 
current state of HIPAA/HITECH. 

The tendency has been to treat each 
compliance need as a separate area, 
creating much more work for internal 
security and audit teams, which has led to 
a checkbox mentality towards compliance. 
The retail and financial industries have 
already suffered through this approach 
and found that simply being ‘compliant’ 
doesn’t necessarily assure security and that 
a more prescriptive approach is needed.

The financial industry is one of the most 
heavily regulated, and has adopted 
a number of approaches to meeting 
multiple compliance mandates. One of 
the approaches used is the adoption of a 
GRC (Governance, Risk and Compliance) 
model to address this need. The GRC 
model includes moving away from the 
silo approach, pulling together cross-
functional areas like legal, IT and finance 
to provide management with a top-down 

view of all of these areas so that effective 
governance is fully enabled.

Another more prescriptive method to 
this cross-functional model involves the 
consolidation of security information such 
as log data from all sources into a single 
database, which enables two key things. 

First, it offers a way to view and 
report on all of this information, 
meeting multiple compliance needs. 
Second,and more importantly, it offers 
a way to gain a 360 degree view of 
your organization’s security posture. A 
cross-functional implementation such as 
this requires a lot of effort throughout 
the organization, but the payoff leads 
to reduced overhead in auditing and 
reporting on compliance, as well as 
reduced risk in PHR security.

Risk management revisited

The saying "the more things change, the 
more they stay the same" is especially 
true in the context of information 
security. Strong information security 
involves a comprehensive review of 
an organization’s critical assets; the 
vulnerabilities inherent in those assets; 
the potential internal and external 
threats surrounding those assets; and 
the likelihood that one or more of those 
vulnerabilities will be exploited. 

This review aspect of an information 
security program hasn’t changed much 
over time and is an absolutely key 
function if an organization is to effectively 
apply finite resources and truly protect 
patient information and privacy.

One of the more recent changes made 
in version 2.0 of the PCI data security 
standard was an increased focus on both 
vulnerability and threat management. 
(Visit www.pcisecuritystandards.org for 
more information.)

Executive Summary

The healthcare industry continues to struggle in implementing HIPAA / HITECH and 
there are some studies that suggest that even after implementation, the security of patient 
health records (PHR) has not materially improved and breaches continue to occur. 

In fact, there are an increasing number of hospital systems that are now facing stiff 
governmental fines and civil penalties totaling in the millions for non-compliance. 
Recent surveys of 65 healthcare organizations, conducted by the Ponemon Institute 
found that not only are breaches continuing to happen on a regular basis, they are 
costing these organizations, on average, $2 million each over a two-year period.
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Using a risk-based approach surrounding 
vulnerabilities and threats requires 
organizations to focus on the areas of 
greatest exposure and not simply use the 
checkbox mentality mentioned earlier. 
Healthcare organizations need a laser 
focus on where patient data is stored, 
processed and transported regardless of 
whether this involves electronic medical 
records (EMR) or paper-based records.

In the rush to achieve Meaningful Use 
stages for EMR, a lot of focus has been 
placed on the technology, but a more 
recent breach involved paper-based 
records left by an employee on the 
subway. The effective implementation of 
EMR should actually reduce healthcare’s 
reliance on paper-based records and 
greatly reduce the chances of the subway 
incident being repeated. However, until 
EMR is a reality, organizations must 
account for every place that PHR data 
lives, and implement appropriate controls 
accordingly.

Another area where PCI has excelled 
beyond other security standards is in 
its focus on the payment applications 
themselves and their role in securing 
cardholder data. This includes things 
like secure code reviews, looking for 
security flaws, and best practices in terms 
of application deployment and remote 
access. 

The 2.0 standard of PCI also made it 
mandatory that all payment applications 
support centralized logging to aid in 
visibility into these applications. In the 
context of PHR, this means migrating or 
modifying legacy healthcare applications 
in the same manner so that those systems 
may also be closely monitored for 
suspicious activities or compromise.

Compliance best practices

One of the other areas where PCI excels 
is in its use of more detailed, prescriptive 
approaches to data security. 

Examples of this include specifics around 
what types of encryption technologies 

and authentication methods should be 
used, which illustrates another key point: 
How security controls are implemented—
whether they are physical, procedural, 
or technical—has as much to do with 
reducing actual risk as any other aspect. 
This relates to the checkbox mentality 
discussed earlier and requires outside-the-
box thinking to ensure the organization’s 
security goals and implementations are 
sound and fully met.

An additional prescriptive approach 
employed within the PCI standard 
involves segmenting the network in 
order to isolate areas where cardholder 
data lives, while reducing the scope of 
audits. This is another area that should 
be directly applied to managing PHR 
data, is often overlooked, and can have 
a profound effect on protecting this 
information. There are simply fewer 
variables, processes and procedures to be 
reviewed when segmentation is applied 
in this way.

Continuous review of controls, their 
effectiveness and any changes in the 
PHR environment that may affect 
those controls is also a best practice 
which absolutely is overlooked on a 
regular basis. Compliance is a dynamic 
process requiring constant vigilance 
and a formalized approach supported 
from the top of the organization, rather 
than just the audit or IT departments. 
Active participation and support by the 
executive team is another key to making 
compliance more than a checkbox exercise 
and truly protect PHR data.

Pulling it all together

Most healthcare IT teams and audit 
staffs are increasingly overburdened 

with supporting all of these separate 
compliance programs. The good news is 
that there are a number of sources that 
can help sort all of these issues out.

Increasingly, cloud-based solutions that 
use software as a service or security as a 
service (SaaS) models are being leveraged 
by many organizations. Some of the key 
advantages here include little to no capital 
expenditure investment in software/
hardware and typically a much faster 
deployment cycle than more traditional 
internal projects.

Additionally, internal teams can leverage 
the expertise of cloud providers in setting 
up and administering these programs, so 
that best practices are built in from the 
beginning and organizations have a much 
easier learning curve to climb. 

Evaluating cloud-based services can 
be a challenge, but one that’s no more 
onerous than evaluating any other 
function that you depend on outside 
vendors to support. 

From a high level, you want to look 
at a number of general areas in your 
evaluation including:

• How many customers in your 
industry does the provider currently 
support?

• Are the demographics of those 
customers similar to your 
organization?

• Are customer references readily 
available from the provider?

Selecting your partners

Selecting security and compliance 
partners is a strategic decision. However, 
some vendors' marketing campaigns 
position compliance as an easily acquired 
commodity. How do you separate the 
commodity vendors from vendors who 
can offer strong security solutions that 
also help you achieve compliance? 

Look for a relationship with a provider 
who understands these issues 
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completely, not only from a compliance 
perspective, but more importantly, 
from the perspective of security best 
practices. Stay focused on the reason 
for implementing these compliance 
programs—to protect patient privacy 
and identity information.

Instead of simply trying to sell their 
services, experienced vendors begin a 
customer relationship by asking questions 
about your existing security policies, 
risk management activity, and internal 
auditing capabilities. 

In discussions with vendors, you'll want 
to know that the Managed Security 
Service Provider (MSSP) you select 
can reliably deliver upon the promised 
solutions and performance. Additional 
due diligence factors for evaluating a 
potential managed security/compliance 
services provider include:

• Strong industry partnerships and 
staff who hold relevant certifications

• Security programs and policies in 
place which are HIPAA compliant

• Effective access controls and use of 
encryption for confidentiality

• True 24x7x365 monitoring with 
redundant network operations and 
security operations centers

• Support for incident (breach) 
notification guidelines in place

• Breadth and depth of security 
solutions, including software as a 
service (SaaS) models

• Financial stability and operating 
history

Look for a provider who can assist with 
the more difficult aspects of compliance 
including centralized log management, 
risk and vulnerability assessments, 
and in particular, multi-compliance 

standard solutions which cover all 
of your requirements. Consider also 
providers who offer cloud-based and/
or SaaS models, because these models 
are increasingly robust and can be 
provisioned quickly, typically with 
minimal up-front costs.

Conclusion

Due diligence also extends to your 
own internal operations. Choosing the 
appropriate external auditors to conduct 
your audits and assessments helps to 
ensure you are avoiding the checklist 
mentality and instead are focusing on 
security and compliance best practices. 
Use external auditors and security 
specialists who are not associated 
with your primary delivery providers. 
An independent review provides a 
second set of eyes on your security and 
compliance programs which is also a 
best practice. 

At the end of the day, it’s about protecting 
your patient’s privacy and the reputation 
of your healthcare organization. Start with 
a risk-based approach to PHR security, 
apply a healthy dose of PCI prescriptive 
best practices, and you will be well on 
your way to effectively managing your 
ongoing security posture and compliance 
programs. NP
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What seems like the right thing to do could also be the hardest thing you have ever done in your life.
~ Unknown


