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LETTERS TO THE AUDITOR

By John Landreth, CPA

NEW PERSPECTIVES  Fall 2002

elcome to this edition of Letters

to the Auditor (LTA).

This issue’s column is being written

on location during our family vacation in

Glacier National Park, Montana.  While

reading the local newspaper, I read about

the local emergency medical facility in

Choteau, Montana.  This state of the art

facility has a 24-hour emergency room and

a four-bed hospital.  Life is pretty different

in these parts.  The Choteau healthcare

facility does not need a finance department

or an auditor or a compliance officer.  Their

information portal could be a window to

the inpatient beds unit where

announcements could be read out loud.

Their HIPAA motto could be “ Keep quiet.”

The required sanctions for noncompliance

could include disciplinary action up to and

including being fed to the grizzlies.

Speaking of HIPAA, it has been a while

since the LTA news team has mentioned it.

LTA was the first on the New Perspectives

scene in the Spring, 2000 issue with an

article about this new thing called HIPAA.

Much water has passed under the bridge

since then.  Extensions have been extended

and clarifications have been clarified.  In

the news, as of the writing of this article,

mid-August, this article was Secretary

Thompson issuing the final regulations,

which was what we expected plus a few

pleasant surprises.  Everyone is getting

ready for HIPAA! But how prepared are we?

From our readers, a question about HIPAA

readiness ...

Dear Letters to the Auditor:

The time is growing near and so is the

deadline.  Our hospital took a while to be

convinced that HIPAA was for real but, we

are starting to feel good about HIPAA.   It’s

not as fearsome and overwhelming as it

seemed two years ago.  The federal

government has made some “reasonable”

compromises.

This daunting task is a little less

daunting or maybe I should say a little less

“haunting.”   I am starting to sleep through

the night now without “Notices of Privacy

Practices” dancing through my head.  We

are ready and confident.  In fact, a

consultant told me that my organization is

“ahead of most.”  But the other night, I

woke up in a cold sweat with a new fear:

what if we’re ahead of most but still not

ready enough?  What if we are prepared

but not well enough prepared?  Have we

done enough? Will it be enough?

We have used consultants for the gap

analyses and assessments.  We have done

our inventories and surveys.  Can you help

me answer the question of “how much is

too much and how little is enough?”

Signed,

Howie Dune?

Dear Howie Dune,

There’s a local landscaper and nursery

that I frequent.  On occasion I will ask the

owner a question that gets a frank and

honest reply that reminds me why he is the

owner of the nursery and I am not.  Let’s

just say he’s does not give you the most

charming reply.  I thought about what he

might say about someone’s HIPAA

readiness if he knew anything about

HIPAA.  The following is a simple,

nonscientific, whimsical self-assessment

tool for determining your state of HIPAA

readiness. Answer the questions and add

up your score and see what my “ Gardener

group” might say about your HIPAA

readiness.

Just check off the category that best

describes where you are with your HIPAA

project implementation stages. Then score

your results as described. You can then

match your organization’s score with the

scale and comments.

W

RANK YOUR

HIPAA READINESS

HOW DO YOU RANK FOR

HIPAA READINESS?

HIPAA Perfect

HIPAA Heavenly

HIPAA-rific Doing Great

HIPAA-rific So Far So Good

HIPAA Hell

HIPAA Clueless

Survey follows on page 26
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Task Done/ 

In-

Process 

In-

Process 

Planned 

to Begin 

in Next 

60 Days 

Scheduled 

by 

Deadline 

Do Not 

Know 

Project Management:      

1. Establish detailed plan with specific deadlines linked to 
regulations 

     

2. Establish multi-disciplinary task force/committee      

3. Regular committee meetings to review progress and 
ideas 

     

4. Establish operating and capital budgets      

5. Update Board and senior management      

Transactions and Code Sets      

6. Identify and evaluate impacted systems      

7. Define systems requirements in need of change      

8. Create work plans and schedule      

9. Request deadline extension, if needed      

10. Test and implement system changes      

Business Associates (BA) Contracts      

11. Conduct inventory of business associates      

12. Create BA Policy & Procedures, and contract templates      
13. Initiate negotiations; set anticipated completion date      

Training      

14. Develop training strategy (general and specialized)      

15. Conduct general awareness activities      

16. Create general and specialized training materials      

17. Conduct general training for all employees      

18. Conduct specialized training for key implementers      

Privacy Initiatives      

19. Conduct inventory of PHI      

20. Develop notice of privacy practices and 
acknowledgement form 

     

21. Conduct inventory of privacy policies      

22. Modify existing and create new policies      

23. Create PHI use and disclosure authorization form(s)      

24. Perform departmental minimum necessary analysis      

25. Develop policies and procedures for research      

26. Develop policies and procedures for fund raising and 
marketing 

     

Security Initiatives      

27. Conduct inventory of applications and systems      

28. Establish security standards and policies      

29. Evaluate applications and systems features (i.e., 
passwords, role/user based, log-offs, remote access) 

     

30. Conduct physical security assessment and technical 
security assessments 

     

      

Add up the number of X’s in each column      

Multiply the total for each column by X 25 X 15 X 10 X 1 X - 300 

Total      

Cross foot for total score      

 

HIPAA READINESS

RANKING:

HIPAA-Rific! So Far So Good = 100-249

HIPAA Hell = <99

HIPAA Clueless = <0

HIPAA Too Perfect = 750

HIPAA Heavenly = 500-749

HIPAA-Rific! Doing Great = 250-499

HIPAA READINESS SURVEY
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Score of  750:  Too HIPAA Perfect.

Congratulations, you have attained the

perfect score!  You must be lying.  You call

yourself an auditor or compliance and

ethics officer?  If this were a game you’d

be sent back to “Go” and could not collect

$200.  No one can be this organized, and

have accomplished this much.  Maybe you

have snookered management and your

Board of Director’s but you’re not fooling

me.  Shame on you!  Where were you when

I was in school and the teacher had us

correct our partner’s tests?  Now march

yourself back to the questions young man

(or woman) and do those questions over

again and this time tell the truth!

Score of  500-749>:  HIPAA Heavenly

Your score says you are nearly perfect.

Congratulations!  You have reached the

final plateau.  You are smelling like a rose.

If  Maslow knew HIPAA he’s say you were

“HIPAA self-actualized.”  You are two card

tricks away from being a HIPAA

mythological god.

You are realistic and  well on your way!

You are either done or nearly done.  You

have prepped the policies, established the

procedures, trained your staff, tested your

systems, and secured the processes to

protect patient confidentiality and privacy.

Your committees and task forces have

identified all the risks and addressed them.

Your project is well organized and well

resourced.  You have your act together.

Depending on the zeal and enthusiasm

you have instilled, some (or maybe all) of

your employees are walking your hallways

and units chanting your HIPAA slogans

with a Zen-like mantra.  Beware because

you don’t want them overly “HIPAA- tized”

or they’ll be acting like Krishna’s at the

airport.

Score in the range of 250-499 or 100-249

HIPAA-rific Doing Great (250-499) or

HIPAA-rific So far So Good  (100-249)

Your score puts you in a good place.

You know where you are and are not.  Your

plans are in place; you have a good

organization and the right people to put it

into place.  There is much work to do but

are breathing a collective sigh of relief

knowing you exist.  You are defining the

low end of the benchmark.  You are helping

bring down the curve.  Don’t take this

personally, just consider this a process of

natural selection, it’s just “thinning the

herd” and you’re the sickly calf that can’t

keep things private.

I am sorry, but where have you been

over the last three years?  Were you living

under a rock?  Maybe you were behind in

your compliance reading since 1996.  How

could you have missed every consultant in

America?  I know that the pressures of

healthcare can be quite challenging but

what have you been doing?

Maybe I am being too critical. Maybe you

have a good excuse - like you just finished

that Y2K thing a few days ago.  There is

still time but its not going to be pretty and

it’s going to cost you money.   There’s a

couple million consultants that will be glad

to help you.  Don’t be discouraged, there’s

always hope. I know this state of the art

healthcare facility near Glacier National

park that may need some help…..

Any Score with a Negative total:  HIPAA

Clueless

Your score indicates that you need

some HIPAA awareness.  Your score makes

me wonder if it is better to be

knowledgeable of one’s frailties or to be

ignorant of them.  Obviously you have

chosen the latter.  If “ignorance is bliss”

then you are hysterically delirious.  There’s

hope you have just not been tuned in and

management has been having secret

meetings to implement their program

without you.  Maybe you need to get around

more?  I could tell you that this is a “wake-

up call” but this is checkout time.  It’s a

little late.  The coffee cup is empty - it has

evaporated.  Climb out of your cave and

talk to some people; take the survey with

you. Find out where you are and your score

will improve dramatically.   Please refer to

HIPAA Hell for further admonishments and

suggestions.

If you have not gotten the more subtle

points of this survey’s interpretations.  Let

me simplify:

with some effort and management’s

support, you will get this done.  Don’t forget

that once you have reached the final

plateau, the job is not over.   You must

maintain the momentum and perpetuate the

culture of privacy and confidentiality that

our legislators and regulators have

envisioned.  You will have to care for your

new seedlings.  Remember this is not just a

regulation to be implemented - it is core to

your mission and role as a provider of

healthcare.  You must   work this into your

compliance programs;  watch the news and

headlines for your peers and the trouble they

are getting into.

Score in the range of  99 or lower:

HIPAA Hell

Your score indicates that things might

be getting pretty hot around your

organization.  It looks like you were

teetering on the brink of oblivion and

someone just sneezed.  Life as you know it

in healthcare is about to end.  In a matter

of days after April 14, 2003, the Office of

Civil Rights will descend upon you and use

every single dollar of their meager budget

to make you an example for healthcare

generations to come.  Your hospital’s logo

will become synonymous with

confidentiality and privacy violations -

you’ll be bigger than Enron (without

Andersen as the scapegoat).

Congratulations, you are in good

standing to be the sacrificial lamb.  All

HIPAA tasks forces throughout the country
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• If you are on-track or ahead...don’t rest on your laurels-keep

your momentum and stay the course.

• If you are behind...get caught up.  Work harder and keep

pushing management.

• If you are just starting... it’s not impossible to get there but it

may be  costly and there’s much more risk

• If you don’t know where your  organization is–find out and

get them going!

That’s it for this issue of Letters to the Auditor.  Thanks to

Robert Gross, HIPAA TransitionPproject Manager at

Northwestern Memorial Hospital, for providing  technical advice

for the survey tool. Bob insists he had nothing to do with the

interpretations of the scoring results.           !

Please keep those cards and letters coming in.  You may

contact me at jlandret@nmh.org, via phone (312)

926-2944, fax (312) 926-3175, or mail to Letters to the Auditor,

c/o Corporate Integrity and Audit Services, Northwestern

Memorial Hospital, 259 E. Erie, Suite 447, Chicago, IL 60610.

Civility At Work

20 Ways to Build a Kinder Workplace

By Tom Terez

t’s not always easy being nice.  There are deadlines to meet,

conflicts to settle, resources to share, promotions to snag – all of

which can pit people against each other.  What to do?  Here are

20 practical ideas.  If you believe that workplaces work better when

people get along, scan this list and start living it.

1. Say what you mean, and mean what you say.  There’s no substitute

for authentic communication.

2. Be less inclined to give advice – and more inclined to seek it.

3. Resist the urge to jump to conclusions about people and their

motives.  Go to the source, get the facts, and then decide.

4. Identify the biggest redeeming quality of that person who’s always

driving you crazy.  Keep it in mind the next time the two of you

interact.

5. When greeting a colleague, skip the mindless “how-ya-doin’?”

Ask a question that shows genuine interest.

6. Go out of your way to say thank you.  Sincere appreciation is

powerful stuff – it’s feedback, recognition, and respect all wrapped

in one.

7. If you’re overdue in showing gratitude, make up for lost time.

Contact everyone who’s owed thanks from you, and let them

know how much you appreciate their help.

Continued, Civility, page 31
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