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Letters to the Auditor Column

By John Landreth, CPA, CFE, CHC

Preparedness Planning for Government 
Investigations: Preventing a Disaster

Welcome to Letters to the Auditor. 
In this issue, we hear from someone 
who has some worries about their 
hospital’s preparedness for government 
investigations. 

Dear LTA,

My hospital is an academic teaching 
hospital in a major metropolitan city. We 
recently had a scare when we thought 
we were the subject of a subpoena that 
was sealed. People were telling us that 
a “subpoena under seal” was a strong 
indicator of a government investigation 
with a whistleblower. 

We jumped on it right away. Things were 
‘bonkers’ for a while. We were running 
all over the place. We carefully looked at 
all the requested documents and others 
that were similar to them. We saw some 
questionable codes and documentation 
but there was no discernible pattern of 
errors or fraud on our part. We looked 
at an expanded sample to make sure we 
did not miss anything. We interviewed 
employees and physicians. We had some 
special department meetings with the 
areas involved and advised them to be on 
the lookout for government investigators. 
Despite all this commotion, we still 
fulfi lled the request on time.

After much nervous analysis and 
deliberation, we concluded that the 
likely center of concern was a physicians 
group that is not directly affi liated with 
our hospital. There was a collective sigh 
throughout out the audit, compliance, and 
legal departments. 

However, the next day we started to 
talk about how unprepared we were to 
handle this situation. We scheduled a 
meeting to talk about how we can handle 
future requests in a more organized and 
structured way. We have also talked about 
establishing some policies and guidelines 

for future incidents when others might not 
be as savvy and sophisticated as we were.

Do you have any suggestions? 

Signed, 

Sealed and Delivered

Dear Sealed and Delivered, 

It’s not uncommon for organizations to 
overreact when the government comes 
knocking at your door—even if it is just 
a subpoena. However, it is the smart and 
progressive hospital (or any organization) 
to assess a process and make improvements 
for the long-term. In the same way that 
hospitals have disaster preparedness 
plans for hurricanes, emergencies, and 
other natural disasters it sounds like you 
feel the need for a “Preparedness Plan for 
Government Investigations (a.k.a., how to 
prevent a disaster.)”

Preparedness Plan: Chapter One—
Information that Everybody Should 
Know
Your fi rst line of defense should be a 
general directive to all managers and 
employees about how to deal with any 
kind of government investigation. Here 
are some key elements that you should 
address:

‘Think’ Paul Revere1.  (tell everyone that 
needs to know) No horse or tower lamps 
are necessary. The most important 
message to communicate to employees 
is to immediately notify your legal and 
compliance departments, then senior 
management. Do it in that order so 
when senior management asks if you 
called Legal, you can say you did. This 
gets your experts in place to assess the 
situation and to decide on whether 
to initiate future chapters of your 
preparedness plan.

Figure Out What They Want2.  (assess 
the request and prioritize). If it is a 
subpoena (defi nition: an order requiring 
an individual to testify or to produce 
document, or both by a certain date) 
what are they requesting, how are 
you going to get the information, and 
when is it due?

If it’s a search warrant (defi nition: a 
court order that gives the government the 
right to enter your premises and to seize 
any document and objects specifi ed in 
the warrant), then the same logistical 
factors may apply. 

However, there may be one big 
difference. Instead of a subpoena, 
a U.S. Marshal or government 
investigator may personally be 
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holding the warrant in one hand 
with the other calmly resting on the 
cold, hard, steel grip of a weapon in 
a holster. Moreover, he or she wants 
it NOW! 

Cooperate, Cooperate and then 3. 
Cooperate Some More (but know your 
limits, too)

In the event, that your legal team 
can’t be there the minute they arrive, 
make sure your instructions to 
employees are clear about the limits 
of your hospitality.

You should ask for the warrant and •	
the agent’s I.D. (make copies).

See if they will wait until Legal has •	
arrived or can talk by phone.

Make sure you have someone •	
accompany them in their search.

Cooperate in finding what they are •	
looking for. 

Try to make sure they only get •	
what is requested in the warrant.

Make a list of what they take or ask •	
them for a list.

If there could be an adverse impact •	
on patient care, tell the agent and 
see if you can modify or delay the 
search. 

If they are not cooperative with any 
of these requests, you should still 
Cooperate…Cooperate…Cooperate. 

Don’t . . .4.  (some things not to do)

Don’t Interfere•	  or act in a 
confrontational manner. There is 
nothing worse than your legal 
counsel arriving on the scene to find 

an employee in the headlock of a 
federal agent. This is a sub-optimal 
‘first greeting’ with an investigator.

Don’t Consent•	  (orally or in writing) 
to search for more than is in the 
warrant.

Don’t let them take ‘Privileged’ •	
Information without pointing it out. 
If they attempt to seize documents 
labeled as ‘Privileged’, inform the 
agent, about the designation. But 
remember, they can still take it.  

Don’t Volunteer•	  information that is 
not requested. You are not obligated 
to explain Hospital operations, 
policies and procedures, accounting 
records, documents, etc. 

Don’t Guess or Speculate.•	  If you 
talk to them, tell them only the 
truth that you personally know 
about. Guessing about things is 
‘badness’.

Don’t Lie or Mislead.•	  Tell the truth 
as you know it. 

Employees Can…5. (or they may choose 
not to)

Talk to investigators, but they don’t •	
have to. They can start and decide 
to stop

Talk to investigators with their •	
attorney present or not (it’s their 
right)

Talk to your Legal department •	
and counsel about any concerns 
regarding talking to the 
investigators

These are the basics for Chapter One 
and your first line of defense: 

Tell the Legal department •	

Cooperate•	

Know your Rights•	

Know your Don’ts •	

Communicate this via policy 
and train on it. Emphasize in 
your employee orientations and 
compliance training. 

Preparedness Plan: Chapter Two—
Where Do We Go From Here?

The next part of your preparedness plan is 
how you are going to assess and address 
the subject matter of their investigation. 
How do you structure your preparedness 
plan? What are the pitfalls to avoid 
and factors that you must consider for 
success?

Stay tuned to the next issue of Letters to 
the Auditor. (Don’t you hate it when you are 
watching a television show and the dreaded 
word “to be continued” appears? I hate it 
when that happens…)

Well that’s it for this issue of Letters to the 
Auditor. Please keep those letters, calls, 
cards, faxes, and emails coming. You can 
send your questions and comments to 
Letters to the Auditor, c/o John Landreth 
1810 W. Birch Lane, Park Ridge, Illinois 
60068, via email at jlandreth999@aol.com, 
fax at 312-893-2256, or phone 847-525-
6529. NP

John Landreth is Director, Internal Audit for 
a national long-term care provider, and former 
Corporate Integrity Executive/Director, 
Internal Audit for Northwestern Memorial 
Hospital in Chicago, Illinois. He was recipient 
of the AHIA Founder’s Award in 2000. 

Academic Advancement Fund, which 
supports internal audit programs at 
universities around the world.  

For two years the group participated in 
weekly telephone calls to stay on task and 
met in person when necessary. “This was 
an opportunity for us to learn from each 
other. It was a humbling reinforcement for 
me that I don’t know everything about our 
profession and that others have different, 
creative ways of doing things,” said 
Sobel. “It was very rewarding and I think 
everyone learned something from each co-
author. This type of collaboration is very 
unique. It will serve the profession well, as 
it helps students to be better equipped to 
enter the workforce,” said Reding. 

Earlier, the book was pilot-tested in 
several college classes where students 

had the opportunity to provide feedback. 
The results confirmed that a textbook 
linking theory with the practice of 
internal auditing, provides students with 
a better sense of what the profession 
is all about. It even helped students 
determine whether or not a career in 
internal auditing is a good fit for them. 
“My hope is that this book will serve as 
a tool to guide the right students into the 
profession,” said Reding.

Reding and Sobel object to being called 
leaders for their active involvement in 
issues about internal auditing. “If you 
want to make our profession better, then 
you have to go to bat for the things that 
matter,” said Reding. “It also should 
serve as a reminder that everyone can 
contribute to the long-term success 

and sustainability of the internal audit 
profession,” added Sobel.  

For further information about Internal 
Auditing: Assurance and Consulting Services 
please visit http://www.theiia.org/
bookstore or contact research@theiia.org. NP

Martha Johnson is a writer with The Institute 
of Internal Auditors. She may be contacted at 
pr@theiia.org.

The Institute of Internal Auditors (IIA) 
is the internal audit profession’s global 
voice, recognized authority, acknowledged 
leader, chief advocate and principal educator 
worldwide. Established in 1941, The IIA 
serves members from all around the world 
in internal auditing, governance, internal 
control, IT auditing, education and security. 
For more information about The IIA, please 
visit www.theiia.org.
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