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Letters to the Auditor Column

By John Landreth, CPA, CFE, CHC

Contingency Planning for 
Government Investigations

Welcome to this edition of Letters to the 
Auditor. As you recall, in the last issue, 
we talked about the immediate steps to 
take when confronted with a government 
subpoena or search warrant. 

In the same way that hospitals have 
disaster preparedness plans for 
hurricanes, emergencies, and other 
natural disasters, we talked about the 
need for an overall Preparedness Plan for 
Government Investigations, (a.k.a. how to 
prevent a disaster).

We talked about some dos and don’ts to 
communicate to your organization. 

The letter from “Signed Sealed and 
Delivered” noted that the government 
request did not result in an investigation, 
but sometimes things change. This leads 
us to part two of a preparedness plan…. 

Dear Letters to the Auditor,

The government request for documents 
that we’d thought was a non-issue has 
suddenly become a real issue. Now we are 

in a full crisis mode. People are running 
around like “A hundred drunken clowns 
dancing with ants in their pants,” as a 
Dilbert cartoon once said. What happens 
when the uninvited guest decides to stay 
for while? How do you prepare yourself 
for an extended investigation? What are 
the priorities to keep in mind to structure 
a preparedness plan going forward? 

Signed, 

Trying to Stay Obsessive-Compulsive in 
an Attention-Defi cit World

Dear Trying,

Try this and call me in the morning….

Nine Things to Plan for in a 
Government Investigation 
Contingency Plan

1) Set Your Objectives—Get a Plan and 
Stay on Track 

As Yogi Berra, said “If you don’t know 
where you’re going, you might not get 
there.” It is easy to see the team being 

distracted by all the other events that are 
going on. There is something ‘radioactive’ 
about a government subpoena. People, go 
crazy!!

This reminds me of the time that my son, 
Mike and his buddies sent a Wii controller 
crashing into my new $400 digital picture 
frame. I heard a crash and saw six boys 
running up from our basement and out 
the front door. I did not follow them. I 
went to where they came from. 

Everyone runs away from what they 
perceive to be the source of danger. They 
act like bootleggers on an Untouchable’s 
raid. Running about in different 
directions, hiding their whiskey fl asks, 
cowering behind upturned tables they 
are trying not to be seen and seeking their 
perceived safety zone in a time of chaos. 

In times of chaos, any semblance of 
structure is a welcome relief. Bring 
some peace and calm to the situation. 
Communicate your confi dence and 
reserve. Organize and structure the 
process. Show them that someone is in 
charge. Assure them that there is a light 
at the end of the tunnel and it is not an 
oncoming train. Everyone one will be 
heard, everyone’s concern will be listened 
to. Communicate, communicate, and 
communicate!!!

But, what are your guiding objectives? 

2) The Four-Leafed Clover of 
Prosecutorial Good Fortune

Of course, your objectives are to fi nd 
what, if anything is wrong, and then 
fi x it. However, regardless of whether 
you think the company did something 
wrong or not, structure your process to 
make the best of the situation (i.e., How 
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can we get off the hook easier?). These 
factors are weighed by the government 
in giving an organization leeway 
and credit for their cultures, systems 
and behaviors before and during the 
investigation. I am sure books have been 
written about these, but let’s be succinct. 
These are: 

a) Self-Monitoring (How well do you 
watch yourself?)
Do you have a Compliance program 
that is sincere, genuine and 
effective? Do you have systems in 
place for auditing and detecting the 
problem? Did you find the problem 
previously? If so, how did you 
handle it—did you change your 
systems? Did you train and educate? 
How strong are your internal control 
systems for the problem? What is 
your management culture? How 
did the problem occur in the context 
of these systems? Your goals will 
not be limited to finding out what 
happened, but also how it occurred 
within your systems.

b) Self-Reporting (How well do you 
share your mistakes?)

Does your organization have a track-
record of proactively reporting your 
transgressions to the government? 
When you became aware of the 
problem, what did you do? How did 
your management team react? Did 
you run from the problem or run 
towards it? How long did it take you 
to disclose the problem?

Your organization’s perceived 
transparency is the guiding light here. 

c) Remediation (How well do you fix 
your mistakes?)

What did you do to correct the 
situation? How quickly did it take 
you to act on it?

How genuine are your efforts to 
maintain your corrective systems? 
Have you changed your training 
and education? Have you changed 
your audit program, risk assessments 
and self-monitoring? How have you 
disciplined transgressors? How have 
you communicated to the workforce 

your commitment for long-term 
solutions? Did the corrective action 
fix the problem? 

d) Cooperation (How do you welcome 
others to watch, share and fix your 
mistakes?) 

Did you make the investigator’s job 
easier, or more difficult? Did you 
satisfy their requests while kicking 
and screaming? Did your legal team or 
management unnecessarily challenge 
every request? This is a soft skill. It is 
where your people skills are critical. 
Perception and transparency rule.

3) Just the Facts, Ma’am, Just the 
Facts…*

The number one goal for your 
investigation response team is to get the 
facts about what happened. Until you 
have gotten that essential set of facts, you 
can’t adequately correct and disclose. At 
this point, you don’t need to know every 
little detail. You need enough information 
to get the full story so you can act on it. 
Define your scope carefully. There will 
be many distracting priorities, but an 
expedient big picture of the facts is your 
primary goal. 

4) Shut down the Shredders; Find the IT 
Guy; Be the ‘Doc’ Cop 

Some people may panic and attempt 
to erase the documentation trail. That’s 
why the boys ran away from the spider-
webbed digital picture screen. If you 
have a record retention policy that says 
you will destroy documents that are ‘x’ 
years old, immediately put a hold on 
that policy. In our lifetime, we have seen 
good companies watch their well earned 
integrity disintegrate at the teeth of a 
‘legally justified’ shredder. Unplug the 
shredders and get the word out. 

Find the IT guys, the ones who know 
all your systems. Start with email. Then 
move to the systems governing the 
problem. You are now the Documentation 
Police. You must preserve and protect 
documentation concerning the facts. Lock 
them down. Preserve the documentation 
trail. Be conservative about how much 
and long you want to keep access to your 
information. Overdo it. You never know 

when you will need it. It also supports 
your integrity and good will in defense of 
any allegations of obstruction. 

5) Inform your Partners

You are not alone in your worries and 
concerns about the investigation. You 
need to talk to your risk partners. This 
should be instinctual. Your CEO, CFO, 
Chief Legal Officer, Compliance Officer 
are tops on the list. If you are publicly 
traded, your Chief Legal Officer may have 
some Sarbanes related duties, also. 

Next, of course, your short list should 
include your Audit Committee Chair, 
and key Board members. They should be 
informed at Day One. They may decide 
to independently engage outside counsel 
to help with or conduct the investigation. 
The government likes it when you do this. 
At a minimum, you need to keep them 
frequently informed on the status and 
new developments. 

Your external auditors and outside 
counsel also should be on your short list 
of contacts. The nature and extent of the 
investigation may influence their work. 
If it happens immediately before or after 
year-end, your auditors may have to do 
additional work. Additional disclosures 
could be necessary, also.

6) Keep the Door Open and the Light 
On…

Your adversary can be your biggest 
ally. Like it or not you are in this 
situation together. You share a common 
purpose… to find out the facts. Early 
on, the investigators may know more 
of the story than you do. Keep the lines 
of communication open. Engage your 
opposition. Be human; remember they are 
people, too. Express your desire to fix the 
situation as soon as possible and stress 
how much you need them in order to get 
to that point. Meet with them regularly. 
Maintain your transparency. Give them 
status reports (carefully and cautiously) in 
the hopes that they will reciprocate. 

Cooperate as if your life depended on it…
but listen to your legal counsel with the 
same zest and zeal. The government may 
ask you to waive privilege. Your refusal 
is not supposed to be an indicator of non-

*For the generationally challenged, this comes from the old hit TV show, Dragnet. Joe Friday was a detective and he frequently punctuated his crime fighting interviews 
with this phrase. For more details, Google it. 
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cooperation. Maybe you can compromise 
with a confidentiality agreement.

To paraphrase a bumper sticker, “Don’t 
meddle in the affairs of ‘two-headed’ 
dragons, for you are crunchy and good 
with ketchup”. Beware of the Two-
Headed Dragon. If you start getting 
requests from other agencies of the 
government, tell them about each other.

I know it may be hard to believe but 
sometimes they do not coordinate. Maybe 
they can work together and save you time.  

7) Hush the Whispers, Manage the Water 
Cooler Talk, Tell It Like It Is 

The best defense to rumors and grapevine 
murmurs is a good offense driven by an 
effective communication plan. Secretaries, 
receptionists, auditors, accountants and 
managers, are going to come in contact 
with some aspect of the investigation; 
everyone dons a deerstalker and becomes 
a Sherlock Holmes. Given time, the 
story gets crazier and your company 
Armageddon is a heartbeat away. 

Work with public relations and legal 
counsel to develop a consistent 
message. Coach your management to 
manage the message. Keep in mind 
that messages may go outside your 
castle walls. Be aware that your internal 

communications are a form of public 
disclosure. Be forthright, but be careful. 
Don’t understate either, because no one 
likes surprises. You should also set a 
decision-point in the communication plan 
when you might go public with some 
information. 

8) Fix It  

When you are finally in possession 
of a reasonable set of facts, its time to 

remediate. There is no rule of thumb for 
sufficiency of facts to take action. You and 
your investigation team will know your 
critical mass when you see it. 

If the facts point to an employee who 
did something wrong, you may need 
to consider suspending them pending 
investigation. If you have enough 
information, you may need to terminate 
them. If a process or policy needs to be 
changed, then act on it. Fix it short term 
and long-term. The government likes to 
see you taking prompt and effective action.

9) Write it Down—Test It  

Maybe your investigation did not find a 
problem. Maybe the government backed 
off and you never had to ‘head down that 
path’, as we say. We have all learned from 
our peers in healthcare that contingency 
plans are invaluable in times of disaster. 
Put it in writing for posterity. Your audit, 
compliance and legal teams might be the 
best that ever existed, but people change 
over time. So do it now!

Well that’s it for this issue of Letters to 
the Auditor. Please keep those letters, 
calls, cards, faxes, and emails coming. 
You can send your questions and 
comments to Letters to the Auditor, 
c/o John Landreth 1810 W. Birch Lane, 
Park Ridge, Illinois 60068, via email at 
jlandreth999@aol.com, fax at 312-893-
2256, or phone 847-525-6529. NP

John Landreth is Director, Internal Audit for 
a national long-term care provider, and former 
Corporate Integrity Executive / Director, 
Internal Audit for Northwestern Memorial 
Hospital in Chicago, Illinois. He was the 
AHIA’s Founder award recipient in 2000. 

In times of chaos, 
any semblance 
of structure is a 
welcome relief.


