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By John Landreth, CPA

Letters To The Auditor

 Welcome to this issue of Letters to 
the Auditor. In this issue we hear from 
readers who are concerned about the 
confidentiality of patient information in 
their hospitals.
 Our first letter concerns social 
security numbers…

Dear Letters to the Auditor,

 Last week I received a call from 
the United States Postal Inspector. 
They have been receiving a number 
of complaints from citizens who had 
their identity stolen and used for 
the creation of fictitious credit card 
applications. The common link for all 
of these victims was that they all had 
been patients of my hospital over the 
last few years. Our hospital is the only 
hospital in town. My CEO has asked 
me to conduct a review of the use of 
and request of social security numbers 
at our institution. Sounds pretty easy 
but I was wondering if you had any 
suggestions to start with. 

Signed,

Social Security NO!

Dear SSNO, 

 For the past four years, identity 
theft has topped the Federal Trade 
Commission’s list of top 10 fraud 
complaints reported by consumers.  
Identity theft is fastest growing crime in 
America with losses growing at a rate 
of 20% a year.  For the last four years, 
identity theft has been the top fraud 
consumer fraud compliant reported 
by the Federal Trade Commission.  
Estimates are that the costs to the 
credit industry are close to $1 billion 

each year.  Some in the industry say 
that this has been accepted by the 
credit card companies as a cost of 
doing business. However, I don’t think 
people will be passing the hat around 
for this industry for a while. The credit 
industry wants to provide consumers 
with flexible access to credit. 
 Consumers also pay for these 
costs in the high cost of financing and 
finance charges paid. Most importantly, 
identity theft victims also pay a price 
of their personal time and hardship 
endured as they have to correct and 
amend their credit records.
 Hospitals and insurance 
companies are frequently identified 
as common elements in identity 
theft victim schemes because of the 
frequent use and dependence upon 
social security numbers. 
 A progressive organization in 
today’s healthcare world should rely 
upon some other form of identification 
for its patients (and employees) as well. 
This concern has been magnified with 
the increased sensitivity to the privacy 
of patient health information from 
HIPAA as well as the rapid increase in 
identity theft.
 Ask if they use it and then keep 
asking “why?”

■ If you use SS# for your Master 
patient identification number, 
why?

■ Do you use SS# for your Medical 
record number, why? For many 
years, it was very common to file 
by the terminal digit (last four digits 
of the SS#), why not stop?

■	 If your results reporting for 
Radiology or Lab or X-ray films, 
Lab orders include SS#, why? 

■ Does your staff request it for 

patient scheduling? If so, why? 
■ Do your patient identification 

badges rely upon SS#, why? 
■ Do your clinical or patient billing 

systems prominently list SS#? 

 Also, don’t forget your employees. 
Do you use SS# for their employee 
ID? If so, why? Also, who has access 
to this information on-line or in payroll 
reports? Does your timesheets or 
timecards include it, why?
 It’s very common for many 
insurance companies to still use the 
SS# for referencing their insured. So it’s 
understandable that your organization 
needs to request it and record in your 
internal systems.  However, you should 
look at security and access to this 
information and employees “need to 
know”.  
 One final  idea… mother’s maiden 
name. This should be a no-brainer. 
We know the credit card companies 
like this one.  Does your hospital ask 
for this?  If so, why? I can’t think of a 
reason for this one. 
 Depending upon the extent to 
which you use SS# as an identifier for 
patients and the amount of security 
limitations that you apply and enforce 
will help you determining the extent of 
your potential problem. Expect some 
surprises and good luck!
 
 Our second letter also concerns 
patient information,

Dear Letters to the Auditor,

 Recently, our organization 
had Privacy update training for the 
upcoming HIPAA Security training 
deadline; we reemphasized our 
policy and the core tenets of HIPAA 
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for employee’s access to protected 
health information (PHI). Employees 
were reminded that their access to 
information was a function of their job 
responsibilities and that they should 
have a “need to know” and should be 
using the “minimum necessary” to do 
their jobs. 
 As part of this training we 
emphasize the point that employees 
should not access their family’s 
information or fellow employees or 
celebrities, etc. Our mantra is “if its 
not part of your job, it’s none of your 
business”. We tell our employees 
to always be ready to explain their 
access to patient records in case their 
access is audited. We also stress 
that they should not access their own 
information. We note that any of these 
actions are violation of our policies 
and subject to disciplinary action up to 
discharge.
 Some of our managers have 
challenged the restriction on 
employees accessing their own 
information. They have asked how 
someone could violate their own 
privacy or confidentiality rights by 
looking at their own records.  Another 
hospital in our county has installed 
systems that allow their patients to 
look up their own medical information 
on-line and they allow their employees 
to look up their own information. 
Lastly, managers have indicated that 
this policy may be setting such a 
high standard that violations will be 
so pervasive that it would render this 
policy useless and unenforceable.
 This is an interesting debate and 
I’m wondering if there’s some merit to 
these arguments. 

Signed,

Drawing a Line

Dear Drawing a Line,

 I think your hospital’s current 
policy is the right one. Based upon the 
principle that all employee access is 
derived from their job responsibilities, 
and based upon their job-based “need 
to know”, it would be very unusual for 

them to have a need to access their 
own results and information as part of 
their job.  Employee’s access to their 
own information should be no more 
than the access they would have if 
they were a person off the street. 
 Of course, a person cannot 
violate their own confidentiality or 
privacy if they access their own 
records. That’s not the point.  They 
should not access their own records 
because it is your hospital’s policy 
and that is an  job-based obligation 
for them to adhere to. There should 
be routine procedures in place in 
your organization for your employees 
to access their own records in the 
same manner that any patient of your 
hospital has a right to do. However, 
this should be in a controlled manner 
and will likely not be as convenient as 
looking the information up using their 
job-based access. 
 I understand that there may be 
a growing trend with your neighbor 
hospital’s practices in allowing 
their patients direct access to their 
information, however, without any 
further details I would have to assume 
that this is done in a controlled manner 
and would take into consideration 
the critical role of physician-patient 
communications.  Patients may not 
fully understand the implications 
of results and make their own self-
diagnosis of the results. 
 In the setting where patients have 
this access, it would not make sense 
to restrict employees from using 
this feature. However, employees 
should use the same access portal 
as patients, and not their job-based 
access. Once again, this follows the 
privacy tenets of a job-based “need to 
know” and “minimum necessary”. 
 When my kids were younger, 
toddlers, and we attended church, 
I used to have a rule that said they 
could move around in the pew but 
they could “never go into the aisle”. 
I learned this through experience. 
The minute you let them step into 
the aisle, nothing good can result. 
They will eventually do a bee-line for 
the altar and the priest, candles get 
knocked down, and chaos results, etc. 

You must draw the line somewhere. 
(Hopefully it will be something short of 
chaos.)
 If you re-draw the line where will 
the next series of violations occur? 
Will people then justify access to 
their families information (i.e. adult 
children? spouses, ex-spouses)?  
Once you have compromised your 
core principles, then the skies the 
limit. 
 Lastly, there is the argument 
that everybody is doing it. There 
are such widespread violations, it is 
unenforceable.  I guess the common 
thinking is that there is safety in 
numbers, if everyone is doing it. It’s a 
good rationalization for doing it but a 
lousy reason if you get caught. 
 However, as an auditor or a 
compliance person, you have to 
seek the higher ground.  If you 
have indications that you may have 
an ingrained cultural challenge, 
then you should continue these 
communications and stress that 
this is being taken more seriously.  I 
recall talking to a police officer about 
drivers who use this same reason for 
speeding. He always replies with a 
smile by saying, “I didn’t catch them… 
I caught you”.  No one wants to be the 
example. Remember, people will be 
more inclined to do something that’s 
wrong if they don’t think they’ll get 
caught. 
 People may not like this reasoning 
but I believe that a good sense of “Big 
Brother” paranoia never hurts. This 
is a good deterrence strategy. Like 
you’ve said, they should always be 
ready to explain their access. That’s a 
good message. 

 Well that’s it for this issue of 
Letters to the Auditor.  Continue with 
your letters, faxes and e-mails.  Send 
questions to Letters to the Auditor, 
c/o John Landreth, Northwestern 
Memorial Hospital, 240 E. Ontario, 
Suite 340, Chicago, IL 60610; phone 
(312) 926-2944; fax (312) 926-3175 or 
e-mail jlanret@nmh.org  ■


