
T
he final rule implementing the privacy and security 
provisions of the HITECH Act was released by the 
Office for Civil Rights (OCR) of the Department of 
Health and Human Services (HHS) in January. The 

main components of this final rule are summarized below.

Business Associates
The HIPAA Privacy and Security Rules generally permit a 
covered entity to disclose Protected Health Information 
(PHI) to a Business Associate. The rules allow a Business 
Associate to create, receive, maintain or transmit PHI on 
a covered entity’s behalf, provided the covered entity 
obtains satisfactory assurances from the Business Associate 
(typically in the form of a Business Associate Agreement) 
that the Business Associate will appropriately safeguard the 
information it receives.

Various changes have been made to the definition of a 
Business Associate (BA) in this final rule. For one, patient 
safety activities have been added to the list of functions 
and activities that a person may undertake on behalf of a 
covered entity that give rise to a BA relationship.

In addition, the definition of a Business Associate now 
includes both a list of activities that constitute BA activities 
(including, for example, a Health Information Organization) 
and those that specifically fall outside the definition of a BA 
(including, for example, a covered entity participating in an 
organized healthcare arrangement that performs various 
BA functions for or on behalf of the organized healthcare 
arrangement).

The commentary to the final rule also revisited the “conduit 
exception.” For a number of years OCR has viewed an entity 

that transmits or transports PHI but does not access PHI 
other than on a random or infrequent basis to be a “mere 
conduit” and not a Business Associate.

OCR has held up the postal service and internet service 
providers as examples of conduits. Section 13408 of the 
HITECH Act clarified that data transmission organizations 
that require access to PHI on a routine basis are to be treated 
as BAs, and data transmission organizations that do not 
require routine access to PHI are not BAs.

In this final rule, OCR clarifies that the determination of 
whether an individual or entity has routine access to PHI 
is fact-specific. OCR states that the conduit exception is 
intended to exclude only those entities that transport 
or transmit information and not those that store or 
maintain PHI.

OCR assumes that any entity that receives, transmits or 
maintains PHI has the “opportunity” to access PHI, but 
views the difference between a transmission service and a 
maintenance or storage service as the difference between 
“the transient versus persistent nature of the [access] 
opportunity.”

In other words, a data storage company has access to PHI for 
as long as it maintains the data, but a transmission company 
has access only for a temporary period of time. For OCR, 
the duration of access seems to be a key to differentiating 
transmission service entities as conduits and storage or 
maintenance service entities as Business Associates.

To reflect this distinction, the definition of Business 
Associate has been expanded now to include a person that 
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The prohibition against the use of genetic information does not apply to 
healthcare providers who may use or disclose genetic information for 
treatment purposes and as otherwise permitted by the Privacy Rule.

“creates, receives, maintains or transmits” PHI. The notion 
that an entity that simply maintains PHI can nonetheless 
be a BA is an expansion beyond the prior definition of a BA, 
and fails to take into account the possibility that the PHI that 
is maintained may be encrypted and only accessible using 
encryption keys to which only the covered entity has access.

OCR embraces the use of encryption to prevent access to 
PHI under the Breach Notification Rule, but fails to account 
for the possibility that encryption can also be deployed to 
prevent a vendor from having the opportunity to access PHI 
it stores and maintains.

OCR clarifies that the determination 
of whether an individual or entity has 
routine access to PHI is fact-specific.

In expanding the scope of the definition of BAs, OCR has 
also provided that a BA includes a “subcontractor that 
creates, receives, maintains or transmits protected health 
information on behalf of the business associate.”

The term “subcontractor” is defined in §160.103 as “a person 
to whom a business associate delegates a function, activity 
or service, other than in the capacity of a member of the 
workforce of such business associate.” There need not be a 
contract in place between a BA and a third party in order 
for the third party to be considered a Business Associate for 
HIPAA purposes.

Business Associates and the Security Rule
In the final rule, OCR adopted the modifications to the 
Security Rule as proposed, implementing the HITECH 
Act’s provisions extending direct liability for compliance 
with the Security Rule to Business Associates and to 
Business Associate subcontractors as well. Among other 
changes implemented throughout this final rule, OCR 
has streamlined the BA contracting requirements to 
ensure consistency and avoid duplication with the parallel 
provisions in the Privacy Rule.

Business Associates and the Privacy Rule
Section 13404 of the HITECH Act does not require the 
treatment of BAs as covered entities with regard to all 
requirements of the Privacy Rule. As a result, the final rule 
clarifies those areas in which a Business Associate is directly 
liable for violations of the Privacy Rule, as outlined below.

Specifically, under the final rule, a BA is directly liable for:

1. Uses and disclosures of PHI that are not permitted or 
required by its Business Associate contract or other 
arrangement with the covered entity or as required by law

2. Failing to disclose PHI when required by the Secretary 
of HHS

3. Failing to disclose PHI to the covered entity, the 
individual or the individual’s designee, as necessary to 
satisfy a covered entity’s obligations with respect to an 
individual’s request for an electronic copy of PHI, and for 
the failure to provide an accounting of disclosures

4. Failing to satisfy the “minimum necessary” rule with uses, 
disclosures or requests for PHI

5. Failing to provide breach notification to the covered entity

6. Failing to enter into Business Associate Agreements with 
subcontractors that create or receive PHI on their behalf

Business Associates also continue to be contractually liable 
for all other Privacy Rule obligations that are included in 
their contracts or other arrangements with covered entities.

The final rule contains a number of changes to the 
requirements for Business Associate Agreements (BAAs). 
OCR adopted a transition provision to allow covered entities, 
BAs and BA subcontractors to continue to operate under 
existing contracts for up to one year after the compliance 
date of the final rule (or through September 22, 2014).

To qualify for this grandfathering, prior to January 25, 2013, 
the covered entity or BA must have entered into a HIPAA 
compliant Business Associate contract or other written 
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arrangement, and this contract or arrangement must not 
be renewed or modified between March 26, 2013 and 
September 23, 3013.

If these requirements are satisfied, then the prior contract 
or arrangement will not need to be amended and will 
be deemed compliant with the new regulations until the 
earlier of either the date the contract or arrangement 
is renewed or modified after September 23, 2013, or 
September 22, 2014. No later than September 22, 2014, all 
Business Associate and subcontractor Business Associate 
Agreements will need to be amended to address the 
changes outlined in this final rule.

Breach notification
One of the more controversial elements of OCR’s interim final 
breach notification rule, issued in 2009, was the inclusion of 
a risk assessment in the definition of the term “breach” that 
allows covered entities to avoid reporting a breach if they 
determine that an impermissible use or disclosure of PHI does 
not pose a “significant risk of harm” to a patient.

In the final rule, OCR amends, but does not end, the risk 
assessment. In revising the risk assessment, OCR abandons 
the “significant harm” language and replaces it with a standard 
that presumes a breach has occurred unless application of at 
least four factors demonstrates a “low probability” that the 
security or privacy of PHI has been compromised.

The definition of Business Associate 
has been expanded now to include 
a person that "creates, receives, 
maintains or transmits" PHI.

The risk assessment as revised creates a presumption that 
a breach has occurred. That presumption can be rebutted 
only if the covered entity or BA demonstrates that there is a 
low probability that PHI has been compromised through the 
assessment of:

 • The nature and extent of the PHI involved, including the 
types of identifiers and the likelihood of re-identification

 • The unauthorized person who used the PHI or to whom 
the disclosure was made

 • Whether the PHI was actually acquired or viewed

 • The extent to which the risk to the PHI has been mitigated.

All four factors must be addressed, though other factors 
may be added to the analysis to determine the “overall 
probability” that the PHI has been compromised.

Privacy standards
The Minimum Necessary Rule
Those expecting clarification of the Minimum Necessary 
Rule in the final rule may be disappointed.

The HITECH Act required the Secretary of HHS to issue 
guidance on the Minimum Necessary Rule. In the proposed 
rule, HHS asked for suggestions on what this guidance 
should cover. In the final rule, OCR states that it intends to 
issue future guidance on the minimum necessary standard 
that will consider specific questions posed with respect to 
BAs’ application of the minimum necessary standard.

Of note, in its commentary on the application of the 
Minimum Necessary Rule as it applies to BAs, OCR states:

As is the case today, a business associate agreement must 
limit the business associate’s use and disclosure of protected 
health information to be consistent with the covered 
entity’s minimum necessary policies and procedures.

Something of a surprise, here—the current rule merely 
prohibits a BAA from authorizing a BA to use or disclose 
information in a manner that would violate the Privacy Rule 
if the covered entity did it. It does not expressly require the 
covered entity to impose its minimum necessary policies 
and procedures on its Business Associates.

Sale of PHI
The HITECH Act requires a covered entity to obtain an 
individual’s authorization if it sells Protected Health 
Information, with various exceptions, including, for example, 
for public health and research activities and when the sale, 
transfer, merger or consolidation of all or part of a covered 
entity are involved.

In response to requests from numerous commentators, the 
final rule defines the sale of PHI:

[A] disclosure of protected health information by a 
covered entity or business associate, if applicable, 
where the covered entity or business associate directly 
or indirectly receives remuneration from or on behalf 
of the recipient of the protected health information in 
exchange for the protected health information.”

Marketing
The Privacy Rule requires a covered entity to obtain an 
individual’s authorization before using or disclosing the 
individual’s PHI to market a product or service to the 
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individual. The Privacy Rule excludes from the definition of 
marketing the following treatment or healthcare operations 
communications:

 • Communications to describe a health-related product or 
service that is provided by the covered entity

 • Communications for the treatment of an individual

 • Communications for case management or care 
coordination for the individual. 

The HITECH Act clarifies that communications made to 
encourage a recipient to purchase or use a product or 
service are not considered healthcare operations, unless 
they fall within one of the three categories listed above.

In addition, the HITECH Act provides that if a covered entity 
receives “direct or indirect payment” for such communications, 
the communications will not be considered healthcare 
operations and an individual’s authorization is required, 
unless one of the following exceptions applies:

 • Communications that describe only a drug or biologic 
that is currently being prescribed to an individual, 
so long as any payment received in exchange for the 
communication is “reasonable in amount”

 • Communications made by a BA on behalf of a covered 
entity pursuant to a Business Associate Agreement

To implement the marketing limitations in the HITECH 
Act, the final rule amends the definition of “marketing” to 
encompass the three categories of treatment and healthcare 
operations communications listed above, if the covered 
entity receives financial remuneration in exchange.

The final rule also defines “financial remuneration” and 
clarifies that communications that describe a drug or 
biologic currently prescribed, such as a refill reminder, do 
not constitute marketing if payment received by the covered 
entity for making the communication is reasonably related 
to the cost of making the communication (no profit margin 
is permitted).

In its commentary, OCR identifies two types of 
communications that continue to be exempt from the 
marketing provisions.

 • Communications promoting health in general, such as 
encouraging routine diagnostic tests

 • Communications about government and government-
sponsored programs

Fundraising
The Privacy Rule allows a covered entity to use 
demographic information of an individual and the dates 
of healthcare services for fundraising, and to disclose the 
information to a BA or an institutionally related foundation, 
provided this is disclosed in the covered entity’s notice of 
privacy practices and the patient has the ability to opt out.

Covered entities will need to make 
changes to their notices of privacy 

practices to accommodate  
some of the new rules.

The HITECH Act strengthens this opt-out right, requiring 
that a recipient of a fundraising communication be 
provided a clear and conspicuous opportunity to opt 
out of receiving future fundraising communications, and 
providing that opting out is to be treated as a “revocation 
of authorization.”

Authorizations for research
The final rule has streamlined the process to obtain an 
individual’s authorization for research by allowing a 
covered entity to combine conditioned and unconditioned 
authorizations, provided the authorization distinguishes 
between the two categories and allows the individual to opt 
in to the unconditioned research activities.

OCR also modified its interpretation of the Privacy Rule’s 
authorization requirement. As of the effective date of the 
final rule, OCR will interpret this provision to mean that 
an authorization need not be study-specific, but can also 
encompass future research.

Use of genetic information
The final rule implements the Genetic Information 
Nondiscrimination Act of 2008 (GINA) by prohibiting 
health plans (other than issuers of long-term care policies) 
from using PHI that is considered “genetic information” 
for underwriting purposes. GINA prohibits discrimination 
based on genetic information in both health insurance and 
employment.

The prohibition in the final rule applies to all HIPAA-covered 
health plans that are covered entities (except for issuers of 
long-term care policies) and therefore applies to a broader 
range of health plans than GINA does.

The prohibition against the use of genetic information 
applies to all genetic information as of the compliance date 
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of the final rule (September 23, 2013), regardless of when or 
where the genetic information originated.

The covered entity must provide 
access in the electronic form and 
format requested by the individual,  
if such form is readily producible.

The prohibition is limited to only health plans and it 
does not apply to healthcare providers who may use or 
disclose genetic information for treatment purposes and 
as otherwise permitted by the Privacy Rule. In cases where 
a covered entity is both a health plan and a healthcare 
provider (e.g., an HMO), it may use genetic information 
for treatment, but it may not use the information for 
underwriting purposes.

Individuals’ rights
Notice of privacy practices
Covered entities will need to make changes to their notices 
of privacy practices to accommodate some of the new rules, 
including, for example, explaining individuals’ right to opt 
out of the use of their PHI for fundraising purposes and a 
covered entity’s duty to notify them of a breach of their 
unsecured PHI.

Copy of ePHI
The HITECH Act strengthens the individual’s right of access, 
allowing an individual to obtain an electronic copy of PHI that 
a covered entity maintains electronically in a designated record 
set (whether in an EHR or other electronic format). The covered 
entity must provide access in the electronic form and format 
requested by the individual, if such form is readily producible.

OCR also emphasizes that covered entities must be 
cognizant of security concerns when providing access to 
individuals. For example, a covered entity should only send 
unencrypted emails if the individual has been advised of the 
risk and still prefers that format.

Enforcement and penalties
The HITECH Act made changes to the enforcement 
provisions of HIPAA. In October 2009, HHS issued an interim 
final rule to implement these changes.

The interim final rule reflected the increased penalties 
imposed by the HITECH Act. It removed the affirmative 
defense that HIPAA gave to a covered entity if it could 
show that it did not know and could not with reasonable 

diligence have known of the violation, and prohibited 
penalties for violations that were corrected within 30 
days, unless they were due to willful neglect. These 
changes are already in effect; the new rule makes 
additional changes.

1. The Enforcement Rule now applies to BAs as well as 
covered entities.

2. The final rule makes covered entities liable for the 
acts of their BAs who are agents. If the covered entity 
has the right to direct the activities of the Business 
Associate, there is an agency relationship.

3. It imposes the same liability on BAs for the conduct of 
their subcontractors.

4. It requires the Secretary to conduct a formal investigation 
if a preliminary investigation of a complaint or a 
compliance review indicates a possible violation due to 
willful neglect, and to impose a civil money penalty if 
there is willful neglect. The Secretary will continue to have 
the discretion to pursue informal resolution of violations 
that do not involve willful neglect.

5. It permits the Secretary to conduct a compliance 
review in any other circumstances—whether or 
not there is evidence of willful neglect or of any 
violation at all.

6. It allows HHS to provide health information to other 
government agencies for civil or criminal enforcement 
activities.

7. It clarifies the meaning of “reasonable cause” for 
purposes of the penalties, which scale according to:

a. Whether the covered entity did not know, and by 
exercising reasonable diligence would not have 
known, of a violation (the lowest tier)

b. Whether the violation was due to “reasonable cause” 
and not “willful neglect” (the second tier)

c. Whether the violation was due to willful neglect (the 
highest tier).

The final rule changes the definition of “reasonable 
cause” to “an act or omission in which a covered 
entity or business associate knew, or by exercising 
reasonable diligence would have known, that the act 
or omission violated an administrative simplification 
provision, but in which the covered entity or business 
associate did not act with willful neglect.”
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8. It clarifies that, for purposes of calculating penalties, 
the number of violations may be determined by the 
number of individuals affected (e.g., in the case of a 
breach involving many people), or by the number of 
days of noncompliance (e.g., if a covered entity did not 
have a required safeguard in place for a period of time).

9. It supplements and reorganizes the existing list 
of considerations that the Secretary may take into 
account in assessing penalties by focusing on:

a. The nature and extent of the violation, including the 
number of individuals affected

b. The nature and extent of the harm resulting from the 
violation, including reputational harm

c. The history and extent of prior compliance

d. The financial condition of the covered entity or BA

e. Such other matters as justice may require

10. It allows the Secretary to waive penalties for violations 
that are not corrected within the 30-day cure period, as 
long as they are not due to willful neglect.

11. It starts counting days for the 30-day cure period when 
the covered entity or BA knew or should have known 
of the violation.

Effective date
The effective date of the rule is March 26, 2013, and the 
changes to the Enforcement Rule will be implemented then. 
Covered entities and their Business Associates must comply 
with the other changes by September 23, 2013. The rule 
allows additional time to amend existing BA contracts. NP
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There is real magic in enthusiasm. It spells the difference between mediocrity and accomplishment. 
~ Norman Vincent Peale
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