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Legal Insights

Physician Offices and Other Healthcare 
Providers Exempted from  
Red Flags Rule
By Eugene Y.C. Ngai, J.D.

Physicians and other healthcare 
providers can breathe a sigh of relief 

after President Obama signed into law a 
bill that amends the Fair Credit Reporting 
Act (FCRA) to exempt physicians and 
other small business from the scope of the 
Red Flags Rule, which was promulgated 
under the FCRA.

The Red Flag Program Clarification Act 
of 2010 (S.B. 3987) (RFPCA), signed into 
law on December 18, 2010, amended the 
definition of a “creditor” under the FCRA, 
removing from the scope of the FCRA a 
creditor “that advances funds on behalf 
of a person for expenses incidental to a 
service provided by the creditor to that 
person.”1

The RFPCA means that most physicians 
and healthcare providers will not be 
required to comply with the Red Flags 
Rule, a series of regulations enacted 
by the Federal Trade Commission 
(FTC) pursuant to the FCRA. As many 
physicians may recall, the Red Flags Rule, 
adopted in 2008, threatened to burden 
healthcare providers with a requirement 
to create and implement written identity 
theft prevention programs, in addition 
to the other policies and procedures that 
such physicians and healthcare providers 
need to implement under HIPAA.

What is the Red Flags Rule? 

The Red Flags Rule seeks to reduce the 
occurrence of identity theft by requiring 
businesses and organizations that extend 
credit to implement written identity theft 
prevention programs.2  The Red Flags 
Rule applies to “financial institutions” 
and “creditors” that extend credit to 

1  15 U.S.C § 1681m(e)(4)(B)
2  16 C.F.R. § 681.1(d); Federal Trade Commission, 

“Fighting Fraud With The Red Flags Rule A How-To 
Guide For Business” (March 2009) p. 3. http://www.
ftc.gov/bcp/edu/pubs/business/idtheft/bus23.pdf  

their customers.3  The Rule’s definition 
of the terms “financial institution,” 
“creditor” and “credit” are expansive and 
accordingly apply to many entities.4 

Before the RFPCA, the Red Flags Rule 
would have likely applied to such 
entities as healthcare providers and 
other professionals that do not typically 
describe themselves as creditors. For 
example, the term “credit” is defined to 
include “the right granted by a creditor 
to a debtor to defer payment of debt or 
to incur debts and defer its payment or 
to purchase property or services and 
defer payment therefore,” and the term 
“creditor” is defined as “any person who 
regularly extends, renews, or continues 
credit; any person who regularly arranges 
for the extension, renewal, or continuation 
of credit; or any assignee of an original 
creditor who participates in the decision 
to extend, renew, or continue credit.” 5 
Accordingly, healthcare providers and 
professionals that regularly defer 
payment for goods or services and bill 
patients later fell within the definition of 
“creditor” and, as a result, fell within the 
ambit of the Red Flags Rule.6

3  16 C.F.R. § 681.1(d)
4  16 C.F.R. § 681.1(b)
5  16 C.F.R. § 681.1(b)(4); 15 U.S.C. § 1691a(d)-(e)
6  Federal Trade Commission, “FIGHTING FRAUD 

WITH THE RED FLAGS RULE A How-To Guide for 
Business” (March 2009) p. 9. http://www.ftc.gov/
bcp/edu/pubs/business/idtheft/bus23.pdf   

Creditors under the Red Flags Rule 
are required to develop “Identity Theft 
Prevention Programs” (Programs) 
designed to “detect, prevent, and mitigate 
identity theft.”7 Programs must include 
reasonable policies and procedures 
to: (1) identify relevant activities that 
indicate the possible existence of identity 
theft (“Red Flags”); (2) detect Red Flags 
in the entity’s day-to-day operations; 
(3) respond appropriately to any Red 
Flags that are detected; and (4) ensure 
the Program is updated periodically to 
reflect changes in risks to customers.8 A 
Program must be appropriate to the size 
and complexity of the financial institution 
or creditor and the nature and scope of its 
activities.9  As a result, the complexity of 
a Program should be commensurate with 
the risk that the entity or its customers 
will be exposed to identity theft.10

Creditors must implement their Programs 
effectively. Effective implementation 
of a Program includes: (1) obtaining 
approval of the written Program from the 
entity’s Board of Directors; (2) involving 
the Board of Directors or a designated 
member of senior management in the 
oversight, development, implementation, 
and administration of the Program; (3) 
training staff to effectively implement 
the Program; and (4) exercising 
effective oversight of service provider 
arrangements.11

Push back against the Red Flags Rule

These requirements would have been 
imposed on healthcare providers in 
addition to the requirements imposed 

7  16 C.F.R. § 681.1(d)(1).
8  16 C.F.R. § 681.1(d)(2).
9  16 C.F.R. § 681.1(d)(1).
10  Federal Trade Commission, “Fighting Fraud With 

The Red Flags Rule A How-To Guide For Business” 
(March 2009) p. 13. http://www.ftc.gov/bcp/edu/
pubs/business/idtheft/bus23.pdf   

11  16 C.F.R. § 681.1(e).

Most physicians 
and healthcare 

providers will not be 
required to comply 
with the Red Flags 
Rule.



40  New Perspectives Association of Healthcare Internal Auditors Summer 2011

upon them by HIPAA. As a result, on 
September 30, 2008, twenty-eight medical 
organizations led by the American 
Medical Association (AMA) sent a letter 
to the Chairman of the FTC expressing 
concerns over the FTC’s view that 
healthcare providers are “creditors” and 
subject to the Red Flags Rule.12 The AMA 
argued that providers should not be 
considered creditors simply because they 
do not require full payment at the time 
they see patients or because they accept 
insurance and the patient is ultimately 
responsible for a portion of the medical 
fees.13 Furthermore, the AMA asserted 
that it is inappropriate to apply the 
Red Flags Rule to healthcare providers 
in light of the privacy and security 
requirements imposed by HIPAA.14

FTC response

The FTC rejected the AMA’s contentions 
and set forth its view that “the plain 

12  Sept. 30, 2008 Letter from the American Medical 
Association to The Hon. William E. Kovacic, 
Chairman, Federal Trade Commission.  
http://www.ama-assn.org/ama1/pub/upload/
mm/31/ftc_letter20080930.pdf

13  Id.
14  Id.

language and purpose of the Rule 
dictate that healthcare professionals are 
covered by the Rule when they regularly 
defer payment for goods or services.”15 
Specifically, the FTC stated that the Red 
Flags Rule “is intended to address all 
forms of identity theft, including those 
involving the provision of healthcare” 
and noted the increasing concerns about 
identity fraud in the context of medical 
care.16 The FTC letter also noted that given 
the “risk-based” nature of the Rule’s 
requirement, it did not believe that the 
Rule “would impose significant burdens 
for most [healthcare] providers” because 
the Red Flags Rule is designed to be 
“flexible” and “tailored” to the degree of 
identity theft risk faced by a particular 
entity.

However, faced with stiff opposition 
from a number of interested groups, 
including the AMA and the American 
Bar Association, and with a lawsuit filed 
against the FTC by the AMA and other 
organizations to prevent the FTC from 
extending enforcement of the Red Flags 

15  Feb. 4, 2009 Letter from Eileen Harrington, Acting 
Director of Bureau of Consumer Protection, 
Federal Trade Commission to Margaret Garikes, 
Director of Federal Affairs, American Medical 
Association. http://www.ftc.gov/os/closings/
staff/090204amaresponse.pdf  

16 Id.

Rule to physicians, the FTC delayed 
enforcement of the rule five times, most 
recently until December 31, 2010, in 
anticipation of Congress’ action on the 
matter.17 

The passage of the RFPCA does not 
specifically alter the definition of the 
term “creditor” under the regulations, 
which are set forth at 15 U.S.C. Section 
1691a. Rather, the RFPCA amends 
the statute that compels the FTC to 
issue Red Flags Rule regulations (the 
“enacting statute”), and specifically 
excludes from the scope of the Rule 
any “creditor…that advances funds 
on behalf of a person for expenses 
incidental to a service provided by 
the creditor to that person.”18 As a 
result, physicians and other healthcare 
providers that defer payment for the 
provision of healthcare services and bill 
the patient later, are no longer under the 
scope of the Red Flags Rule because the 
advancement of “credit” is incidental to 
the provision of services to the patient. 
Nevertheless, physicians and other 
healthcare providers should, as part of 
their business practices, still strive to 
protect patient financial information 
along with patient medical information, 
even if the Red Flags Rule no longer 
applies to such physicians. NP
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17 17 http://ftc.gov/opa/2010/05/redflags.shtm
18 18 15 U.S.C. § 1681m(e)(4)(B) 

The AMA asserted that 
it is inappropriate to 
apply the Red Flags 
Rule to healthcare 
providers in light 
of the privacy and 

security requirements 
imposed by HIPAA.

The advancement of 
“credit” is incidental 

to the provision of 
services to the patient.

A bus station is where a bus stops. A train station is where a train stops. On my desk, I have a work station...
~Anonymous


