
24  New Perspectives Association of Healthcare Internal Auditors September 2009

Legal Insights

HITECH Act: Pork, Penalties, and 
Enhanced Privacy
By Hope R. Levy-Biehl

On February 17, 2009, Congress passed 
the Health Information Technology 
for Economic and Clinical Health Act 
(HITECH Act or HITECH) as part of the 
American Recovery and Reinvestment 
Act of 2009 (ARRA). After years of 
state and local efforts to develop health 
information infrastructure through the 
use of health information technology 
(HIT) and electronic health records 
(EHRs), the Federal government has taken 
its fi rst signifi cant step to drive national 
EHR adoption. In HITECH, Congress uses 
three basic mechanisms to promote EHR 
adoption:

Pork• , in the form of fi nancial 
incentives, grants, and loans to 
defray EHR adoption costs

Penalties•  down the road for failure to 
adopt and ‘meaningfully’ use EHRs

Privacy•  enhancements, to ensure 
public confi dence in the integrity 
of a nationwide health information 
infrastructure

Through HITECH, Congress has 
sent a strong signal of its support for 
nationwide EHR adoption. For purposes 
of this column, we highlight two major 
areas covered by HITECH: (i) Medicare 
and Medicaid provider incentives and 
penalties; and (ii) changes to HIPAA and 
new regulation of personal health record 
vendors.

Medicare and Medicaid Provider 
Incentives and Penalties

The bulk of federal funds allocated to 
HIT under HITECH come in the form 
of enhanced Medicare and Medicaid 
payments. Providers meeting the criteria 
for ‘meaningful’ EHR use will have a 
right to these entitlement payments, 
as opposed to the discretionary grant 

funding allocable to other entities that 
develop, test, provide training for, and 
analyze the use of, EHRs.

Beginning in 2011, HITECH provides 
fi nancial incentives and penalties to 
encourage Medicare-participating 
physicians and hospitals to move 
quickly toward adopting ‘certifi ed’ EHR 
technology. Early-adopting eligible 
Medicare providers who become 
‘meaningful’ EHR users over the next 
2-3 years will maximize their incentive 
payments under Medicare. Late-adopting 
Medicare providers who wait until after 
2015 will have no opportunity to recoup 
costs associated with the mandated shift 
toward EHR. 

Starting in 2011, HITECH also provides 
several fi nancial incentives and 
disincentives to drive EHR adoption 

among Medicaid providers. The 
Act authorizes two types of federal 
matching: (1) a 100% match to States for 
incentive payments made to Medicaid 
providers; and (2) a 90% match to States 
for administration of EHR incentive 
payments. 

Individual providers must waive 
Medicare incentive payments if they 
choose to take Medicaid incentive 
payments. Congress believed that 
payments to eligible professionals under 
either program alone would be suffi cient 
to cover substantially all of the costs of 
adopting certifi ed EHR. This assumption 
may be fl awed. Individual providers 
should consider compiling evidence for 
HHS concerning their costs related to 
adoption and use of EHR. 

Children’s hospitals, and acute care 
hospitals with at least 10% Medicaid 
volume, can qualify for Medicaid 
incentive payments. Qualifying 
institutions can receive both Medicare and 
Medicaid incentive payments. Medicaid 
incentive payments to hospitals are 
calculated similarly to Medicare, (i.e. 
based on discharges and proportion of 

HITECH vastly 
expands HIPAA’s 

potency.
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Medicaid patients). States must spread 
payments to hospitals out over at least 3 
years. 

Notably, the Medicare and Medicaid 
incentive programs make payments after 
the fact: providers must make up-front 
investments in EHRs. Both the Medicare 
and Medicaid incentive programs 
require that providers certify and/or 
demonstrate ‘meaningful use’ of certified 
EHR technology to qualify for payments. 
However, precisely what ‘meaningful’ 
use of certified EHR technology entails, 
as well as the quality measures that 
physicians will be required to document 
and report, will be established by the 
Secretary through the rulemaking process. 
The Act’s incentives and penalties may 
be insufficient to drive adoption of EHR 
technology. In addition, the Act does not 
expressly provide EHR adoption incentive 
payments to labs, ASCs, clinics, or long-
term care providers. In addition, HITECH 
does not appear to address the eligibility 
of physician organizations, such as IPAs. 

Changes to HIPAA and Regulation 
of PHR Vendors

HITECH’s drafters showed acute 
awareness that EHR frightens privacy 
advocates and large segments of 
the public, because of the perceived 
heightened risk it presents for the 
inappropriate access, disclosure and use 
of medical information. As a result, the 
amendments to HIPAA that HITECH 
contains require providers and suppliers 
who access patient protected health 
information (PHI) to abide by enhanced 
patient privacy and security obligations.

HITECH vastly expands HIPAA’s 
potency and will require correspondingly 
intensive compliance efforts by providers, 
suppliers, and now business associates, 
including self-disclosures of breaches 
to federal officials and a fining system. 

HIPAA, which previously applied only 
to ‘covered entities’ (i.e., healthcare 
providers, plans, and clearinghouses), 

now applies directly to business 
associates, who previously were subject 
only to contractual liability to covered 
entities under business associate 
agreements. Personal health record (PHR) 
vendors, who previously were outside the 
scope of HIPAA if their business dealings 
were directly with consumers, are now 
subject to privacy and security provisions 
administered by the Federal Trade 
Commission (FTC). The Act beefs up 
the enforcement and penalty provisions 
of HIPAA, makes them applicable 
both to covered entities and business 
associates, and requires the disclosure of 
security breaches to affected patients, the 
government, and in some cases the media

The Act contains several important 
changes to the Security Rule. The Act 
defines a ‘breach’ under HIPAA broadly 
to include unauthorized acquisition, 
access, use, or disclosure of PHI which 
compromises the security, privacy, or 
integrity of PHI maintained by or on 
behalf of a person. Importantly, the Act 
excludes from the definition of ‘breach’ 
unintentional acquisition, access, use, or 
disclosure of such information, if made 
in good faith and within the course 
and scope of the employment or other 

contractual relationship and if such 
information is not further acquired, 
accessed, used, or disclosed. 

The federal government will begin 
providing annual guidance on the most 
effective and appropriate technical 
safeguards for complying with the HIPAA 
Security Rule. Compliance officers should 
study the annual guidance carefully, as 
such guidance may de facto have the force 
of law in determining whether an entity’s 
actions are sufficiently reasonable to 
safeguard electronic PHI under HIPAA.

The Act fine-tunes various Privacy Rule 
provisions, including those on marketing, 
fundraising, disclosure accountings, 
disclosure restrictions, and individual 
patient access to EHRs, and PHR vendor 
breach notification requirements. The Act 
requires the Secretary to issue guidance 
on what ‘minimum necessary’ means for 
Privacy Rule purposes by August 2010. 
The Act provides that a covered entity 
or business associate may not directly 
or indirectly receive remuneration in 
exchange for any PHI without a valid 
authorization specifically indicating 
that the PHI may be sold by the entity 
receiving the PHI. This prohibition does 
not apply in certain limited instances. 

The net effect of these amendments is to 
make HIPAA a vastly more potent and 
encompassing regulatory scheme for 
patient privacy. As the potential harm for 
security breaches rises with the adoption 
of a nationwide EHR, HITECH seeks a 
corresponding reinforcement of Federal 
privacy and security law. NP

Hope Levy-Biehl, J.D., is a principal with the 
national healt h law firm of Hooper, Lundy 
and Bookman, Inc., the largest law practice 
in the country dedicated exclusively to the 
representation of health care providers. 
Her practice focuses primarily on assisting 
providers, including hospitals, laboratories, 
and pharmacies with regulatory compliance, 
licensure and certification, payment, and 
operational issues. She can be contacted 
by phone at (310) 551-8140 or by email at 
hlevybiehl@health-law.com.

Providers meeting the criteria for ‘meaningful’ EHR  
use will have a right to these entitlement payments.

Individual providers 
must waive 

Medicare incentive 
payments if they 

choose to take 
Medicaid incentive 

payments.


