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Final HITECH Regulations: Time to Implement 
Annual Reviews of HIPAA Compliance Program
Finalized regs mean it’s time to tune up your HIPAA compliance
By Stephen K. Phillips and Felicia Sze

T
he final rule implementing the privacy and security 
provisions of the HITECH Act was issued in January 
of 2013. The rule requires healthcare providers 
to revisit, and in many cases revise, their HIPAA 

policies before the September 23, 2013 implementation 
deadline.

The Centers for Medicare and Medicaid Services (CMS) also 
established its expectation, at least for eligible professionals, 
that a security risk analysis needs to be performed or 
reviewed for each Meaningful Use reporting period. We 
believe this will also likely be applied to eligible hospitals.

Business associate agreements affected
The final HITECH rule sets a deadline of September 23, 
2013 for updating business associate agreements. HIPAA-
compliant business associate agreements entered into 
before January 25, 2013 do not need to be amended until 
September 22, 2014, unless they are modified earlier for 
other reasons. In this case, the new provisions required by 
the final HITECH regulations must be incorporated.

As a practical matter, business associate agreements entered 
into after January 25, 2013, should comply with the new 
rule, even though it is not yet in effect. Otherwise, they will 
need to be amended by September 23, 2013.

In its commentary to the final rule, the Office for Civil Rights 
(OCR) indicated that the rule’s revisions to existing HIPAA law 
will require covered entities to revise their notices of privacy 
practices. The basis for OCR’s statement lies in the Privacy 
Rule at 45 CFR 164.530(i)(3), which states:

Whenever there is a change in law that necessitates a 
change to the covered entity’s policies or procedures, 

the covered entity must promptly document and 
implement the revised policy or procedure. If the 
change in law materially affects the content of the 
notice required by § 164.520 [the section mandating 
covered entities to provide notices of privacy 
practices to patients], the covered entity must 
promptly make the appropriate revisions to the notice 
in accordance with § 164.520(b)(3).

That part of the Privacy Rule also states:

The covered entity may not implement a change to the 
policy or procedure prior to the effective date of the 
revised notice.” (45 CFR 164.520(b)(4)(i)(C))

Notices of privacy practices must change
OCR has essentially declared that the final rule’s revisions 
necessitate changes to notices of privacy practices that 
are based on HIPAA’s pre-HITECH provisions. Moreover, 
under the terms of the existing Privacy Rule, a covered 
entity cannot implement the final rule’s provisions until the 
effective date of its revised notice of privacy practices.

Covered entities will need to review and revise their notices 
of privacy practices to address various aspects of the HITECH 
final rule as well as any other changes in their operations.

The changes made by the HITECH final rule that may 
need to be incorporated into a notice of privacy practices 
include:

 • If a covered entity uses Protected Health Information 
(PHI) for fundraising purposes, its notice of privacy 
practices must inform patients that they have the right to 
opt out of fundraising solicitations.
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Until the HITECH final rule goes into effect, a notice of 
privacy practices must only inform patients that they 
may be contacted for fundraising. The solicitation itself 
must tell the individual how to opt out, but the notice of 
privacy practices does not currently have to explain the 
opt-out right.

 • The HITECH final rule requires that a notice of privacy 
practices inform patients of a covered entity’s obligation 
to notify a patient following a breach of the patient’s 
unsecured PHI.

 • Currently, a notice of privacy practices must advise 
patients of their right to request restrictions on the 
use or disclosure of their PHI. The notice must include 
a statement that the covered entity is not required to 
comply with the request. After the HITECH final rule goes 
into effect, a covered entity must state it is required to 
comply with a request not to disclose PHI to a health 
plan for payment or healthcare operations where the 
individual pays out-of-pocket for a service.

 • If a covered entity intends to use or disclose 
psychotherapy notes in circumstances requiring 
authorization, use or disclose PHI for marketing, or sell 
PHI, the HITECH final rule requires that its notice of 
privacy practices inform patients that an authorization is 
required for these purposes.

How Meaningful Use program is altered
As part of the Meaningful Use program, participating 
eligible professionals and eligible hospitals must attest to 
having conducted or reviewed a security risk analysis prior 
to or during the EHR reporting period.

In its description of the security risk analysis core measure 
for eligible professionals, CMS has stated that the security 
risk analysis may occur prior to the beginning of the 
first EHR reporting period. However, a new analysis 
or review of an existing one would have to occur for 
each subsequent reporting period. (The description 
for eligible professionals can be found at www.cms.
gov/EHRIncentivePrograms/Downloads/15_Core_
ProtectElectronicHealthInformation.pdf.)

Because the same regulatory language is used for eligible 
hospitals, it is likely that CMS would require a new analysis 
or review for each subsequent reporting period for eligible 
hospitals as well. Many providers who have undergone EHR 
audits have been alleged to have not properly performed 
a security risk analysis as required under 45 CFR 164.308(a)
(1). Failure to meet this core measure may result in a 
recoupment of EHR incentive payments.

The HIPAA Security Rule provides that:

Security measures implemented to comply with 
standards and implementation specifications adopted 
under § 164.105 and this subpart must be reviewed 
and modified as needed to continue provision of 
reasonable and appropriate protection of electronic 
health information as described at § 164.316. (45 CFR 
164.306(e))

The rule at 45 CFR 164.316(b)(2)(iii) states that a covered 
entity must “[r]eview documentation periodically, and 
update as needed, in response to environmental or 
operational changes affecting the security of the electronic 
protected health information.”

The final rule’s revisions necessi-
tate changes to notices of privacy 

practices that are based on HIPAA’s 
pre-HITECH provisions.

The Privacy Rule has a parallel provision regarding policy 
and procedure updates at 45 CFR 164.530(i)(2)(i):  “A 
covered entity must change its policies and procedures 
as necessary and appropriate to comply with changes 
in the law, including the standards, requirements, and 
implementation specifications of this subpart or subpart D 
of this part.”

A security risk analysis needs to be performed or reviewed for each 
Meaningful Use reporting period.
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In its July 14, 2010 “Guidance on Risk Analysis Requirements 
Under the HIPAA Security Rule” (available at www.hhs.
gov/ocr/privacy/hipaa/administrative/securityrule/
rafinalguidance.html), OCR stated:

The Security Rule does not specify how frequently to 
perform risk analysis as part of a comprehensive risk 
management process. The frequency of performance 
will vary among covered entities. Some covered entities 
may perform these processes annually or as needed (e.g., 
bi-annual or every 3 years) depending on circumstances 
of their environment.

For Meaningful Use participants, OCR appears to require that 
a risk analysis be conducted or reviewed annually to comply 
with the “as needed” language of Section 164.306(e).

Failure to perform a security risk 
analysis as required may result 
in a recoupment of EHR incentive 
payments.

Because of the similar language regarding policies and 
procedures in Sections 164.316(b) and 164.530(i), we believe 
OCR may take the position that policies and procedures 
must be reviewed annually. Additionally, that they should 
be revised if the review indicates changes are needed 
to accurately and completely reflect any changes in law, 
environmental or operational circumstances or technology.

Recommended best practices
Given what seems to be an almost annual revision of HIPAA 
through the issuance of regulatory changes, we believe 

covered entities and business associates should consider 
implementing annual reviews of HIPAA policies and risk 
assessments as a best practice.

For example, in addition to the final HITECH regulations 
from January, OCR is expected to issue a rule implementing 
HITECH’s provisions regarding accounting of disclosures 
from electronic health records, as well as refining the 
minimum necessary standard for EHR.

Prior years have seen other changes to either the Privacy 
Rule or the Security Rule or guidance from OCR about how 
these are interpreted, implemented or enforced. Without 
routine, scheduled reviews of HIPAA internal policies 
and procedures, as well as HIPAA forms and security 
assessments, covered entities and business associates run 
the risk of not complying with the current rules. NP

Steve Phillips is a partner with Hooper, 
Lundy and Bookman, P.C. in San 
Francisco. You can reach Steve at (415) 
875-8508 or SPhillips@health-law.com.

Felicia Sze is an attorney with Hooper, 
Lundy & Bookman, P.C. in the firm’s 
litigation and reimbursement depart-
ments. You may reach Felicia at (415) 
875-8503 or FSze@health-law.com.

No matter how busy you are, you must take time to make the other person feel impor tant.  
~ Mary Kay Ash
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