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Legal Insights Column

By Hope R. Levy-Biehl and Samuel E. Endicott

Perceived e-Prescribing Roadblock Lifted: 
DEA Issues Proposed Regulations Governing 
e-Prescriptions for Controlled Substances

At long last, the federal government 
has attempted to regulate the electronic 
prescribing of controlled substances. 
On June 27, 2008, the Drug Enforcement 
Administration (DEA) issued a Proposed 
Rule that would revise its regulations, 
granting practitioners the ability to 
electronically write prescriptions 
for controlled substances and allow 
pharmacies the ability to receive, 
dispense, and archive such electronic 
prescriptions. Electronic Prescriptions for 
Controlled Substances, 73 Fed. Reg. 36722 
(proposed June 27, 2008). The Proposed 
Rule is important for a number of reasons. 
First, the Proposed Rule is designed to 
permit practitioners, pharmacies, and 
hospitals to create electronic controlled 
substance prescription systems that 
are compliant with the Controlled 
Substances Act (CSA). The Proposed 
Rule also includes provisions intended 
to reduce prescription forgery, and to 
reduce the amount of prescription errors 
caused by traditional paper scripts and 
misunderstood oral prescriptions. Finally, 
the Proposed Rule is intended to increase 
efficiencies in pharmacies and hospitals 
by integrating prescription records 
directly into other medical records, 
decreasing the amount of time patients 
wait for their prescriptions to be filled.

Historically, the CSA and DEA’s 
regulations required that most 
prescriptions be recorded on paper. 
As such, the DEA’s failure to update 
its regulations to permit electronic 
prescribing has been seen by many 

critics as a roadblock to the efficiencies 
that can be gained by health information 
technology. Back in the late 1990s, the 
DEA began examining how to revise 
its regulations in order to permit the 
use of electronic prescriptions. In the 
Proposed Rule, the DEA has drawn 
upon this research and analysis while 
incorporating provisions and principles 
found in other regulations, including, for 
example, the Department of Health and 
Human Services (HHS) rule governing 
electronic prescription standards for 
companies that sponsor Medicare Part D 
coverage as well as the Health Insurance 
Portability Accountability Act’s (HIPAA) 
security guidelines. Importantly, since 
the Proposed Rule deals specifically with 
controlled substances, it has additional 
safeguards to prevent the diversion 
of controlled substances that are not 
found in some of the earlier regulations 
governing electronic prescriptions more 
generally. 

In order to prevent diversion, the 
Proposed Rule establishes requirements 
regarding the creation, signature, 
transmission, processing, and dispensing 
of controlled substance prescriptions. 
Moreover, all practitioners and 
pharmacies registered with the DEA 
(DEA Registrants) must use systems 
and service providers that comply with 
these requirements. Realizing that DEA 
Registrants must rely on third parties 
to implement electronic prescription 
systems, the Proposed Rule includes a 
third-party audit to assist Registrants in 

determining whether a system or service 
provider is meeting the DEA security 
requirements.

The Proposed Rule outlines several 
standards that DEA Registrants must 
comply with in order to electronically 
prescribe controlled substances. Many 
of theses standards establish stringent 
authentication requirements, designed 
to ensure that the individual attempting 
to prescribe a controlled substance 
electronically is authorized to do so. We 
summarize the significant standards and 
requirements below. 

Identity Proofing: The Proposed Rule 
requires the creation of an identity 



40 New Perspectives Association of Healthcare Internal Auditors November 2008

proofing process. An identify proofing 
process would verify that the person who 
is being granted authorization to use the 
electronic prescribing system, is the person 
she claims to be. The implementation of 
an identify proofing process would help to 
protect individual prescribing practitioners 
from identity theft. 

Authentication: The Proposed Rule 
requires that access to the electronic 
prescribing system be protected by 
at least a two-factor authentication 
mechanism, requiring either a 
cryptographic key stored on a hard 
token, or a multi-factor one-time 
password token used before access is 
granted. The Proposed Rule also requires 
that the authentication process have 
different levels of access based on a 
person’s responsibilities. If the electronic 
prescription system is unused for more 
than two minutes, the Proposed Rule 
requires that it be locked automatically 
and further, requires authentication 
again immediately before a practitioner 
can sign and transmit an electronic 
prescription. 

Transmission Requirements: Prior to 
transmission, the system must present 
the practitioner with a statement that 
informs the practitioner that a controlled 
substance is about to be prescribed. 
The Proposed Rule also requires that 
the electronic prescription system not 
print any prescriptions while they are 
being transmitted, and if a prescription 
is printed, that the transmission is 
cancelled. 

Logs: The system must generate a monthly 
log of transmissions to be reviewed by 
the practitioner. Documentation from the 
practitioner that the log was reviewed 
must be maintained for five years. 

Retention: The first pharmacy system 
and the first recipient that receives 
a prescription transmission must 
digitally sign and archive a copy of the 
prescription. 

Specific Requirements for DEA Registrants: 
The Proposed Rule also has several 
requirements specifically tailored for 
DEA Registrants. For example, DEA 
Registrants must retain sole possession 
of the hard token, and if it is lost and the 

service provider is not notified within 
twelve hours, then the DEA Registrant 
is responsible for any prescriptions 
that were written using the lost token. 
Furthermore, a DEA Registrant must have 
a separate password for every practitioner 
that writes controlled substance 
prescriptions. 

Pharmacy Registrants: When the DEA 
Registrant is a pharmacy, the Proposed 
Rule requires that the pharmacies 
implement a system to verify that 
the DEA registration of a prescribing 
practitioner is valid. Moreover, a 
pharmacy must establish a daily audit 
system that identifies any person who 
modifies or adjusts the prescription 
record. In addition, pharmacies are 
required to undergo third-party audits 
that meet the requirements of SysTrust or 
SAS 70 audits. 

Since the Proposed Rule represents 
the first major government regulation 
addressing electronic prescriptions of 
controlled substances, it is important for 
the health care community to provide 
feedback on its various provisions. NP
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In matters of style, swim with the current; in matters of principle, stand like a rock. 
~ Thomas Jefferson


