
December 2010 Association of Healthcare Internal Auditors New Perspectives  33

Legal Insights

Patient Privacy Rights Still in Vogue:  
Proposed HIPAA Amendments
By Hope R. Levy-Biehl, J. D.

You thought you had mastered the 
Health Information Technology 

for Economic and Clinical Health Act 
(HITECH Act) and had driven necessary 
changes to the Health Insurance 
Portability and Accountability Act of 
1996 (HIPAA). Then, just when you 
planned to dive into the mammoth 
‘meaningful use’ regulations to try to 
understand all the hoopla about certified 
electronic health records, the Department 
of Health and Human Services, Office for 
Civil Rights (OCR) did it again. That’s 
right. They proposed changes to the 
HIPAA privacy, security and enforcement 
regulations. 

This past summer, OCR issued proposed 
modifications to HIPAA’s long-standing 
rules. The rules were devised to 
strengthen and expand HIPAA privacy, 
security and enforcement measures to 
conform the regulations with HITECH. 
The proposed rules are significant, and 
unfortunately, not the last guidance or 
rulemaking likely to come out of the OCR. 
In fact, in the proposed rule, in several 
instances, OCR asks for comments and 
direction on other areas in which you 
would like clarification and guidance. 
What can you make out of these 
proposals?

Business Associate Activities Are 
Expanded

The proposed rule expands significantly 
the activities and functions that constitute 
business associate relationships under 
HIPAA. In accordance with the statutory 
provisions of the HITECH Act, the 
proposed rule expands the definition of a 
business associate to include:

• Health information exchange 
organizations.

• Regional health information 
organizations.

• E-prescribing gateways.

• Vendors that contract with covered 
entities to offer personal health 
records to patients as part of the 
covered entities’ electronic health 
records.

• Subcontractors of business associates, 
to the extent they require access to 
protected health information (PHI) 
to provide services to a business 
associate.

The proposed rule clarifies that 
subcontractors of business associates, just 
as business associates themselves, will 
be subject to both direct and contractual 
liability for violations of the HIPAA 
privacy and security rules. 

In order to conform to the Patient 
Safety and Quality Improvement Act of 
2005 (PSQIA) statutory provisions, the 
proposed regulations also specifically 
add patient safety activities to the list 
of functions that give rise to a business 
associate relationship under HIPAA. 
In the proposed rule, the definition of 
healthcare operations is also amended 
to include a reference to patient safety 
activities as defined in PSQIA. 

In addition to making a number of 
conforming changes, the proposed 
rule, in accordance with the HITECH 
Act, creates direct liability for business 
associates and subcontractors of business 
associates for violations of the HIPAA 
privacy and security rule. This direct 
liability attaches regardless of whether 
business associate agreements are in 
place with the business associates and 
subcontractors of business associates. 
Interestingly, the proposed rule also 
removes the requirement that covered 
entities report to OCR when they are 
aware of noncompliance by a business 
associate and are unable to cure the 
breach, and when termination of the 

business associate agreement is not 
feasible. OCR seems to have determined 
that this reporting obligation is no longer 
required now that business associates are 
directly liable for HIPAA violations. 

Notably, the proposed rule provides 
for a transition period, grandfathering 
certain existing business associate 
agreements. Specifically, the rule 
permits a covered entity and its business 
associates to operate under existing 
business associate agreements for up to 
one year beyond the compliance date 
of the final rule. OCR has proposed to 
deem these contracts compliant until 
the earlier of: (1) the date when the 
agreements are renewed or modified 
following the compliance date of these 
proposed regulations; or (2) one year 
after the compliance date. This provides 
important relief to covered entities 
and business associates who, in order 
to comply with the February 17, 2009 
HITECH Act compliance date, recently 
revised and entered into new business 
associate agreements. 

How Enforcement Changes

The HITECH Act established a four-
level, tiered penalty system based on the 
culpability, ranging from the smallest 
penalty to the most significant penalty as 
follows: 

1. The covered entity or business 
associate did not know, and by 
exercising reasonable diligence would 
not have known, of a violation. 

2. Violations due to reasonable cause.

3. Violations due to willful neglect that 
were timely corrected.

4. Violations due to willful neglect that 
were not corrected in a timely fashion.

The proposed rule makes significant 
changes to the definition of “reasonable 
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cause” in the second tier. The proposed 
new definition of reasonable cause is: 

An act or omission in which a covered 
entity or business associate knew, or by 
exercising reasonable diligence would 
have known, that the act or omission 
violated an administrative simplification 
provision, but in which the covered entity 
or business associate did not act with 
willful neglect.

This modified definition encompasses 
circumstances in which a covered entity 
or business associate has knowledge of 
the violation but lacks the “conscious 
intent or reckless indifference associated 
with willful neglect.” This is an important 
proposed modification because it 
contemplates a knowing violation falling 
outside the third and fourth penalty tiers.

The proposed rule also outlines revised 
factors that OCR will consider when 
determining the amount of civil money 
penalties, which may be “mitigating or 
aggravating, as appropriate.” Importantly, 
in evaluating which tier applies, HHS 
will consider the nature and extent of 
the policies and procedures that the 
covered entity or business associate has in 
place. As such, the rule provides further 
support and relief for covered entities and 
business associates who maintain and 
follow a comprehensive, well thought out 
HIPAA compliance program. 

The proposed rule seeks to eliminate 
a current exception for covered entity 
liability for the acts of an agent in cases 
where the agent is:

• A business associate.

• The relevant contract requirements 
have been met.

• The covered entity did not know of 
a pattern or practice of the business 
associate in violation of the contract.

• The covered entity did not fail to act 
as required by the privacy or security 
rule.

The purpose of this change is to ensure that 
the covered entity remains liable for the 
acts of business associate agents, regardless 
of whether the covered entity has a 
compliant business associate agreement 
in place. This effectively expands the 
potential liability for violations by business 
associates who are agents. 

Proposed Marketing and  
Fundraising Changes

The HIPAA privacy rule generally 
requires a patient authorization before 

protected health information can be used 
or disclosed for marketing purposes. 
In the proposed rule, OCR proposes 
to clarify the definition of marketing 
and to more clearly distinguish when 
activities and communications are made 
for treatment or healthcare operations 
purposes or constitute marketing. 

The proposed rule also makes a number 
of changes to the rules governing the 
use of PHI for fundraising purposes. 
First, under the proposed rule, a covered 
entity must, with each fundraising 
communication, provide an opportunity 
for the individual to opt out of receiving 
future fundraising communications. 
Further, the proposed rule provides 
that a covered entity is not permitted 
to condition treatments or payments 
on whether an individual elects to 
receive fundraising communications. 
The proposed rule states that when an 
individual has opted out of receiving 
fundraising communications, the covered 
entity is not permitted to send such 
communications in the future. This is 
stronger than the present requirement in 
the HIPAA regulations. 

Changes to PHI and Deceased 
Individuals 

Currently, the HIPAA privacy rule 
does not distinguish between PHI of 
a decedent and PHI of an individual 
who is alive. As such, at present, in 
order to comply with the privacy rule, 
a covered entity must protect the PHI 
of a deceased individual indefinitely. 
The proposed rule seeks to modify this 
by excluding from the definition of PHI 

protected health information about a 
person who has been deceased for more 
than 50 years. 

After an individual has been deceased 
for 50 years, his or her health information 
would no longer be “protected” and 
subject to HIPAA’s privacy and security 
protections. 

The proposed rule also modifies and 
extends the ability of a covered entity 
to disclose a decedent’s information to 
family members and others who were 
involved in the care or payment for 
care of a decedent prior to death, even 
if such individuals do not fit within the 
definition of the decedent’s “personal 
representative,” so long as providing such 
access is not inconsistent with any prior 
expressed preference of the decedent as 
known to the covered entity. 

How Research Would Be Impacted

In the proposed rule, HHS acknowledges 
the important role of PHI in research 
and solicits public comment on various 
research-related uses and disclosures 
of PHI. Specifically, OCR has asked for 
commentary on a number of research-
related issues. 

For example, whether a compound 
authorization may be appropriate 
for research related treatment and 
participation in the research study. Also, 
whether the privacy rule should permit 
a single authorization for the use and 
disclosure of protected health information 
for research purposes to cover more than a 
single research study and instead, to serve 
as an authorization for current and future 
research, provided certain criteria are met.

Guidance on Minimum Necessary 
Rule Still Wanting

The privacy rule requires that covered 
entities limit their uses and disclosures of 
PHI to the minimum amount necessary for 
the intended purpose. The HITECH Act 
provides that covered entities must limit 
their use and disclosure of PHI to either 
a limited data set of health information 
(which involves PHI with most individual 
identifiers removed) or if that is not 
practicable, to the minimum amount of 
PHI necessary under the circumstances. 

Since the enactment of the HITECH 
Act, covered entities and their business 
associates have been awaiting guidance 
from OCR regarding what constitutes the 
“minimum necessary” PHI. This proposed 
rule does not provide any substantive 
guidance in this area. Instead, HHS 
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punts and requests public comment on 
those aspects of the minimum necessary 
standard for which the industry would like 
further guidance and clarification. 

Notice of privacy practices changes

The proposed rule contains a number of 
material changes that covered entities 
would be required to make to their notice 
of privacy practices. Specifically, the 
proposed rule provides that notice of 
privacy practices must contain enhanced 
information about authorizations, 
including a description of the uses 
and disclosures of PHI that require an 
authorization (including, for example, 
uses and disclosures for marketing 
purposes of the sale of PHI) and a 
statement that individuals have the right 
to revoke authorizations. 

The proposed rule contemplates notices of 
privacy practices containing an enhanced 
description of disclosures of PHI for 
treatment, payment, and healthcare 

operations as well as a statement about an 
individual’s right to request restrictions on 
certain uses and disclosures of PHI. Even 
though patients may not read the notices 
of privacy practices they receive from 
various providers that were designed to 
protect them, the proposed rule suggests 
that going forward, OCR will. NP
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Her practice focuses primarily on assisting 
providers, including hospitals, laboratories, 
and pharmacies with regulatory compli-
ance, licensure and certification, payment 
and operational issues. You may contact her 
by phone at (310) 551-8140 or by email at 
hlevybiehl@health-law.com.
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AHIA has learned of the passing of Margaret 
Richardson early last year. Margaret was one of the five 
founders of the Healthcare Internal Auditors Group 
(HIAG), now AHIA. 

She shared the foresight of the need for internal 
auditors in the healthcare industry to gather, meet, 
and learn from one another. A visionary, she was the 
steady voice of reason in the formative years of our 
Association. Through her sage guidance, the Association 
weathered initial growing pains to emerge into a vibrant 
organization that has supported many thousands of 
healthcare internal auditors throughout the years.

Margaret retired as the internal auditor from St. Joseph 
Medical Center in Wichita, Kansas. Her other interests 
led her to the national board of the Arthritis Foundation, 
where she chaired its audit committee. Margaret was 
listed in the Who’s Who of American Women, and was a 
member of the American Society of Women Accountants, 
as well as the American Institute of Certified Public 
Accountants.

She was the mother of six children, a grandmother to 
three and a great grandmother to three. Her husband 
Walter, her son David, and her daughter Theresa 
preceded her in death.

In Memoriam
Margaret Anne Richardson, CPA
Age 85
Co-founder of Association of Healthcare Internal Auditors
(Then Healthcare Internal Audit Group)


