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Legal Insights

By Hope R. Levy-Biehl

HIPAA & HITECH Compliance 
No Laughing Matter

Everything changed on February 17, 
2010—at least for so-called business 
associates under the Health Insurance 
Portability and Accountability Act of 
1996 (HIPAA). As part of the Obama 
Administration’s federal stimulus package, 
the American Recovery and Reinvestment 
Act of 2009 (ARRA), the Obama 
administration also passed the Health 
Information Technology for Economic and 
Clinical Health Act (Pub. Law 111-005), 
referred to throughout as the HITECH 
Act. The HITECH Act was a game changer 
for business associates of HIPAA covered 
entities, previously subject to contractual 
obligations under HIPAA, but not subject 
directly to certain key provisions of the 
HIPAA privacy and security rule.

In general, the HIPAA privacy rule 
regulates the use and disclosure of 
certain individually identifi able health 
information by health plans, healthcare 
clearinghouses and healthcare providers 
who engage in certain types of electronic 
transactions. The individually identifi able 
health information protected by HIPAA 
is commonly referred to as “protected 
health information” or “PHI” with the 
health plans, healthcare clearinghouses 
and healthcare providers regulated by 
HIPAA known as “covered entities.” The 
HIPAA security rule has a different focus. 

It requires covered entities to implement 
administrative, technical and physical 
safeguards to secure electronic PHI.

Under HIPAA, covered entities may 
disclose PHI to “business associates” 
without a patient authorization if the 
disclosure is necessary to assist the 
covered entity in performing HIPAA 
covered functions. Business associates 
include healthcare consultants, auditors, 
coders, billers, attorneys, and others 
providing professional services to HIPAA 
covered entities.

In order for a covered entity to disclose 
PHI to a business associate without an 
authorization, it must obtain written 
assurances from the business associate 
that it will safeguard the information in 
accordance with the HIPAA requirements. 
These assurances must be in writing 
and documented in an agreement 
often referred to as a business associate 
agreement (BAA). Prior to HITECH, 
HIPAA required covered entities to 
impose certain requirements on business 
associates, but business associates 
themselves were not regulated directly, 
either by the Department of Health and 
Human Services (HHS) or its Offi ce of 
Civil Rights (OCR).

Now, with HITECH in place, most of the 
requirements in HIPAA’s privacy and 
security rules apply to business associates 
directly. Among other things, HITECH 
requires a business associate to:

• implement written policies and 
procedures; 

• develop a system for identifying 
breaches and notifying covered 
entities following discovery of a 
breach of unsecured PHI; 

• mitigate any harms from the 
inappropriate use or disclosure of 
PHI; 

• train its workforce;

• develop a sanctions policy; 

• establish security safeguards; 

• appoint a privacy offi cer; and 

• develop and implement a complaint 
system.

For the business associate like the 
healthcare auditor, consultant or law fi rm, 
these requirements are signifi cant and far 
reaching.

As of February 17, 2010 business 
associates were required to comply with 
those provisions of the security rule 
that require the use of administrative, 
technical, and physical safeguards to 
protect the confi dentiality, integrity, and 
availability of electronic PHI received 
from or on behalf of covered entities, and 
they must implement written policies 
and procedures documenting those 
safeguards.

The security rule contains approximately 
36 specifi c security safeguards for 
securing electronic PHI, including the 
requirement a covered entity, and now, 
its business associates, implement a 
sanctions policy, a complaint system 
and training programs. Some of those 
36 security standards are “addressable,” 
meaning they must be considered for 
implementation, and if not implemented, 
the covered entity or business associate 
must document why they were not 
implemented. Other standards are 
required, which means the standards 
must be adopted, although the means for 
implementation are somewhat fl exible.

Under HITECH, business associates must 
now: 

• assess the ways in which client 
medical information can be lost, 
stolen or improperly accessed; 
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• determine how to reasonably protect 
against those risks using the security 
rule’s safeguards; 

• document those efforts in written 
policies and procedures; 

• train personnel on the policies and 
procedures; and 

• enforce those policies and 
procedures.

HITECH changed HIPAA in more 
ways than simply extending its reach 
directly to business associates. HITECH 
mandated that covered entities provide 

certain notices to patients, the Office of 
Civil Rights and in some instances the 
media following discovery of a breach 
of unsecured PHI. When a business 
associate of a covered entity has 
discovered a reportable breach, it must 
notify the covered entity with which it 
contracts without unreasonable delay 
and in no case later than 60 calendar 
days after discovery of the breach. 
(See 42 U.S.C. § 17932(d); 45 C.F.R. § 
164.404(b)). To the extent possible, the 
business associate must identify the 
individual whose unsecured PHI was 
breached as well as any additional 
information the covered entity will need 
to notify the patients.

As a threshold question, prior to 
providing notice, a covered entity and/
or its business associates must determine 
whether there has been a breach that is 
reportable. A breach is defined as the 
acquisition, access, use, or disclosure of 
PHI in a manner not permitted under 
the privacy rule that compromises the 
security or privacy of PHI. HHS has 
articulated the following three prong 
“significant harm” test for a covered 
entity or business associate to use in 
evaluating whether there has been a 
breach that compromises the security or 
privacy of PHI, namely:

• Has there has been an impermissible 
use or disclosure of PHI under the 
Privacy Rule? 

• Does the impermissible use or 
disclosure compromise the privacy 
or security of the PHI by creating 
a significant risk of financial, 
reputational, or other harm to the 
individual? and 

• Is the incident excluded from the 
statutory definition of “breach.” 

The answers to these questions will 
enable a covered entity or its business 
associate to determine whether a potential 
violation of the privacy rule requires 
disclosure to the patient, HHS and 
perhaps the media.

Prior to even conducting this risk 
assessment, covered entities and business 
associates should evaluate whether the 
breach involved “secured” PHI, since 
the breach of such secured PHI does not 
trigger the notice rule at all. At the time 
this article was prepared, there were only 
two ways to secure PHI, namely by either 
destroying it or encrypting it in a manner 
approved by HHS. Certain common 
security mechanisms, including access 
controls, such as passwords, firewalls, 
biometric controls, are not equivalent to 
encryption and are not sufficient, absent 
more, to “secure” PHI and to insulate it 
from potential breach notice exposure.

In addition to extending HIPAA’s reach 
to business associates and mandating 
breach notifications under certain 
circumstances, HITECH also raised the 
bar for HIPAA violations. Covered entities 
and their business associates are now 
liable for HIPAA violations in the same 
way. HIPAA’s criminal fines for knowing 
and improper HIPAA violations range 

from $50,000 to $500,000, while jail time 
ranges from 1 to 10 years. HITECH also 
dramatically expanded civil penalties, 
allowing a fine for wrongful disclosure of 
PHI of up to $1,500,000 per calendar year.

As if all of this were not enough, under 
HITECH, the Secretary of HHS is now 
required to conduct periodic audits to 
ensure that covered entities and business 
associates alike are complying with the 
law. Because the HIPAA requirements 
are extensive and burdensome, audits 
are likely to turn up evidence of 
noncompliance, and they may well lead to 
penalties and more enforcement actions. 
Furthermore, HITECH has empowered 
state attorneys general who believe that 
residents of their state have been affected 
by violations of HIPAA or HITECH to 
bring a civil action in federal court to 
enjoin further violations; they can also 
seek statutory damages and a court may 
award costs and reasonable attorney fees 
to the state in any successful action. 

Since the 2009 enactment of HITECH, 
there have been several major regulatory 
issuances that affect covered entities and 
business associates alike, including, for 
example, the April 17, 2009 guidance 
on how to secure PHI as well as the 
August 24, 2009 publication of the breach 
notification rule. We expect further, 
significant, HIPAA-related guidance later 
this year, including the long-awaited 
clarification of the so-called minimum 
necessary rule. This marks a major change 
in the HIPAA regulatory and enforcement 
scheme, which has been largely dormant 
since HIPAA was first enacted more than 
ten years ago. This means that business 
associates and covered entities alike 
must engage in extensive and ongoing 
compliance efforts, which must include 
staying abreast of changes in the law 
as the HIPAA and HITECH climate 
continues to evolve. NP
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