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When internal auditors and 

compliance personnel discover potential 

violations of reimbursement rules or 

anti-fraud rules, it is crucial that they 

tread carefully to avoid inadvertently 

harming their healthcare organization.  

Auditors and compliance personnel 

may fi nd it well worth their time to learn 

the basic principles of attorney-client 

privilege, to protect sensitive material 

and to avoid creating information that 

could be used against them or their 

healthcare organizations.

Internal revenues are vitally 

important for healthcare organizations 

to remain compliant.  

Internal reviews enable the health-

care organizations to identify the 

nature of discovered problems, how 

widespread they are, and what sort of 

response strategy is appropriate. 

But if these internal reviews 

are handled incorrectly, they may 

place the healthcare organizations 

into more trouble than if no review 

was undertaken!  This is because of 

questions of confi dentiality and privilege.  

Specifi cally, information identifi ed by a 

healthcare organization in assessing its 

compliance, as well as any documents 

created by that analysis and any notes 

taken in connection with that analysis, 

must be turned over to the government 

(or to the investigatory intermediary 

or carrier) upon its request!  And, if a 

fraud investigation commences, it is 

AUDIT YOUR ACTIVITIES WITHOUT 

SHOOTING YOURSELF IN THE FOOT!

Auditors..learn basic prinicipals of 

attorney-client privilege.

Help protect sensitive material!

Neil Caesar and Kelly R. Pickens, Attorneys
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virtually certain that the government will 

request this sort of information as part 

of its “discovery” efforts in connection 

with its investigation or civil/criminal 

prosecution.  Information identifi ed by 

an outside consultant must also be 

delivered upon request.  Reports and 

work notes must also be turned over.  

If the government, carrier/intermediary 

(or a private party in a qui tam lawsuit) 

is permitted to review this information, 

the healthcare organizations will have 

assisted them in identifying pertinent 

information, analyzing that information, 

and consolidating that information into 

summary conclusions.

Here are some situations where 

internal audits could work against a 

healthcare organization:

Lurking Dangers

! If outside advisors or internal 

audit/compliance personnel pres-

ent a Report to the healthcare 

organization which states, “You 

have problems X, Y and Z; you should 

correct these problems, repay 

overpayments to the government, 

and then implement a compliance 

plan,” this set of recommendations 

is discoverable by the government.  

If the healthcare organization fails 

to fi x the problem, the government 

will come down on the healthcare 

organization with substantial 

penalties and fi nes.  To the OIG, 

almost nothing is worse than failing 

to correct a known problem.

! If that same Report were to suggest 

a particular solution to the problem, 

and the healthcare organization 

instead implemented an acceptable 

alternate solution, the failure to act 

as recommended in the Report 

can lead to enhanced scrutiny, 

suspicion and, perhaps, attempted 

sanctions by the government.  This 

is especially true if the government 

believes that the healthcare 

organization’s failure to implement 

the precisely recommended solu-

tions means that no acceptable 

solution was implemented.

! Similarly, if the Report recom-

mended that certain alleged 

overpayments be repaid by the 

healthcare organization, but the 

organization concludes (after 

further analysis with a competent 

health lawyer) that the alleged 

billing violation is not certain and, 

therefore, that present repayment 

is not required, the government may 

view the failure to repay as evidence 

of the healthcare organization’s 

willful continuing violation of the 

law.  The healthcare organization 

then is put in the unfortunate 

position of having to explain why 

its failure to act on the Report’s 

recommendations is nonetheless 

justifi able.

! Finally, if the healthcare organization 

were to conclude that the Report’s 

future recommendations were not 

yet essential, and that it merely 

needed to correct specifi cally-

identifi ed defi ciencies, the health-

care organization would be in full 

compliance with the law at that 

point.  Nothing in the law requires 

compliance programs; rather, 

healthcare organizations merely 

are required to obey the relevant 

rules.  But, in our example, the 

healthcare organization’s failure 

to implement the Report’s broader 

recommendations may suggest to 

the government that the healthcare 

organization failed to take other 

recommended actions, and/or has 

an evasive and indifferent attitude 

toward compliance generally.  

Either assessment will create a 

more suspicious and aggressive 

investigation by the government.

Also, don’t forget that compliance 

problems are often discovered 

inadvertently in the course of other 

work.  Suppose, for example, an outside 

consultant said to your healthcare 

organization, “Let us review your 

billing patterns to identify where 

you may be missing reimbursement 

opportunities by underbilling for certain 

services rendered.”  Your healthcare 

organization agrees, and the consultant 

commences the claims and records 

review.  If that review then identifi es 

compliance problems as well as 

missed opportunities, this information 

is discoverable by the government.  If 

the information suggests a pattern 

of violations, the consultant’s efforts 

to help the healthcare organization 

enhance its revenues may backfi re 

dramatically, and make it easier for 

the government to contend that the 

healthcare organization’s claims contain 

a pattern of errors which suggests 

fraud.

Some outside consultants or 

internal auditors/compliance personnel 

try to reduce  risks by giving an 

oral presentation to the healthcare 

organization, thus minimizing the  written 

product.  But  their work notes and other 

materials remain discoverable.  If the 

outside consultants or internal auditors/

compliance personnel took no work 

notes, the healthcare organization’s 

notes from these discussions with 

the outside consultants or internal 

auditors/compliance personnel are 

discoverable.  (If no one took any notes, 

we would question the usefulness of the 

assignment!)

In addition, these outside 

consultants or internal auditors/

compliance personnel may themselves 

be vulnerable to allegations of fraud.  

When an outside consultant or 

internal auditor/compliance person 

learns of information that suggests 

(or even confi rms) evidence of fraud, 

the government may contend that the 

consultant or employee has a duty to 

communicate that information to the 

government.  In some circumstances, 

failure to disclose fraudulent activity 

may be actionable as “misprison of 

felony,” and may raise false claims 

issues as well. This usually arises in the 

criminal context, but some government 

offi cials have suggested that it can 

apply civilly as well.  While many health 

lawyers feel this is an inappropriate over-

extension of the law, some government 

offi cials appear to disagree.  Billing 

agents, accountants and consultants 
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communication from discovery, but not 

the underlying information addressed 

by the communication.

Thus, when a healthcare organi-

zation undertakes an internal review 

and discovers regulatory compliance 

problems, the attorney-client 

privilege can protect the discussions 

among the lawyer, consultants, 

auditors, compliance personnel, the 

management team and employees 

about pertinent matters; the analysis 

and assessment of options; work notes, 

reports or other materials prepared 

in connection with the assessment; 

details of any employee interview or 

other investigatory discussions that 

took place in furtherance of the legal 

work; and any discussions by the 

parties in connection with the drafting, 

fi ne-tuning and implementation of 

compliance policies and protocols to 

fi x the problems and minimize their 

chance of recurrence of those or similar 

problems.

However, the lawyer-client privilege 

cannot protect against disclosure of 

the actual information in the medical 

records or billing fi les.  So, for example, 

if the government were to ask for a 

patient’s medical records to identify 

whether the healthcare organization 

had appropriately documented the care 

provided, the healthcare organization 

could not hide behind attorney-client 

privilege to prevent turning over 

the records.  But if the healthcare 

organization had already discussed 

the problem of poor documentation 

and what to do about the government’s 

inquiry with the lawyer and his team, 

those discussions could be protected.  

Notes or communications relating 

to that legal analysis can also be 

protected. 

Similarly, if the government were 

to seek a healthcare organization’s 

service contract with a physician to 

determine compliance with the Stark 

or anti-kickback laws, the attorney-

client privilege would not protect these 

documents from government scrutiny.  

However, if the government also asked 

outside consultants or internal audit/

compliance personnel continue to offer 

this sort of assessment and compliance 

service without harm to the healthcare 

organization and to themselves?

The answer, we suggest, is that 

when this sort of work fi rst leads to 

compliance concerns, the work must be 

stopped, and then re-started under the 

direction of a competent health lawyer, 

working collaboratively with competent 

consultants and/or competent members 

of your  staff.  Further, this must all be 

done within the delicate parameters of 

the attorney-client privilege, in order to 

preserve the confi dentiality of the team’s 

investigation, analysis, work notes and 

internal written communications. 

Legal Tests

The attorney-client privilege applies 

to a company’s internal investigation 

activities.  The United States Supreme 

Court, in Upjohn v. U.S., held that the 

privilege applied in that case because:

! The privileged communications 

were made by employees pursuant 

to instructions, and the purpose 

of these communications was to 

enable the corporation to secure 

legal advice;

! The information communicated 

concerned information within the 

scope of the employees’ duties;

! The employees were aware that the 

reason for the communication was 

to obtain legal advice;

! The lawyer needed the information 

to provide that legal advice, and 

the employee communicated 

information that was not already 

known by senior management 

personnel; and

! The employees were told to keep 

the information confi dential, and 

they followed instructions.

Note that these tests focus on the 

communication process, not on the 

underlying information.  In general, 

the attorney-client privilege protects 

have all been subjected to government 

scrutiny and sanctions.  Because there 

is no such thing as “accountant-client 

privilege,” “consultant-client privilege,” 

“compliance offi cer-client privilege” 

or “auditor-client privilege”, the 

outside consultant or internal auditor/

compliance personnel cannot protect 

information which federal law (or state 

law, if it also applies) might require be 

disclosed.  Consultants or employees 

who fi nd themselves in this position will 

feel rather uncomfortable, to say the 

least.

Ironically, because there is no 

available non-lawyer privilege, the 

consultant or employee who learns of 

billing problems could become involved  

in litigation against the healthcare 

organization!  This would be grossly 

unfair, of course.  The healthcare 

organization would undoubtedly make 

a number of equitable and legal 

arguments challenging this entitlement, 

and may even prevail in that challenge.  

But a qui tam lawsuit -- one in which 

a private party sues on behalf of the 

government --  often is not disclosed 

to the defendant until a number of 

months have passed, so the healthcare 

organization may not be in a position 

to object until the case has been fairly 

well developed.  Also, consider the 

consultant’s or employee’s dilemma if 

the healthcare organization refuses to 

acknowledge evidence of fraud.  If the 

consultant or employee perceives that 

he/she has an obligation to ensure 

that this information is disclosed to 

the government, the consultant or 

employee might perceive that a qui tam 

lawsuit is a viable alternative approach 

to disclosure. 

Talk about being caught between 

the proverbial rock and  hard 

place!  How can you   assess your 

healthcare organization’s compliance 

with reimbursement and regulatory 

requirements, without developing 

information and creating written work 

product that the government, payers 

and plaintiffs can look at and utilize 

for their own advantage?  How can 
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for information about that physician’s 

referral patterns or utilization of 

referred services, this information could 

be protected if it had been developed 

as part of an internal legal assessment 

under the direction of the lawyer.

Pervious Shield?

Are there gray areas in this analysis, 

so that we cannot be certain of whether 

the privilege would apply to specifi c sorts 

of information or requests?  Of course.  

But it is usually important to structure 

compliance projects to take advantage 

of the attorney-client privilege to the 

greatest extent available, even if 

perfection is elusive.

Two other aspects of attorney-client 

privilege are particularly important for 

internal healthcare compliance reviews.  

First, because federal law does not 

recognize an accountant-client, auditor-

client or consultant-client privilege, 

the attorney-client privilege applies 

to accountants, consultants, internal 

auditors and compliance personnel 

only if they provide services at the 

attorney’s direction.  Also, the services 

must be provided for the purpose of 

helping the attorney develop legal 

advice.  This is a key distinction under 

the law, between outside consultants or 

internal audit/compliance personnel’s 

work as healthcare organization’s 

business advisors, and the consultants 

or employees’ work in helping the 

attorney translate fi nancial information, 

identify strengths and weaknesses in 

the documentation of a particular claim 

or explain the appropriateness of a 

particular DRG code.

To help document the agency 

relationship between attorney and 

consultant/auditor/ compliance 

personnel, we usually note in our 

compliance engagement letters the 

likelihood that we may utilize consultants 

or the healthcare organization’s own 

personnel. If applicable, we also have 

the client acknowledge in writing that 

we have been hired as special counsel, 

that confi dentiality is required and that 

we may include consultants or other 

professionals on our team to shape 

legal analysis and advice.  Also, such 

an approach can demonstrate that 

communications made by employees 

and agents to the attorney are made 

at the direction of top management.  

This is one of the required elements to 

invoke the attorney-client privilege.

In addition, we prepare a written 

memorandum for the healthcare 

organization to distribute to those 

who may be interviewed as part of the 

compliance activity.  This memorandum 

makes clear the purpose of the 

communication, the fact of the privilege 

and the need for confi dentiality.  Note 

that it may be appropriate for the 

attorney to delegate responsibility for 

interviewing staff who “tell their story” 

to the delegated consultant, who in turn 

presents that information to the attorney 

for analysis and possible action.

Separate Legal and Business Advice

Second, as a general matter, it 

is important to keep legal advice and 

business advice separate, as the 

attorney-client privilege only applies 

to legal communications.  This is an 

important distinction, particularly 

for consultants or audit/compliance 

personnel who become part of the legal 

team for the compliance work and who 

also serve as business consultants 

or employees for the healthcare 

organization.  It is crucial that these 

consultants or employees conduct 

business discussions separately, using 

separate labels, separate work notes 

and separate fi les.

As an example, contrast the 

following two descriptions of a project 

involving consulting compliance issues:

“We will review your medical 

records and billing procedures to 

identify revenue opportunities that 

you may have missed.  Also, our 

review may help identify problems 

that may need to be fi xed.”

OR:

“We will review your medical records 

and billing policies to determine 

compliance with Medicare rules and 

other laws.  If our review identifi es 

opportunities for billing revenues 

that you have missed, discussion 

of those issues will be outside the 

scope of this assignment.”

Privilege is much easier to 

challenge in the fi rst example, because 

it suggests that the purpose (or at least 

a primary purpose) of the assignment is 

to increase revenues.  That is business 

advice, rather that legal advice.

Keys to Success

Here are eight additional keys for 

safely and effectively using the attorney-

client privilege:

1. Segregate privileged dis-

cussions.  If an attorney is working with 

the healthcare organization’s outside 

consultant or internal audit/compliance 

personnel for both the legal compliance 

work and for other projects, only those 

confi dential discussions which relate 

to compliance legal work fall within the 

attorney-client privilege.  In general, 

arrangements in which the attorney 

uses a healthcare organization’s regular 

outside consultant or internal audit/

compliance personnel to help with 

legal review and/or compliance work 

warrant particular caution.  When a 

healthcare organization communicates 

with its outside consultants or 

internal audit/compliance personnel 

prior to communicating with an 

attorney, the courts generally assume 

that the healthcare organization’s 

communications with the non-attorneys 

were primarily for the purposes of 

obtaining their technical assistance -- 

that is, their business advice/services, 

rather than legal advice/services.  As 

a practical matter, in these instances 

the unavoidable question will arise as 

to whether privileged communications 
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(like most legal rights) can be waived.  

Real-life “horror stories” demonstrate 

that a healthcare organization can 

inadvertently waive privilege when it 

allows government investigators to look 

at privileged documents.  Therefore, 

it is essential that nothing be turned 

over to the government without fi rst 

being scrutinized, so that documents 

for which privilege will be sought are 

removed.  Needless to say, this should 

be coordinated by the healthcare 

organization’s attorney.

5. Special counsel and regular 

counsel.  If special outside counsel 

is brought in for the compliance 

review and program development, it 

is often important for the healthcare 

organization’s regular attorneys also 

to be involved with that project.  But 

consider carefully whether regular 

counsel should avoid a large role with 

the initial compliance work.  Regular 

counsel’s client is the healthcare 

organization, not its individual 

employees.  If the attorney also has 

a strong relationship with individual 

offi cers in the healthcare organization, 

then compliance problems which involve 

those offi cers may create a confl ict of 

interest for the ongoing attorney.  It is 

sometimes safer to use an outside team 

for the trouble-shooting work.

6. Details matter.  It is essential 

that the parties adhere scrupulously to 

the conditions required for the privilege.  

If, for example, privilege cannot be 

extended to the outside consultant or 

internal audit/compliance personnel, 

then a healthcare organization which 

discloses attorney communications to 

the consultant or employee will waive 

the attorney-client privilege by virtue of 

that non-confi dential communication!

7. Useful but not dependable.  

Despite all the protections and 

tips suggested above, do not rely 

excessively on the privilege.  While the 

attorney-client privilege is important, 

it is also quite delicate.  The privilege 

the protection of the attorney-client 

privilege state “Attorney-Client Work 

Product -- Do Not Distribute”, or words 

to that effect.

3. Declare privilege where 

appropriate.  It helps to draft privileged 

documents (both to and from the 

attorney) with wording that helps justify 

the privilege.  Consider, for example, the 

merits of a compliance letter from an 

attorney which begins as follows:

“You have asked for my advice 

on the legal implications of your 

claims submissions and medical 

records documentation and 

their compliance with Medicare, 

Medicaid, and other third party 

payment requirements.  The 

following memorandum offers my 

preliminary legal advice on that 

topic.”

Similarly, documents to the attorney 

made by members of the healthcare 

organization’s compliance team typically 

will begin by saying,

“This information is being provided 

at the request of company counsel 

for [his] use and at his direction”, or 

words to that effect.

  As another example, here’s 

how the healthcare organization’s CEO 

might communicate:

“I understand that, as part of 

the legal project conducted by 

outside counsel, you [that is, senior 

management] have asked me to 

write a memorandum detailing 

company practices involving [____

_____].  That information follows.”

4. Create a compliance policy.  An 

effective Compliance Program should 

include a clear company policy regarding 

how to respond to government inquiries.  

This applies to the attorney-client 

privilege because of a concept known 

as “waiver.”  The attorney-client privilege 

were preceded by comparable, 

unprivileged discussions about the 

same issues with the consultants 

or employees.  If so, the privilege is 

lost, because of the unprotected prior 

discussions.

Thus, in general it is essential 

that an outside consultant or internal 

audit/compliance personnel who shifts 

during a particular project from being 

a healthcare organization’s business 

consultant to being the attorney’s 

agent and “team member” be able to 

demonstrate that they did not make 

any unprivileged communications which 

duplicate later discussions for which 

privilege is sought.

The attorney must also be able to 

show that the consultant or employee’s 

assistance was important to the lawyer’s 

advice.  For this reason, a wise health 

lawyer will create a contemporaneous 

written memorandum which 

memorializes what the consultant or 

employee did/did not say or do prior to 

the attorney being engaged for purposes 

of the legal review and/or compliance 

effort.

2. “Need to know” basis.  The 

danger that a healthcare organization 

may waive the privilege by making non-

confi dential communications applies in 

other situations.  Remember that the 

privilege requires that communications 

be made to (and by) people who 

discuss information within their areas 

of responsibility.  Also recall that the 

privilege requires that the confi dential 

information be shared only with 

people who are connected to the legal 

problem in question.  Because of these 

requirements, you must be careful 

to restrict distribution of privileged 

material to the most narrow group 

of persons.  Even circulation to the 

healthcare organization’s full Board of 

Directors is not always safe, depending 

on the problem being addressed!

Similarly, people who receive copies 

must not distribute them to anyone 

else.  Smart attorneys try to ensure 

that client communications which seek 
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can withstand sustained government 

challenge only with caution and care.  

Slip-ups can occur, despite best 

efforts.

One lesson to learn from 

these dangers is to keep written 

communications on sensitive points 

to a minimum.  When written material 

is necessary, it should be drafted to 

the greatest extent possible with the 

idea that it may be read by outsiders.  

Verbiage in any documents should be 

very precise, to avoid misinterpretation 

or unnecessary disclosure.  For this 

reason, when we perform legal reviews, 

compliance assessments, policy 

drafting, etc., we try to present our 

“reports” to the healthcare organization 

orally, with as little written presentation 

as is practical.

8. Why bother? Finally, some 

healthcare organizations and their 

consultants have expressed cynicism 

about the value of the attorney-client 

privilege.  The government’s powers and 

aggressiveness are so extensive these 

days, they reason, that the government 

will obtain anything it wants.  Why bother 

with burdensome or expensive efforts 

to protect against the inevitable?

We acknowledge this concern, 

and we certainly concede that the 

government (or a private litigant) will 

challenge a claim of privilege whenever 

a particular protected document or other 

information seems to be important to 

its case.  We also agree that successful 

application of the attorney-client 

privilege may well frustrate government 

investigators, creating further tensions.  

But there are many instances where 

the protection is absolutely essential 

to protect extremely damaging 

information.  Even when this is not the 

case, the privilege can often be most 

valuable as something to be conceded 

– or partially conceded – in order 

to yield a more conciliatory attitude 

towards settlement.

In other words, if the government 

cannot easily obtain certain documents 

or other information without the 

healthcare organization’s cooperation 

and willingness to waive the attorney-

client privilege, then the healthcare 

organization will often be able to 

persuade the investigators to conclude 

their investigation and demands for 

payment in a relatively favorable 

manner, as long as the information 

in the documents does not add new 

concerns for the investigators.  The 

healthcare organization’s ability to 

use the attorney-client privilege to 

leverage reasonable settlements may 

be extremely important.

Further, we believe that efforts 

by a healthcare organization to 

communicate carefully, in order to 

stay within the scope of the privilege, 

will often result in more focused, 

reasoned and productive actions than 

would occur if confi dentiality were not 

an issue.  In our experience, efforts to 

stay within the confi nes of the attorney-

client privilege will enable a healthcare 

organization to conduct an internal legal 

assessment or to establish a remedial 

Compliance Policy more quickly and 

less expensively than would otherwise 

be possible.  This benefi t, too, should 

not be undervalued.

In the end, what matters is 

the correction of problems, the 

implementation of systems to avoid 

future errors, and an attorney’s written 

confi rmation that the healthcare 

organization has established carefully 

planned, effective procedures.  This 

“stamp of approval” will be valuable in 

responding to any further government 

inquiries that may occur.  !
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Disclaimer:  Materials in this article 

have been prepared by the Health 

Law Center for general informational 

purposes only.  This information 

does not constitute legal advice.  You 

should not act, or refrain from acting, 

based upon any information in this 

presentation.  Neither our presentation 

of such information nor your receipt of 

it creates nor will create an attorney-

client relationship.


