
Our organization is a large Midwestern 
healthcare system with 14 hospitals and many 
other health-related organizations. We are 
committed to improving the health and well-

being of the people and communities we serve through 
leadership, education, innovation and excellence in medicine. 
For our organization, providing these high quality services in 
the most effective and efficient manner is a high priority.

In 2014, our health system began a multiyear initiative to 
move all 14 hospitals to a single version of an EHR. The goal 
was to provide a seamless process for the patient experience 
and bring standardization and consistency across the 
health system. This effort represents the largest single 
transformation initiative in our health system’s history and 
impacts all areas of our organization.

As the project began to develop, Audit Services and 
Corporate Compliance staff discussed how to become 
involved to ensure appropriate attention was given to 
the subsequent risks and related controls. We thought 
risks could be addressed in a proactive approach across 
operational, financial, compliance, technology and clinical 
areas to ensure key controls were acknowledged early in the 
design/build efforts.

Traditionally, we have addressed financial, operational and 
technology risks. We have now expanded that scope to include 
clinical and patient safety considerations. These areas are not 
new to our profession, but they have been quite difficult to 
deliver on a consistent basis due to a variety of barriers.

For example:

 • Tight implementation timelines

 • Reluctance to accept changes that may delay the project

 • Lack of sufficient audit resources to staff the project

These obstacles led to control deficiencies that were not 
identified until after implementation, causing significant re-
work and changes.

Large Project Participation:  
A Case Study
A proactive method for an electronic health records system implementation
By Donald Fitzgerald, Sally Terrace and Cory McClellan

BJC HealthCare—one of the largest nonprofit 
healthcare organizations in the U.S.—is 
implementing a new electronic health 
records system for all of its hospitals. Here's 
what you can learn from their experience.

Don Fitzgerald is the Vice President-
Audit Services for BJC HealthCare 
(BJC) in St. Louis, Mo. BJC HealthCare 
a nonprofit healthcare organization 
focused on delivering services to 
residents primarily in Missouri and 
southern Illinois. You can reach Don at 
DFitzgerald@bjc.org.

Sally Terrace is the Vice President 
and Associate General Counsel for 
BJC HealthCare. Sally focuses her 
efforts on BJC’s compliance program 
and providing legal services to BJC’s 
academic medical center hospitals. You 
can reach Sally at STerrace@bjc.org.

Cory McClellan is a Director in the PwC 
Risk Assurance practice with 12 years of 
experience focusing on IT systems and 
internal controls. She has led projects 
including readiness assessments, 
internal audit services, SSAEs, and 
integrated audits (SOX). You can reach 
Cory at Cory.Z.McClellan@pwc.com.

38  New Perspectives Association of Healthcare Internal Auditors Spring 2017

Feature



Epic, which was selected as our EHR software, includes 
approximately 20 separate applications and interfaces 
with hundreds of ancillary applications throughout our 
healthcare delivery system.

Frequent and consistent 
communication between 
all parties is central 
to overall success.

We recognized there were not enough internal audit and 
compliance resources to properly staff a project of this 
magnitude. Therefore, it was important to engage an 
outside consultant with specialized experience with the 
EHR product and subject matter expertise that could also 
provide additional resources to accomplish the work. Senior 
leadership agreed that a proactive risk and control project 
was the right approach for our organization.

Project leader buy-in
Realizing how important buy-in and support would 
be to the success of our project, we met with the EHR 
implementation project leaders to introduce the concept 
and goals of the project. The support of the system’s senior 
leadership aided significantly in this effort.

A separate Risk and Controls Steering Committee was 
formed, consisting of the two Epic Project co-leads, the 
Chief Financial Officer, the Vice President of Corporate 
Compliance, the Vice President of Audit Services, the Chief 
Medical Information Officer, and project leads from the 
outside consultant.

Monthly meetings are held to discuss progress reports, 
accomplishments, barriers and opportunities. Any issues not 
resolved at this level are escalated to the Project Executive 

Committee. We found that frequent and consistent 
communication between all parties is central to the overall 
success of an effort like this.

Relationships with operational and technical leads for each 
application have been valuable. We have seen changes with 
respect to:

 • Day-to-day workloads

 • Participation in appropriate meetings

 • Identification of risks and key controls

 • Building the risk and control matrices to track the work 
performed

 • Future testing, monitoring and auditing

Being present at periodic project leads meetings helps 
educate everyone on the importance of this effort, identifies 
issues quickly, and permits planning for remediation in an 
efficient and effective manner.

It was important to engage 
an outside consultant with 

specialized experience 
with the EHR product.

Early involvement
Another key to the success of this project was our involve-
ment from the very beginning. It is important to have a 
seat at the table so the whole project team understands 
the premise of ensuring the right risks and related controls 
are considered proactively. This involves being present at 
the design/build sessions where processes are reviewed 
and decisions are made about the work flows for each 
application.
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We expended significant effort to determine which sessions 
our audit, compliance and consultant project teams needed 
to attend.

Risks and controls
We developed risk and control matrices for each application 
that are used to track identified risks and potential controls 
needed to mitigate those risks. These controls are embedded 
or configured within the application wherever possible, but 
they can also be a manual control or a policy designed to 
mitigate the risk. This matrix becomes a valuable document 
for the lifecycle of the project from the design/build stages 
through testing and implementation. It can be used for 
subsequent auditing and monitoring after implementation.

Exhibit 1 shows the traditional approach to identify risks and 
controls and considers financial, compliance and technology 
controls across all the different operational areas. This 
project added a patient safety and clinical quality layer (C) in 
addition to our traditional focus.

Clinical risks arise from processes and systems used in 
providing clinical care and can create challenges for 
providers and healthcare organizations, potentially leading 
to patient harm. The objective is to identify, mitigate and 
monitor these clinical risks by recommending opportunities 
for clinical controls and countermeasure solutions, 
specifically ones that can be configured within the EHR.

The process of observation and discussion at the design 
sessions as well as analysis of our adverse event database 
identified common risks in key clinical areas. The common 
risks were brought to the design/build teams with 
suggested mitigating controls or countermeasures to 
proactively address these situations (Exhibit 2). These could 
take the form of an embedded or configured control, a 
manual control or a policy addressing the issue, and are 
documented in the risk and control matrix to be used for 
future auditing and monitoring.

Our audit team reviewed test 
scripts to ensure inclusion 

of all identified controls 
in each application.

When these and other specific types of risk are identified, 
efforts are made to ensure proper mitigating controls are 
considered and put into place.

The importance of technology controls expands beyond 
the traditional view related to financial and operational 
areas when clinical and patient safety risks are specifically 

Exhibit 1: Methodology – layers of internal controls
Using a patient safety and clinical quality layer (C) in addition to our traditional financial, compliance and technology risk and controls

40  New Perspectives Association of Healthcare Internal Auditors Spring 2017

Feature



included. The EHR will interface with hundreds of clinical 
applications throughout the healthcare system. Numerous 
data conversions will be necessary. Security around 
data and access to systems must also be considered and 
evaluated.

Identify control opportunities
From the beginning we worked closely with the 
integration teams during conversion, build and 
integration stages to identify control opportunities 
and support control development in program design, 
access to program and data, change control and 
computer operations. We focused on developing control 
opportunities for ten technology threads where work 
groups had been formed.

Clear expectations were established for these areas in 
developing the future state:

1. Interfaces

2. Security

3. Change control (data migration and environment 
change management)

4. Conversion

5. Infrastructure

6. Testing

7. Master files

8. Analytics/reporting

9. Medical devices integration

10. Decision support

Exhibit 3: Examples of potential clinical and patient safety risks to identify

Issue Risk

Work queues Controls around work queues are not always clear, leading to broken workflows and increased operational costs 
and issues.

Closed loop Actionable test results are not communicated to the patient, potentially causing patient harm and increased 
liability exposure.

Alert fatigue Too many alerts, potentially leading to overridden medication alerts. 

Documentation Copy and paste feature for progress notes can lead to serious patient care issues and increased risk of billing 
errors.

Transitions of care Critical information is not recorded as part of structured content and workflow to ensure reliable and complete 
care.

Exhibit 2: Patient safety risks addressed
Sample implementation risks

Risk identified and validated through analysis of adverse event database
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Risk and control matrices were also developed for these 
areas and used by the technology teams, thereby ensuring 
proper consideration is given to the identified risks and 
related controls.

Apply test scripts
As the overall EHR project reached the testing phase, our 
audit team reviewed test scripts to ensure inclusion of all 
identified controls in each application. We will monitor 
the testing and results to ensure the identified embedded 
controls are working as expected.

Another focus of this project includes utilizing master 
file and build data to perform data visualization analytics 
as a pre-live data integrity measure. Post go-live data 
visualization analytics are also planned as an indicator of 
incomplete or inaccurate build or processing (e.g. charge 
capture). Considerable thought has been given to ensuring 
key workflows are capturing essential data elements for 
these analytics.

Conclusion
The scope of this project is broad and the timeline will 
continue for 18–24 months while the application goes live at 
various facilities beginning in mid-2017. The timelines are very 
tight and significant efforts are being made to ensure critical 
risks in all vital workflows are checked, mitigated, tested and 
considered for inclusion in future audit and compliance plans.

The efforts to date have been valuable in educating our 
compliance and audit staff on the new workflows that will 
be used throughout our operating facilities for the EHR 
in recording and documenting operational, financial and 
clinical data.

One of the more important benefits resulting from this 
project is the raised awareness across all levels of our 
organization of the importance of internal controls and 
risk mitigation regarding operations, finance, compliance, 
technology, clinical and patient safety areas. We are 
confident the significant investment in this effort will 
provide benefits for years to come. 

In the previous article on claims and reserving,1 the need 
to obtain Service Organization Control (SOC) reports from 
service providers was addressed (these are also sometimes 
referred to as SSAE-16 reports). The requirement for 
obtaining an SOC report often should be negotiated into 
the service agreement. It may be difficult to negotiate 
the requirement for a SOC report after the agreement is 
finalized.

Internal audit can provide valuable services by making sure 
SOC reports are obtained, then making sure management 
reviews the scope, testing, user control consideration and 
results, and then acts upon any gaps in scope or control 
weaknesses identified in the report.

Coordination between plans and providers
One of the key aspects of Medicare Advantage plans is 
offering access to the healthcare providers’ network of 
physicians and services. Accordingly, a high volume of the 

1 "Health Insurance Claims Audits: The Challenges of Volume and Complexity," 
New Perspectives 35-4, p 33-36

claims activity may occur between the provider and insurer 
within the same organization.

The provider and insurer will most likely be using different 
automated systems. There are very few integrated provider 
and payer systems. Accordingly, there will be a high volume 
of claims activity occurring between these two related 
entities. The payer may have only limited access to the 
provider’s records.

Internal audit can provide valuable services in evaluating the 
transfer of claims information between the related entities, 
as well as looking at how the related entities handle denials 
and appeals. Internal audit can objectively look at the 
process and help management coordinate these functions.

Conclusion
As noted throughout this series of articles, health insurers 
face a complex variety of risks related to providing health 
plans. Internal audit can be a valuable contributor in helping 
organizations address the specific challenges throughout 
the critical processes. 

Emerging Issues in Health Plans – continued from page 35
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