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P
roviding protection from security dangers along 
the route is a critical safety role, not unlike the role 
personal security officers provide in protecting 
people who travel across a country. Both look for 

signs of trespass or traps—sometimes even landmines—
that can harm or victimize them.

With every new country a traveler enters, his security is only 
as good as the level of investment the country has made in 
securing its major routes. Likewise, as personal information 
travels into a different “land” of a business partner, the level of 
security may go down, increasing the likelihood of a breach.

Looking across the landscape of healthcare organizations 
and health plans, data traverses across many different 
external businesses. Some of these businesses have enough 
resources and personnel securing PHI and PII. However, many 
business associates are not staffed appropriately with risk 
management, data security and internal audit professionals.

PHI and PII are often at a higher risk of a breach while data 
is stored on the systems of these third-party vendors. A 
landmine—or lack of security protocol—within a business 
partner’s system can cause a data breach within the service 
delivery network.

The solution to this problem lies in management working 
with their third-party vendors, regardless of their business 
size and their willingness or preparedness to address data 
security. A practice of working with third-party vendors of all 
sizes and types can better secure PHI and PII.

Vendor landmines
In 2016, CORL Technologies analyzed the risk factor 
characteristics of more than 1,000 vendors. These vendors 
represent a sample of those engaged by multiple CORL 
health industry clients. Several risk trends were found 
among vendor business partners.

Technology creates fragmented PHI repositories – Cloud 
computing and the Internet of Things (IoT) have dramatically 

Landmines in the Digital Vendor 
Landscape
Safeguard your PHI
By Cliff Baker

Personal health and financial 
information travels on long and 
complex paths across many business 
associates involved in servicing your 
patients or health plan members. Risk 
management must keep these paths 
safe and secure for personal health 
information (PHI) and personally 
identifiable information (PII). 
Internal auditors should evaluate the 
effectiveness of their organizations’ 
vendor security risk management 
(VSRM) programs in protecting 
the safety of this information.

Cliff Baker, CEO of CORL Technologies, 
consults on healthcare information 
technology, privacy and security. 
Cliff led the creation of the HITRUST 
framework, which is the most 
broadly adopted security and privacy 
framework in healthcare. Cliff can be 
reached at (404) 410-7400 and Cliff.
Baker@meditologyservices.com.

Spring 2018 Association of Healthcare Internal Auditors New Perspectives  31

Feature



nepe-37-01-09  Page 32  PDF Created: 2018-2-23: 11:12:AM

increased the frequency, access points and data shared with 
vendors. PHI and PII are often retrieved through mobile 
computing devices from cloud services.

Sharing some PHI is necessary for the proper functioning 
of remote medical devices or telemedicine resources. 
Controlling data traveling through the cloud into these 
remote environments creates more data storage locations 
on devices far removed from the day-to-day operations of 
your healthcare organization.

Data breach consequences can be severe – HIPAA rules require 
the healthcare entity or health plan to be the responsible 
party for the handling of a data breach even if the breach 
occurred with a contracted vendor. Data breaches are 
increasingly costly and frequent according to the 2016 
Ponemon Institute Study on the Privacy and Security of 
Healthcare Data.1

Many business associates are 
not staffed appropriately with 
risk management, data security 
and internal audit professionals.

HIPAA rules require organizations to assess the risk 
of a breach wherever PHI is created, received, kept or 
transmitted, and to put measures in place to safeguard the 
information. A breach will not only be costly, but will involve 
multiple departments such as legal, compliance, privacy, 
security and technology teams.

Reputational risk also exists, mostly for the better-known, 
more newsworthy healthcare provider or health plan 

1 www.ponemon.org/local/upload/file/Sixth%20Annual%20Patient%20
Privacy%20%26%20Data%20Security%20Report%20FINAL%206.pdf

organizations. Even if a vendor is at a fault, the news 
headline will still prominently feature the engaging 
healthcare or health plan organization as the responsible 
party for the breach. A data breach or mishandling of 
patient or personal information damages the public trust, 
sometimes in a manner that can be difficult or expensive to 
overcome.

When a business vendor is at fault for a data breach, will 
they reimburse the client for the tangible costs associated 
with patient or member notification? Much will not be 
recovered, unless these responsibilities are stipulated in the 
vendor contract. Even then, the vendor may go bankrupt 
trying to pay for the breach notification. In a report by VIPRE, 
66 percent of small and midsize business vendors would 
either go out of business or shut down for at least a day if 
faced with a data security breach.2

Overlooked vendor categories – The CORL analysis revealed 
that two categories of vendors are often underestimated 
by vendor risk management teams tracking data security. 
In Exhibit 1 CORL shows the results of the threats that were 
analyzed for four major vendor category types: enterprise 
technology, business services, clinical technology and 
clinical services.

Among these, the two categories representing the great-
est risks to providers and health plans are clinical tech-
nology and clinical services, which are often considered 
lower priority by internal risk management teams. The 
primary reasons for the increased risk are in the volume 
of small vendors from these categories, and the criticality 
of these vendors to the delivery of patient care or plan 
services.

Ineffective vendor risk assessment and mitigation processes – 
A key landmine in assessing vendor risk is the inadequacy 
of the design and operation of the processes of the VSRM 

2 www.techrepublic.com/article/66-of-smbs-would-shut-down-or-close-if-
they-experienced-a-data-breach/

32  New Perspectives Association of Healthcare Internal Auditors Spring 2018

Feature



nepe-37-01-09  Page 33  PDF Created: 2018-2-23: 11:12:AM

program within the healthcare or health plan organization. 
The volume and varied nature of vendors associated 
with most health entities is overwhelming when a solid 
assessment approach is not in place.

Without a comprehensive, effective VSRM program, the 
adage applies:  You can’t see the forest for the trees. An 
effective VSRM program addresses common landmines 
such as poor or incomplete communication with vendors, 
a lack of ownership and accountability assignment with 
the vendor, incomplete or nonexistent validation of vendor 
security measures, and inconsistent monitoring.

Communications with your vendors must provide clear 
instructions and explicitly define requirements for data 
security controls and processes. Vendors who are small or 
lack data security expertise may need more education and 
specific direction on how to properly address security of PHI 
and PII. Ownership of data security should be established 
in the service level agreement negotiations of the vendor 
contract; however, this is often left out.

In the absence of a contractual requirement, healthcare 
organizations will need to educate and lead the vendor 
into an understanding that not addressing data security 

appropriately is a bad business decision with severe 
economic repercussions. Small businesses may not survive 
after a data breach incident.

Inconsistent monitoring – Periodic monitoring and testing 
should be built into an ongoing risk management schedule. 
These checks will find changes that may be taking place 
either on the vendor side or in the way data is moving 
between the two organizations. The way data moves is 
dynamic, not static. Therefore, ongoing monitoring is 
needed to identify new vulnerabilities and ensure that 
existing data security processes are still effective.

Field guide for VSRM
On-the-ground knowledge of the vendor network will 
allow the risk management team to map out their specific 
vendor network strengths and vulnerabilities in handing 
data. Four key activities in Exhibit 2 are required to establish 
a successful VSRM program:  profiling, assessing, managing 
and monitoring. Each activity is described below.

Profile vendors to determine risk levels – The first step in 
setting up a comprehensive risk management program 
is to develop a vendor grouping or grading system of risk 
factors. Grouping vendors with similar characteristics allows 

Exhibit 1 – CORL healthcare vendor profile examples

Spring 2018 Association of Healthcare Internal Auditors New Perspectives  33

Landmines in the Digital Vendor Landscape



nepe-37-01-09  Page 34  PDF Created: 2018-2-23: 11:12:AM

you to use similar processes for gathering information and 
developing risk mediation strategies.

One method is to profile vendors by the frequency and 
volume of data they handle. The type of data the vendor 
handles influences the level of effect a data breach would 
have to your organization in terms of notification costs, 
government fines and reputational damage.

Vendors who are small or 
lack data security expertise 
may need more education 
and specific direction.

By grouping vendors into different profiles, a risk grade 
can be given to each group, showing how many resources 
should be allocated and what level of attention is needed for 
each group.

Assess high risk vendors individually – After the profiling 
stage, a plan can be put together to assess vendors 
individually, placing the top priority on the vendor profiles 
with the highest risk. Assessments typically begin with a 
vendor questionnaire or interview. The questionnaire is a 

good starting point because it saves time and leads to a 
more effective follow-up interview.

With hundreds, sometimes thousands, of vendors to 
evaluate, creating and executing a questionnaire campaign 
can be a daunting task. Also, many risk managers don’t really 
know where to start.

What standard questions need to be answered? What data 
security requirements should be in place? A third-party risk 
management firm may be engaged to speed up the vendor 
questionnaire and remediation process.

The most relevant information will come from basing your 
inquiries on industry standards such as: NIST, HITRUST or 
SOC2 data security requirements. Questions can be added 
to customize the questionnaire for specific types of vendors 
based on their size, business practices, or the type and 
volume of data being handled.

Cloud computing and the 
Internet of Things (IoT) have 

dramatically increased risks.

Testing and confirming the questionnaire responses is a 
crucial step. Testing security features will confirm that the 
controls indeed exist beyond just a check-the-box answer on 
a form. Vendors should be asked to give documentation to 
support their responses to the questionnaire. For example, a 
vendor should provide you with a documented process for 
handling security incidents and breaches.

The ability to communicate openly and effectively with 
business partners is critical to the assessment step. Explain 
what level of risk may exist with the vendor, candidly yet 
politely. At this point, the stage is being set for proactive 
interaction and support from vendors.

Vendors should be educated that these risk assessment 
and compliance activities are good investments for both 
organizations. No matter the size of the vendor, reasonable 
actions can be taken to reduce overall risk. Listen to the 
vendors and consider any solutions that will meet your 
chosen compliance standard, such as HITRUST or NIST.

Manage compliance tasks with vendors – For the data security 
gaps revealed from the questionnaire, create a plan with 
each vendor to pursue corrective action. Regular follow-
up, which can be a long and tedious process, is necessary 
to hold all parties accountable. The best results are when 

Exhibit 2 – Key VSRM program activities
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vendors develop a relationship with the organization’s 
vendor remediation team.

The greatest risks to providers 
and health plans are clinical 
technology and clinical services.

Often, healthcare organizations choose to outsource 
these tasks to free up their risk management talent so 
they may focus their expertise on internal security and risk 
management projects. The step can be effectively managed 
through a third-party vendor risk management firm.

Monitor for changes in security level – As time passes, people 
change jobs, policies change and the security environment 
with some business partners may change. A common 
occurrence is for vendors, who may previously have shown 
a high level of attention to risk management, to have a 
change in their security posture due to different leadership 
or ownership. As a result, security certifications may lapse or 
be revoked. On the other hand, the changes may be positive 
with business partners that receive relevant independent 
data certifications that in the past they did not have.

Operational considerations
International travelers assume all the “states” or regions 
within a country will have a similar level of security ensuring 
a basic level of safe passage. The idea of a “standard level of 
security” would be ideal for personal data passage within 
health plans or provider systems as well. However, for most 
healthcare organizations, work stays within their “vendor 
regions” to mitigate traps, landmines and malicious actors 
from misusing PHI and PII.

The starting point to better vendor data security is 
developing a comprehensive VSRM program. The process 
should begin with buy-in and participation from all risk 
management stakeholders including legal, internal audit, 

compliance, procurement and contracting, IT, and frequent 
users of data (finance, revenue and reimbursement, and 
quality control). Then they begin the process of profiling 
their vendors and assessing the current state of data security 
within their borders.

Remember that profiling and assessing vendors is only 
half of the job of the risk management program, but can 
be initially the most time consuming. But do not stop here. 
Validation testing, follow-up on remediation steps and 
ongoing monitoring are equally important to properly 
securing data.

Stakeholders include frequent 
users of data, like finance, 

revenue and reimbursement, 
and quality control.

Finally, once the VSRM program is in place, service level 
agreements with new and renewing vendors should include 
data security requirements.

Summary
A key goal of VSRM programs is to ensure safe 
passage of PHI and PII data across a large network of 
business associates. By communicating and working 
alongside vendors to educate them about health 
industry standards and risks of a data breach, a deeper 
partnership and level of trust can be established with 
these valued business partners.

What once seemed a wide, vast and wild terrain for personal 
data can be effectively managed through careful planning, 
communication and teams committed to safeguarding PHI 
and PII. Internal audit can support the VSRM program by 
evaluating its design and operating effectiveness to assure 
data safety, whatever the route or destination. 

Errata corrige
HIPAA was misspelled in our prior issue (Winter 36-4) with respect to the article, "Why Won't HIPAA Just Go Away?," authored 
by Matthew Jackson and Kevin Dunnahoo. A cardinal principle of this publication is to always acknowledge our mistakes in 
editing. Accordingly, their article with corrections has been posted in our searchable archives with our greatest apologies to 
the authors and our readers. We encourage you to again review this excellent article on the state of HIPAA.

–The Editor
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