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Feature

Keep Them Separate: Use Automation to 
Ensure Segregation of Duties 
Are your EPIC users' duties properly segregated, with the right access?

By Joanna Encallado, CIA

EPIC is a leading software provider for 
mid-size and large medical groups, 

hospitals, and integrated healthcare 
organizations. The integrated software 
includes applications for: registration/
ADT/hospital billing, patient portals, 
clinical systems, inpatients, departments, 
specialties and ambulatory care.

As the largest integrated health network 
in Northern Nevada, our organization, 
Renown Health, has adopted a phasing 
methodology for implementing EPIC 
applications. Beginning in 2009, our 
organization launched Electronic Medical 
Record (EMR) at our various hospital 
departments and ambulatory locations in 
different phases. The latest phase of our 
EPIC implementation was completed in 
spring of 2012 with the conversion of the 
hospital’s revenue cycle. Our evaluation of 
segregation of duties was performed in the 
ambulatory setting which was implemented 
first, so that issues we identified could be 
applied to the hospital setting. 

Challenges of testing for segregation 
of duties 

Segregation of duties testing in an 
information system tends to be more 

complex than testing in a manual process. 
The reasons are:

• Thousands of users can have access 
to the system and each one may have 
access to multiple functions in the 
system. 

• Some users have remote system 
access and some are not employees 
(i.e. vendors, consultants, etc.)

• Communication barriers often 
exist between the auditors and 
the IT staff who are responsible 
for providing the auditors with 
the data needed for testing. For 
example, the auditors refer to ‘user 
functions.’ Within the EPIC system, 
these are known as ‘security 
points.’ Furthermore, provided 

descriptions of functions/security 
points within the system may 
be ambiguous and are subject to 
auditor interpretation.

• Auditors ‘don’t know what they 
don’t know.’ As an example, 
you cannot ask about a function 
limitation in the system if you do 
not know such a limitation exists. 
As a result, there is the risk of 
missing an important component in 
your audit.

Segregation of duties testing

Obtain the data

To test for segregation of duties in EPIC, 
it was necessary to obtain the following 
data:

Active EPIC users and their assigned 
functions – The system was built so each 
user is assigned a template that is linked 
to a security class. A security class, which 
can be assigned to multiple templates, is 
assigned various security points. These are 
the functions within EPIC that users can 
perform. 

Each user is assigned a user role that 
generates the menus and submenus seen 
on the user’s screen. This means the user 
role dictates what the user sees (the menu 
and submenu), but the security points 
associated with the user’s security class 
dictate what the users can do (i.e. override 
prices during charge entry). 

For our testing, we obtained a report 
of active EPIC users and their assigned 
template, a listing of templates and 
corresponding security class, and the 
security points for each security class. We 
also obtained a list of the security points 
and description of each. 

Segregation of 
duties testing 

in an information 
system tends to be 
more complex.

Executive Summary

One of the key internal controls you should assess is the adequacy and 
effectiveness of segregation of duties. Manual testing for segregation of duties has 
become outdated and insufficient with advancements in technology. Although the 
concept is the same, it can be more difficult to evaluate segregation of duties in an 
automated application. 

Here is one internal audit department’s approach to using automation to test 
segregation of duties and user access. While the consulting project focus was 
on financial areas, the intent is to provide an approach you can use to audit 
segregation of duties and user access in an EPIC system implementation. 
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We did not look further into the user 
roles because EPIC is designed such 
that the security points restrict what the 
users can do in the system. The key to 
testing segregation of duties in EPIC is to 
determine how the system is set up and 
how the users are assigned access. 

Current employees, their department 
and position description from the payroll 
system – The user’s department and 
position description are necessary to 
determine whether the user has the 
appropriate access. The EPIC user 
information was combined with the 
employee information. One way to do this 
is to export the files that were received 
in Microsoft Excel to Microsoft Access 
and then run and query in Access using a 

common field. In our case, the employee 
IDs are equivalent to the user IDs in EPIC. 

We also created an “unmatched query” 
using Access, which shows all records 
included on the list of active EPIC users 
that were not included on the list of 
current employees. The unmatched 
records were:

• Non-employees (i.e. vendors and 
consultants) 

• Generic access (not assigned to a 
specific user)

• Terminated employees whose EPIC 
access had not been deactivated as of 
the testing date

The unmatched records noted were used in 
the user access testing as discussed later. 

Understand the data

Faulty conclusions can be reached 
if you do not understand the data 
to be analyzed. Therefore, it is very 
important that you ensure you have an 
accurate understanding of the data. A 
lesson learned is instead of exchanging 
numerous emails with the IT staff, it is 
more productive to schedule a meeting 
with the appropriate IT individuals. 

A critical audit element is to understand 
the description of each function/security 
point the users can perform. Be sure to 
include this topic in your meeting with the 
IT staff. As we did the testing, we learned 
some of the security points assigned to 
the user restrict user access. For example, 
the description will say, “cannot access 
adjustment posting” or “restricts the ability 
to edit…” In some cases, the security point 
only grants view-only access. You may 
find there are security points that are not 
activated. All this information is important 
to accurately evaluate access to the system. 
Unless you examine the data diligently and 
ask clarifying questions, you will not learn 
about these kinds of things.

Organize and evaluate the data

The following steps were performed to 
evaluate segregation of duties:

Eliminate from testing security points that 
restrict user access, provide view-only access 
or are inactivated – These security points 
are limitations to what the user can access 
in the system. They must be excluded to 
appropriately assess segregation of duties. 
You should not alter the original data in 
case you need to verify any information 
later in the process. As such, make a copy 

Exhibit 3

Exhibit 2

Exhibit 1
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of the original data and make changes to 
the replicated data. See Exhibit 4.

Categorize security points by type of access – 
Using the description provided for each 
security point, determine whether the 
security point permits access to:

• financial information

• clinical or demographic information

• master file information

• claims processing 

• posting charges and/or credits, 
posting payments

• adjustment activity

• bad debt activity 

• miscellaneous activity (e.g. a security 
point that allows the user to print 
account letters, which are collection 
letters sent to the guarantor). 

See Exhibit 5. This helps in determining 
incompatible duties, which is the next step.

Determine incompatible duties that can be 
performed in EPIC – Every organization 
is exposed to numerous risks related 
to segregation of incompatible duties. 

Auditors cannot test for all possible 
incompatible duties so the best strategy is 
to focus on those risks that are important 
to your organization. Given certain 
combinations of security points, it is 
possible that incompatible duties can be 
performed by the same person. Exhibit 6 
shows the incompatible duties we tested.

Determine which security classes are linked 
to the incompatible security points – For 
each incompatible duty listed in Exhibit 
6, obtain the related security point IDs. 
All of the incompatible duties must 
have two security point IDs or more (i.e. 
multiple security points might allow or be 
necessary to post cash or adjust claims). 
Review each security class to identify 
which have security points that should 
not go together. You will find this step 
likely requires assistance from IT staff. 

If mitigating controls are not in place, 
users assigned to security classes with 
incompatible security points may 
have errors that may go undetected. In 
addition, these users could potentially 
commit a fraudulent act.

As shown on the Exhibit 7, you can 
identify which users have incompatible 

duties by determining which security 
classes are assigned incompatible security 
points. This is good news because instead 
of sifting through thousands of users, 
the auditor is only looking at a smaller 
number of security classes.

Recommendations at project 
conclusion

The work we performed was a 
consulting project. Therefore, no 
formal action plans were required. We 
communicated results in a report with 
our recommendations. 

Our recommendations included:

• Determine if users assigned security 
classes with incompatible security 
points or functions have a business 
need to perform those functions. If 
they do, determine what mitigating 
controls exist within the current 
process. 

Exhibit 4
Here are some tips to ensure a 
productive meeting:

• Prior to the meeting, become 
familiar with the data. 

• Prior to the meeting, prepare 
your questions. 

• Prior to the meeting, arrange for 
computer and data access. We 
found this was a tremendous 
help.

• Clearly communicate the overall 
audit objective at the beginning 
of the meeting. Also, clearly 
communicate the objective of 
each audit step as it is discussed.

• Clarify any fields and data you 
do not completely understand. 

• Restate the understanding of 
what you learned during the 
meeting to ensure it is accurate.

Exhibit 5

Security Point ID Security Point Description Type of Function

48 MAY override department and POS 
per charge 

Can override a department or place of service on a charge 
in charge entry, if the service area has the department and 
place of service override enabled. 

Clinical or demo-
graphic info 

28 MAY post payments across service 
areas (various ambulatory locations)

Can post in service areas other than the login service area. Posting payments

137 MAY access adjustment posting 
from payment posting 

Can access adjustment posting from payment posting. 
(This is not view-only)

Adjustment  activity
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• If there was no business reason for 
the assignment, we recommended 
the access be revised. 

• If there was a business reason 
for the assignment, but no 
mitigating control was in place, we 
recommended mitigating controls 
such as those noted on Exhibit 6 be 
implemented.

User access testing

Using the same data, the following steps 
were performed to evaluate user access:

1. Identify individuals other than 
supervisors and managers who have 
access to perform override activities.

2. Identify individuals assigned a 
“Supervisor” or “Manager” template, 

but who are not in a supervisor or 
manager position or higher.

3. Identify individuals who, based on 
position description, do no need access 
to the system (e.g. a human resources 
recruiter who has access to EPIC).

4. Identify non-employees (i.e. vendor 
or consultant) who have access to the 
system.

Exhibit 6

Incompatible Duties What Could Go Wrong Potential Mitigating Control

Individuals who post cash can also adjust claims or 
write them off to bad debt and vice versa.

Individuals can post cash incorrectly and 
refund the balance to themselves, or create 
a credit balance that is not due, and cover 
it up by making an adjustment or transfer-
ring to bad debt.

• Daily cash balancing
• Periodic independent review of 

adjustments
• Periodic independent review of bad 

debt write-offs
• Timely review of credit balances

Individuals who work credit balances can also adjust 
claims and vice versa. 

Individuals can adjust credit balances 
instead of working them, and patients are 
not refunded monies due to them.

• Periodic independent review of 
adjustments    

• Timely review of credit balances

Individuals who post batches also approve or reject 
batches.

Accounts Receivable (A/R) could be 
manipulated so the batches don’t post and 
therefore don’t show up in A/R.

• Independent review of un-posted 
batches at the end of each month

Individuals who perform billing can also adjust claims 
or write them off to bad debt.

The same individual could bill and adjust 
or write off a portion of the claim so that 
the patient or insurer doesn't have to pay 
so much. 

• Periodic independent review of 
adjustments

• Periodic independent review of bad 
debt write-offs

The same individual could update financial and clinical 
information as well as move accounts in and out of bad 
debt and delete accounts from bad debt.

Accounts Receivable could be manipulated 
without detection.

• Independent review of bad debts  
• Independent reconciliation of up-

dates to supporting documentation 

Individuals who code visits can send a claim directly or 
force a claim to bill without passing through the claim 
scrubber.

Incorrect coding, charging, or billing and 
increased denials.

• Periodic independent review of bills 
submitted directly by coders

• Periodic independent review of force 
submits and of accounts coded by 
those outside of Health Information 
Management (HIM)

Individuals who enter charges can override lines on 
claims. 

Billing for services not rendered or billing 
inaccurately; increased denials.

• Periodic independent review of 
claims billed by those who enter 
charges

Individuals in the service locations have functions that 
should only be performed by the billing office (adjust-
ing, moving accounts, etc.).

Lack of approval for recording information. • Review of records updated by those 
outside of the billing office

Individuals who perform recording duties may change 
self-pay liability for Hospital Account on Payment Plan 
in Single Billing Office.

Individuals can post cash incorrectly and 
refund the balance to themselves, and cover 
up by changing self-pay balance.

• Report that tracks changes in the 
self-pay liability field is reviewed by 
someone who does not have access to 
post cash
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5. Identify individuals with more than 
one type of access (i.e. assigned 
multiple templates without a 
business reason).

6. Identify terminated employees whose 
access to the system has not been 
revoked.

7. Identify IT individuals that have 
access to production data, other than 
view-only.

8. Determine if master file is limited to 
IT personnel or individuals who do 
not have access to production data.

9. Determine if generic access is 
allowed.

Conclusion

We found most of the issues in our review 
identify a need to evaluate current user 
access for business need and to implement 
mitigating controls outside of EPIC. We 
also found that although initial access is 
assigned based on job roles, access can 
change after the initial assignment.

Initially, testing for segregation of duties 
in EPIC seemed overwhelming to us 
because of the vast amount of data we 
had to work with. However, knowing 
what data we needed to request, and 
more importantly organizing and 
understanding the data before proceeding 
with testing, made this daunting task 

less intimidating. We plan to work with 
our IT department to expand upon our 
first evaluation and perform this audit 
annually. NP

Joanna Encallado, CIA, is an Intermediate In-
ternal Auditor at Renown Health, an integrated 
health network in Northern Nev. She holds a 
Bachelor’s Degree in Accounting and Information 
Systems and has over five years of internal audit 
experience. She can be reached at (775) 982-6476 
or by email at JEncallado@renown.org.

Exhibit 7

Evening news is where they begin with ‘Good evening’, and then proceed to tell you why it isn’t. 
~Paraprosdokian Sentence


