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Introduction 

 Internal auditors can play an invaluable 

role in the development of strategies, 

plans, and actions that provide protection 

for those activities or business processes 

which, if interrupted, might bring about a 

seriously damaging or potentially fatal loss 

to healthcare organizations.  

 The healthcare industry today remains 

steadfastly focused on the belief that 

patient satisfaction drives the success 

of an organization.  As a result, many 

organizations continue to place little to no 

emphasis on planning for an interruption in 

their day-to-day operations from a business 

perspective.  In the past, continuity of care 

was oftentimes considered outside of the 

scope of business continuity initiatives 

– to which organizations rarely dedicated 

time and resources. However, as health 

information management begins to rely 

more heavily on technology on a seemingly 

daily basis, the line between continuity 

of care, patient satisfaction, and business 

continuity becomes increasingly unclear.  

 Organizations are beginning to fi nd 

they lack a sense of direction and need 

assistance when attempting to identify 

areas of risk and concern.  These same 

organizations frequently overlook one of 

the most valuable resources they possess 

– their internal audit function.  To 

understand the role that internal audit can 

play in Business Continuity Management 

(BCM), organizations must fi rst grasp the 

signifi cance of implementing a program 

rather than a plan. 

Business Continuity Management 

Program

 Successful organizations view BCM 

as the development and implementation 

INVOLVING INTERNAL AUDIT 
IN BUSINESS CONTINUITY 
MANAGEMENT

of strategies, plans, and actions which 

provide protection for those business and 

information technology processes which, 

if interrupted, might otherwise bring about 

a seriously damaging or potentially fatal 

loss to the enterprise.  Countless other 

organizations have misconstrued a wordy 

binder that does little more than collect dust 

as their savior-in-waiting and, as a result, are 

unwittingly cast into a dangerous game of 

chance.  These organizations have typically 

focused on developing Disaster Recovery 

Plans (DRP) in order to restore critical 

technology assets.  However, DRP’s all too 

often are developed based on the results of 

a high-level current state assessment, focus 

entirely on technology resources, and rarely 

are, if ever, reviewed or updated. A greater 

emphasis must be placed on validating the 

availability of critical business processes 

and support functions in addition to these 

resources.  

 As companies move from the creation 

of the DRP to the more comprehensive 

BCM program, their efforts will not only 

focus on the written document, but the 

governance process and related programs 

that keep the strategies and plans current 

and team members trained and prepared. 

In addition to disaster recovery planning – 

which addresses the recovery of information 

technology systems, applications, databases, 

and network assets used to support critical 

business processes – a BCM program 

addresses crisis management and business 

resumption planning efforts.  Crisis 

management is a series of actions taken to 

gain control of an event quickly and focuses 

on minimizing the affects of an interruption. 

Business resumption planning includes the 

procedures init iated to resume business 

operations to a level consistent with 

business requirements.  Putting all of these 

pieces together will help an organization 

establish the necessary framework for 

responding to an interruption, no matter 

how small or large. 

Program Leadership Is Key

As is the case with almost any initiative 

of signifi cant magnitude, one of the most 

critical obstacles standing in the way of the 

development and implementation of a BCM 

program is the support and sponsorship of 

executive management. Many initiatives fail 

before ever getting started simply as the 

result of the internal salesperson not being 

able to provide a suffi cient view of the big 

picture and focus solely on the impact to 

their respective area(s). The information 

technology department rarely knows the 

extent of what takes place in the business 

offi ce, or vice versa.  Executive management 

is oftentimes provided with a skewed view 

of the organizational business continuity 

needs when approached by members of 

these areas.  The area that typically knows 

the organization inside and out, the internal 

audit department, is often left out of the 

planning process for such initiatives and is 

unfortunately viewed as merely a means to 

audit the “plan” once it has been put into 

place. 

 Realizing the importance of the role 

that internal audit can play as the internal 

salesperson is an enormous step in the right 

direction for an organization wishing to 

implement a successful BCM program.  

The holistic view of the organization 

that internal auditors possess, their high 

standards regarding project management 

skills, and the credibility they frequently 

command with executive management are 

all invaluable assets to such an initiative.  

In order to provide executive 

management with an accurate view of the 

needs of the organization, the internal 

salesperson must fi rst be able to assess the 

overall level of process maturity currently 
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in place.  Those organizations operating 

in an ad hoc mode (e.g., goals and 

expectations were derived without a risk 

assessment or business impact analysis) 

will have very different needs than those 

with clearly defi ned existing strategies 

and responsibilities.  As a result, many 

organizations are now incorporating BCM 

audits into their internal audit plans to help 

identify the current process maturity level.  

Assessing BCM

Initial BCM audits should focus 

on understanding the history of BCM 

at the organization (e.g., when was the 

current plan developed, what was the 

process like for developing the plan, 

how frequently is it reviewed, etc.) and 

providing executive management with a 

clear view of the organization’s level of 

process maturity.  The overall goal of the 

audit result communication would be to 

justify a regular schedule for facilitating 

a detailed business impact analysis and 

risk assessment.  Further justifi cation 

should also be provided to reinforce 

internal audit’s continued involvement and 

ownership of this initiative.  

As part of the initial audit, the 

assessment should not be limited to the 

review of a current documented plan.  

The review of existing organizational 

standards, policies, and procedures will 

help identify critical areas that may not be 

addressed in the current plan that would 

warrant further analysis.  A review of 

third-party contracts will also help identify 

critical components that may be missing 

from the current strategy.  Additionally, 

the review of prior test documentation 

(e.g., results from previous rehearsals, etc.) 

and training/awareness materials provide 

further insight into the current process 

maturity level. 

The results of the initial audit typically 

warrant further analysis, which usually 

occurs in the form of a business impact 

analysis and risk assessment.  Internal audit 

should remain heavily involved throughout 

these processes.  The focus should be 

on identifying the environmental, man-

made, business process, supply chain and 

information technology risks faced by the 

organization, including specifi c failure 

scenarios, with the potential for them to 

impact the continued delivery of products 

and/or services.  This audit approach 

emphasizes the likely risks to which the 

organization may be vulnerable which 

could impact critical business functions 

and supporting information technology 

assets.

 Management should be kept abreast 

of the fi ndings through a collaborative 

effort to prevent any surprises – with the 

ultimate goal of building a case for further 

commitment to the development of a BCM 

program.  The results of the business 

impact analysis and risk assessment 

initiative should now provide a roadmap 

for the development of such a program, 

as well as a detailed business continuity 

strategy.

Developing the Strategy

 The organization’s business continuity 

strategy should be a formalized approach 

for addressing the needs of the organization 

in response to an interruption.  These 

needs will be brought to light through the 

initial audit, the business impact analysis, 

and the risk assessment as previously 

performed.  Internal audit can play a key 

role in the development of this strategy.  

They can ensure those critical areas of risk 

and concern are addressed and identify 

key business and information technology 

components that must be included to 

align the business with the overall strategy.  

These needs would also include how 

the program will be communicated and 

enforced.

 Internal audit’s role does not need 

to end after the assessment and strategy 

design phases are complete.  They should 

continue to play a key role in the program 

development and strategy implementation 

components as well.  Putting a program 

in place that will last is a signifi cant effort 

and could benefi t signifi cantly from the 

involvement of internal auditors.  Internal 

audit is frequently involved in awareness 

initiatives and can provide valuable 

insight into critical success factors based 

on prior experience (e.g., identifying the 

approach that may work best based on 

the organizational culture, etc.).  Internal 

auditors also can play a key role in the 

actual training and awareness initiatives 

needed to ensure personnel are aware of 

the signifi cance of the program as well as 

their individual roles and responsibilities.  

BCM Continuity

 Perhaps the most frequently 

encountered pitfall when implementing 

a BCM program is that many plans and 

programs are developed and put into 

place but rarely are reviewed, updated, or 

communicated.  These plans and programs 

quickly become outdated, personnel forget 

their responsibilities, and before long, 

become of little value to the organization.  

Internal audit can be a critical success 

factor in helping to prevent this from 

occurring.  

 To validate that the BCM program is 

maturing, tests and exercises of the plan 

should be scheduled and performed on a 

regular basis.  Additionally, personnel must 

be frequently reminded of their roles and 

responsibilities to help ensure they can do 

their part when called upon.  

 Perhaps better than any other area, 

internal audit can help ensure the program 

continues to meet the needs of the 

organization by conducting routine audits 

and developing awareness programs.  

Internal auditors can assess whether or 

not the program remains up-to-date 

and determine if all critical business 

and information technology concerns 

are addressed. Additionally, they can 

evaluate whether environmental changes, 

whether man-made or natural, have 

posed any new risks to the organization. 

Internal audit can also assess whether 

functional responsibilities remain 

current, whether changes in personnel 

(e.g., terminations, transfers, change 

in job responsibilities, etc.) affect 

the intended roles, and if a shift in 

responsibilities is warranted.  

 Most importantly, internal audit 

can help instill a sense of confi dence in 

executive management that the BCM 

program, which includes a documented 

plan, an employee training and awareness 

process, and a plan maintenance function, 

does appropriately mitigate the risk of an 

interruption to the business.  

BCM, continued on page 41
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Part two of this article will focus on 

eight compliance benefi ts which can be 

derived through improved interaction 

with business colleagues, fi nanciers and 

customers.

Disclaimer:  Materials in this article 

have been prepared by the Health Law 

Center for general informational purposes 

only.  This information does not constitute 

legal advice.  You should not act, or refrain 

from acting, based upon any information in 

this presentation.  Neither our presentation 

of such information nor your receipt of it 

creates nor will create an attorney-client 

relationship.

Neil Caesar and Richard M. Tuten are attorneys 

with the Health Law Center (Neil B. Caesar Law 

Associates, PA), a national health law practice in 

Greenville, SC, focusing on business opportunities 

and regulatory issues for homecare providers.  Neil 

Caesar is also a principal with Caesar Cohen, Ltd. 

offering compliance training, outsourcing and consulting.  

Mr. Caesar is the Author and Editor-in-Chief of the 

Home Care Compliance Answer Book. Email: info@

healthlawcenter.com; web site: www.healthlawcenter.com; 

phone: 864-676-9075.

BCM, continued from page 27

 Many healthcare organizations 

today are faced with a signifi cant risk 

that business interruptions, ranging 

from isolated infrastructure failures to 

regional events, have the potential to cause 

serious fi nancial harm and/or reputational 

impairment.  However, these same 

organizations have at their fi ngertips one 

of the most valuable resources available 

to help mitigate this risk – their internal 

auditors.  Internal audit should no longer 

be responsible for merely checking to see 

if a plan is in place.  They should be tasked 

with identifying the areas of risk and 

concern, helping to determine the changes 

that need to be made, implementing those 

changes, and maintaining a successful 

program on a regular basis.   !

 Dan Bailey, Senior Manager, and Matt Jackson, 

Manager, Dallas, Protiviti Inc. – an internal audit 

and independent risk consulting fi rm that helps 

organizations identify, measure, and manage operational 

and technolog y related risks throughout systems and 

processes.  Mr. Bailey received his CBCP and MBCP 

certifi cations from DRI International in 1999 and 

2002 respectively and serves as a Commissioner on 

DRI International’s Certifi cation Commission.  Mr. 

Bailey is a strategic principal in Protiviti’s business 

continuity practice while Mr. Jackson is a key leader 

in Protiviti's Healthcare Internal Audit and Revenue 

Assurance practices.


