
C
ybersecurity has become a major issue for 
every industry, but for healthcare it has become 
critical. The prospect of holding patient data 
hostage makes healthcare a prime target, and 

makes patient records perhaps more valuable to hackers 
than any other data set.

The risks healthcare organizations face from data breaches 
include the loss of medical records, damage to their 
reputations, and risks from federal compliance audits—all 
within a very competitive industry environment.

The risk is considerably increased by the emergence of 
electronic health record systems, health information 
exchanges, consolidations and integration of medical 
applications, a plethora of unsecured medical devices, and a 
24/7 business model with patients’ lives on the line.

Internal audit must play a central role in the development of 
an effective and holistic cybersecurity program. With hackers 
becoming more sophisticated and the nature of their 
attacks constantly evolving, there is not a simple answer 
to cybersecurity. Organizations must begin by establishing 
baselines for identifying the critical components to be 
incorporated in their cybersecurity risk management 
approach.

The nature of the risk
Cybersecurity issues facing healthcare organizations are 
many, but the top five are:

1. Cybersecurity governance, including risk management

2. Third-party risk management

3. Cybersecurity incident response

4. Disaster recovery and business continuity

5. Tactical management of IT operations that have an 
impact on the organization’s security posture, including 
threat and vulnerability management, data protection, 
logical security and configuration management

Internal Audit’s Critical Role in 
Cybersecurity
Deliver significant value-added services to your organization
By Raj Chaudhary, CGEIT, CRISC, and Jared Hamilton, CISSP, CCSK, MCSE

The healthcare industry is a prime target for 
cyberattacks, and given the damage hackers can do, 
an effective cybersecurity program is an absolute 
must for healthcare organizations. In the absence of 
a sound program, healthcare organizations will battle 
continual cybersecurity fires and spend their time 
and resources inefficiently, and often ineffectively.

The internal audit function is the key to achieving 
the best cybersecurity plans. By taking an active 
role in the shaping, implementing and maintaining 
a healthcare organization’s cybersecurity 
program, internal audit can help achieve the 
best possible cybersecurity outcomes.
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The U.S. Department of Health and Human Services 
(HHS) tracks healthcare data breaches—a listing known 
in the industry as the Wall of Shame. Since September 
2009, the department has tracked more than 500 data 
breaches involving health records. In the past five-and-
a-half years, almost 1,400 breaches have been reported, 
with over 154 million health records exposed. The largest 
healthcare data breach resulted in the exposure of 79 
million records.

National standards and audit requirements
The risks associated with expanded use of technology in 
healthcare prompted the creation of national standards. 
These are the standards from the Health Information 
Technology for Economic and Clinical Health Act (HITECH), 
standards for privacy of protected health information (PHI), 
the security of electronic PHI, and breach notification to 
consumers under the Health Insurance Portability and 
Accountability Act (HIPAA).

HITECH requires periodic audits of covered entities and 
business associates for compliance with the HIPAA privacy, 
security and breach notification rules. The HHS Office for 
Civil Rights (OCR) enforces those rules, and OCR audits are 
another significant cybersecurity-related issue confronting 
healthcare organizations.

What’s the problem?
A healthcare organization’s struggle with cybersecurity 
issues often stems from three sources:

 • Lack of a plan for dealing with cybersecurity issues 
and risks

 • Lack of understanding of network vulnerabilities and 
the magnitude of exposures resulting from third-party 
access, payment systems, and even medical devices

 • Lack of the needed manpower to tackle cybersecurity 
projects

Today, it is typical in many healthcare organizations for 
various departments to enter into their own contracts 
for technology products with vendors offering services 
that require network access. Often, the organization’s IT 
department is not aware of the arrangement.

Meanwhile, a growing number of medical devices are 
connected to hospital networks through wired or wireless 
connections. The security of those devices is often poor, but 
Food and Drug Administration regulations can hinder the 
implementation of the changes needed to enhance security. 
Many hospitals also lack an inventory of the devices that are 
connecting to networks and consequently are unaware of 
the extent of the exposure.

With hackers becoming more 
sophisticated and the nature 

of their attacks constantly 
evolving, there is not a simple 

answer to cybersecurity.

Credit cards and payment systems present further risk 
and represent another area for healthcare organizations’ 
concern.

Despite the risks, and despite the fact that HIPAA 
requires covered healthcare organizations to take a risk-
based approach to bridging cybersecurity gaps, many 
organizations do not have a cybersecurity governance and 
risk management program.

In the absence of a plan for addressing cybersecurity 
issues, many healthcare organizations find themselves 
constantly fighting fires, devoting their energies to 
addressing a seemingly constant flow of incidents. 
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They also spend considerable time dealing with risks 
associated with third-party vendors and with devices that 
have access to their networks that are both known and 
unknown by IT.

The role of internal audit
Because of the technical knowledge required, cybersecurity 
should be a collaboration of the IT, legal and internal audit 
functions. Internal audit is the key to moving from fighting 
individual fires to a cybersecurity strategy based on a 
sound understanding of the organization’s threats and 
vulnerabilities.

In addition to auditing strategic cybersecurity plans to 
address potential exposures, you should examine what 
devices are connected to the organization’s network, and 
who is using them. Additionally, you should scrutinize 
areas such as procurement and contracting and credit card 
acceptance.

An effective third-party risk management program is a 
much-needed element of any plan to control cybersecurity 
exposures. The complex path patient information travels 
underscores the necessity of third-party risk management.

A typical hospital patient’s information is touched by at least 
50 different entities, (thedatamap.org) at least half of which 
can be third parties, and in some cases, vendors of vendors. 
Following the data and audits of that health information 
trail, as well as third-party vendors with access to it, is critical 
to understanding and securing patient data. You cannot 
secure what you do not know.

A growing number of medical 
devices are connected to hospital 
networks through poorly secured 
wired or wireless connections.

Audits simply to determine things such as which systems 
are password-protected are not sufficient. You also must 
examine the organization’s cybersecurity governance 
program. Such a governance program involves defining 
cybersecurity domains, roles and responsibilities. Many 
organizations lack a common definition of risk, which 
leads to a disciplined risk management approach being 
absent from these governance programs. The internal 
audit function can help attain that necessary common 
definition.

Design the solution
Focus on four areas to design your cybersecurity solutions:

Assessment – Do a baseline analysis that examines the 
entire range of potential cybersecurity exposures at the 
organization and identifies any cybersecurity gaps and the 
risks associated with those gaps.

Design – Develop prioritized action plans based on risk and 
associated remediation efforts.

Implementation – Remediate the gaps.

Maintenance – Provide an ongoing security function to 
continually reassess cybersecurity and maintain appropriate 
controls, including an incident response and management 
program to be called upon when breaches do happen.

The first step in the assessment process includes 
identifying critical data, particularly PHI in the healthcare 
setting. It also involves mapping the flow of data and 
where it’s stored, including:

1. Web and application databases

2. File shares, workstations

3. Email

4. Mobile devices

5. Cloud services and storage

6. Data replications and backups

7. Vendors

8. USB devices

Source: Crowe Horwath LLP

The healthcare cybersecurity process
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The maps of data stores and data flow subsequently 
can be used to perform a controls risk analysis. Such an 
analysis identifies the risks and the necessary controls 
on three levels. Possible risks that can be identified and 
addressed are:

People – Lack of cybersecurity awareness among employees, 
which can allow sensitive information to be compromised 
through phishing attacks

Process – Breakdowns in the vendor management program, 
which can result in data being sent to an unsecured vendor 
that could be breached

Many organizations do 
not have a cybersecurity 
governance and risk 
management program.

Technology – Exploitable systems, weak passwords, or 
unsecured applications, which could allow unauthorized 
data access

Analysis results should be mapped to a framework of 
cybersecurity domains, including:

1. Third-party risk management

2. Regulatory compliance

3. Data protection

4. Logical security

5. Employee management

6. Logging and monitoring

7. Business continuity management and disaster 
recovery

8. Security configuration management

9. Physical security

10. Security change management

11. Threat and vulnerability management

Identifying the blind spots in the organization's cyber-
security program can be accomplished through an analysis 
of the domains listed above against the components of 
the cybersecurity governance program, the policies and 
procedures, roles and responsibilities and risk management.

The remediation plan for addressing cybersecurity 
shortcomings should include both short- and long-term 
projects in such categories as:

1. Legal and compliance

2. Business continuity management

3. Risk management

4. Vendor management

5. Remote locations

6. Training programs

7. Policies and procedures

8. Mobile device and media security

One hospital’s experience
The above approach has been used successfully with 
multiple hospitals. As an example, one medium-size 
hospital’s challenges with crafting a cybersecurity 
program were compounded by frequent turnover of the 
IT security officer role. Turnover is not uncommon, given 
the demand for IT security talent. It did, however, make 
it difficult for the hospital to achieve continuity in their 
efforts to develop an effective cybersecurity program. 
The hospital’s management asked for assistance with the 
cybersecurity effort.

The first step was to conduct a baseline analysis to produce 
a prioritized list of risks.

The second step was an effort to build a cybersecurity 
improvement plan. The plan set priorities based on risks and 
their impact and also took into consideration what would be 
clearly required to implement any needed changes.

For example, the analysis revealed significant third-party 
cybersecurity risks. Addressing those threats required 
work with many departments to change how they 
purchased technology. It was also necessary to build a 
new vendor management process and train employees to 
implement it.

The implementation stage largely focused on communi-
cation: changing the cybersecurity culture at the hospital 
and documenting the changes that were made. Every 
change was connected to the framework of cybersecurity 
domains to provide metrics to show senior leadership the 
state of the hospital’s cybersecurity program and where it 
was heading.

continued on page 29
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Annual premium increases have become routine for many 
providers. Premium increases that are routine in nature 
should be backed out of the project savings unless they are 
incremental to the project.

Changes in plan design that increase the employee share of 
cost by raising co-payments or deductibles do not reduce 
total spend; rather they shift the burden from employer to 
the employee. Is cost shifting considered savings? Is the 
measurement period of adequate duration to approximate 
future claims activity?

Comparative analysis of budget and actual health plan costs, 
baseline cost projections and measurement period claims 
experience will help to ensure reasonableness. It may be 
beneficial to retain an actuarial firm to assist with these efforts.

Conclusion
Cost containment and revenue enhancement initiatives can 
generate many millions of dollars in savings. Contingent fee 
consultants can provide necessary expertise and project 
management skills, making these engagements highly 
profitable for their clients and themselves.

Robust quality assurance is required to ensure the many 
assumptions that are inherent in savings models are 
reasonable and that the models themselves are accurate 
and reliable. The role and skillset of internal auditors puts 
them in a great position to help management validate 
claimed savings. It is important that all parties work in 
good faith. However, it is perfectly appropriate to challenge 
assumptions that misstate economic savings. NP

The final maintenance stage included crafting an incident 
response plan that helped the hospital:

 • Identify who should be involved in any response

 • When legal help was required

 • When outside public relations assistance should be 
brought in

 • How the hospital should investigate the incident

 • When it was necessary to offer credit monitoring

These decisions are difficult to make when in the midst 
of an incident. A solid incident response plan is critical 
because no matter how well risks have been addressed, bad 
things can happen.

The approach helped the hospital create a cybersecurity 
program similar to the approach any healthcare organization 
should take. 

Internal audit’s role in the process includes:

 • Identifying high-risk areas

 • Examining the greatest threats

 • Auditing to make sure the controls that have been 
created are effective in the three major risk areas (people, 
processes, and technology)

 • Reporting findings to the audit committee

Meet the cybersecurity challenge
Nimble hackers who view patient data as a prime target 
create a challenging environment. It is critical for healthcare 
organizations to have a sound cybersecurity program that 
meets compliance requirements, protects patient data, and 
addresses incident response and business recovery. Internal 
auditors must play a lead role in developing that program, 
and by doing so, help their healthcare organizations achieve 
better cybersecurity. NP

Internal Audit’s Critical Role in Cybersecurity– continued from page 23
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