
Journal of the Association of Healthcare Internal Auditors, Inc.

NEW PERSPECTIVES!!"#$%&'!())*22

FEATURE

Journal of the Association of Healthcare Internal Auditors, Inc.

NEW PERSPECTIVES!!"#$%&'!())* 23

Internal Audit Serves As a Catalyst 

for Enterprise Risk Management

Recent corporate failures and subsequent 

legislation and regulation have heightened the 

complexity of managing and minimizing risk 

throughout healthcare organizations.  While 

meeting regulatory requirements, organizations 

should take the opportunity now to implement 

Enterprise Risk Management (ERM), a process that 

broadens and formalizes how an organization thinks 

about and manages its risks.  Internal audit leaders 

can serve as a catalyst for change, helping to 

champion and steward the use of an ERM process.

Healthcare organizations face a multitude of 

risks, both inside and outside of the organization’s 

immediate control.  Virtually every signifi cant 

organizational activity involves some level of risk.  

Providing quality patient care, hiring employees, 

managing physician relationships, and obtaining 

reimbursements are all fundamental activities with 

signifi cant risk.  Organizations that best manage 

their risks gain competitive advantages by lowering 

their costs, fi nding new revenue streams, and 

even increasing their ability to take risks that their 

competitors cannot.

Most healthcare organizations have some kind 

of risk-management function, usually focusing on 

internal audit or compliance.  These functions are 

generally effective at managing certain regulated 

risks - such as insurance - and may not focus on 

other risks throughout the organization.  Additionally, 

these functions usually do not suffi ciently link risk-

management activities to business strategies and 

corporate governance.

 The seven critical components of ERM provide 

a strong framework for good corporate governance 

(see diagram opposite column) The pressure from 

recent corporate failures and resulting legislation 

and regulation has caused many organizations 

- public and private - to take a hard look at their 

internal audit and risk management functions. 

Integrating these key risk management functions 

will help you enhance your organization’s corporate 

governance.  

Dorri McGhee, CIA, CPA
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7 Critical Components of Enterprise Risk Management
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Take the Enterprise Risk Management Journey 
Now to Remain Competitive

Organizations now have the opportunity to 

embrace ERM, a process that broadens and 

formalizes how an organization thinks about and 

manages its risks.  On the ERM journey, internal 

audit leaders serve as catalysts for change by 

championing and stewarding the use of a formalized 

ERM process. 

Some of the many benefi ts of adopting an ERM 

process include:

• Supporting a good corporate governance process 

that increases the confi dence of stakeholders 

and regulators.

• Controlling the cost of managing risks by linking 

risk management activities to key business 

strategies.

• Creating  a broader understanding and 

recognition of risks throughout the 

organization.

• Creating an understanding of the 

interrelationship of various types of risks and 

how they can impact (positively and negatively) 

business strategies.

• Reducing the volatility of earnings.

• Reducing the overall risk profi le, which reduces 

the cost of capital.

• Improving capital allocation.

• Raising the profi le and effectiveness of your 

internal audit function.

The Risk Environment in Healthcare

To fi rst illustrate why today’s risk management 

activities – and the role of internal audit - must 

evolve to an ERM approach, we will focus on 

some key risks in healthcare.  Table 1 (page 24) 

illustrates several categories of risk that healthcare 

organizations typically face. You might use this as 

an initial exercise in prioritizing major organizational 

risks.

Remember that each risk cannot be viewed in 

isolation.  Internal audit and other risk management 

professionals must view risks as interrelated and 

manage them that way for any ERM strategy to be 

effective.  Leadership and communication risks are 

interwoven, as are regulatory and reputation risks. 

Making the Transition from Compliance Focus to 
Enterprise Risk Management Focus

Given the broad scope of interrelated risks, 

internal audit teams have a unique opportunity to 

assist and even lead their organization’s transition 

from a compliance and controls focus to an ERM 

approach. 

So how does an internal audit professional 

assess their current versus desired future state on 

the ERM continuum?  The transition from traditional 

internal audit to an ERM approach involves fi ve 

primary levels: starting with being compliance 

focused and progressing through to an enterprise 

risk management focus.

Level 1:  Compliance Focus

Internal audit activities focus on compliance 

with internal policies and procedures and are 

executed with a checklist orientation.  They tend 

to be narrowly focused and do not lend themselves 

to signifi cant recognition or understanding 

of underlying risk factors.  Many healthcare 

organizations are moving beyond this level.

Level 2:   Control Focus

The internal audit function has a greater 

focus on internal controls and the related control 

environment.  Audit activities, however, are 

generally not focused on risks and may still follow 

a checklist orientation or a control framework.  The 

scope of audit activity may be limited to specifi c 

areas, e.g. petty cash.

Level 3:  Process Focus

The audit process moves beyond internal 

control and transaction testing and has begun to 

focus more on internal processes.  While having 

some informal focus on risks, this may not always 

drive the audit activity.  The function generally 

covers all signifi cant departments and may include 

process mapping.  Recommendations have greater 

value and provide suggestions for improving entire 

control processes, such as payroll process effi ciency 

compared to verifying overtime payments.

Level 4:  Risk Management Focus

The internal audit function has evolved to 

more of a risk-management function.  Efforts are 

prioritized based on a formal risk assessment 

process that assesses a wide range of risks in all 

signifi cant areas of the organization.  Departments 

and lines of business use a common language 

for communicating risk. Processes are routinely 

mapped and documented.  An example of this is 

reviewing how laboratory tests are processed and 
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results communicated to uncover and ultimately 

fi x bottlenecks.  Findings and recommendations 

at this level have higher value and are focused on 

identifying long-term solutions to problems. 

Level 5:  Enterprise Risk Management Focus

All risk management activities are driven by 

reviews of risk tied to key business strategies.  

Business planning and risk-management activities 

are integrated.  All signifi cant internal and external 

risks are formally identifi ed and assessed based 

on their signifi cance to the organization and 

their likelihood of occurrence.  Risk assessment 

and related risk management activities occur 

continuously in all areas.  Management perceives 

the activities as important and incorporates output 

into business decisions.  A common risk language 

is used and understood.  A chief risk offi cer ensures 

internal audit and all other risk monitoring activities 

are coordinated.  For example, when reviewing the 

use of purchased labor, Finance approaches the 

task from a numbers standpoint, while Operations 

wants to ensure the right people are in place.  

Different groups are managing the same high-risk 

area and must be coordinated.

Getting From Here to There:  Four Practical Steps to 
Implementing ERM

Implementation of an ERM approach – from 

whichever Level an organization is at - will not 

occur overnight.  It is an evolutionary process that 

involves a structured approach and a high level 

of organizational commitment.  Many healthcare 

organizations are committed, at least in theory, to 

moving toward ERM and seek a clear path to getting 

started.   Practical steps to ERM implementation 

include:

Source of Risk Description of Risk

Competitor Major competitors or new entrants to the market take actions to establish and sustain competitive 

advantage over an organization or even threaten its ability to survive.

Human Resources Not having the appropriate level of human resources available to service customers results in 

ineffective patient care and lost business.

Customer: Patients An organization’s processes do not consistently meet or exceed patients’ expectations.

Customer: Physicians An organization’s processes do not consistently meet or exceed physicians’ expectations.

Regulatory/Legal Activities of an organization will not be deemed legal under current laws, or that new or revised laws 

will adversely impact the organization’s ability to operate.

Reputation An organization may lose customers, alliance partners, key employees, or its ability to compete due 

to perceptions that it does not deal fairly with customers, suppliers, and stakeholders, or know how 

to manage its business. 

Leadership The organization’s people are not effectively led or leadership does not adhere to the values and 

mission established by the organization, which may result in a lack of direction, customer focus, 

motivation to perform, management credibility, and trust throughout the organization.

Product Development An organization’s product development process creates products or services that customers do not 

want, are priced at a level customers are not willing to pay, or address a preference but are late in 

reaching the market.

Table 1:  Sample Healthcare Risks
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1. Expanding existing risk management to 

include signifi cant business risks:  This 

step involves starting with the existing risk 

management processes and expanding the 

risk categories by considering the unique 

operating and business characteristics of the 

organization.  One way to do this is to approach 

risk from the needs of various stakeholder 

groups: customers, employees, management, 

etc.

2. Developing a common risk language:  To 

implement an effective ERM process all 

areas of the organization must communicate 

about risk in the same manner.  Developing 

a common language will require determining 

how and in what terms the organization thinks 

about risk.  It will also require training to ensure 

consistency and buy-in from all groups.  A 

by-product of this determination will be a 

broader understanding of risk throughout the 

organization and a broader acceptance of 

individual and departmental responsibilities for 

risk management.

3. Assessing current risk management functions 

and identify signifi cant gaps:  Once a risk 

framework and common language have been 

developed and adopted, the next step is to 

assess the current structure against the 

desired ERM model.  Many existing structural 

elements may be retained, but signifi cant 

gaps will be found.  These gaps might be in 

risk management leadership, risk-assessment 

methodology, specifi c technical skills, common 

processes, or technology.  Internal cultural 

biases or paradigms may need to be modifi ed.

4. Developing an approach for closing gaps:

Once the gaps have been identifi ed, the 

next step is to develop an approach to close 

them.  This begins with prioritizing.  Which of 

the gaps has the greatest potential to derail 

the journey?  Which requires the greatest 

deployment of human or fi nancial capital?  

Which ones demand outside resources?  Which 

can be accomplished in the shortest time?  

Weighing the urgency and resources required, 

organizations then develop specifi c strategies 

to close each of the most critical gaps.  Each of 

these strategies should then be slotted into an 

overall implementation plan.

The Journey to ERM Requires New Allies, New 
Structures, and a New Balance

As the function evolves, internal audit 

leadership should ensure that it is securing proper 

buy-in for their expanded role, scope and plans.  

As they look at their role and plan, they should 

be talking to people along the way and educating 

them from an ERM perspective.  It is critical to 

choose the right people to talk with along the way.  

Tomorrow’s contacts must extend beyond the CFO, 

or accounting, to include the COO and other C-level 

titles.  To broaden the scope of their work beyond 

fi nance, internal audit leadership may want to 

consider reporting into other areas, or to an audit or 

fi nance committee of the board. 

It will be a challenge to balance collaboration 

with other units and leadership across the 

organization while retaining independence and 

objectivity.  But the personal and organizational 

rewards internal audit professionals will experience 

in their role as a catalyst for ERM will make the 

journey and its challenges worthwhile to all parties.

Given the speed of change, the level of 

competition and the growing list of risks in 

healthcare today, organizations should not wait 

long to begin or accelerate the implementation 

of enterprise risk management.  Shareholders, 

customers, regulators, business partners and 

others are demanding action; internal audit can and 

should play a major role in meeting and exceeding 

that demand. !

Dorri McGhee is with consultants Crowe 

Chizek and Company, LLC.  She can be reached at 

(630) 586-5320 or dmcghee@crowechizek.com.

Enterprise Risk 
Management:  

AN EVOLUTIONARY PROCESS, 

INVOLVING STRUCTURE AND 

ORGANIZATIONAL COMMITMENT.


