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T
he traditional internal audit role is regarded as 
an after-the-fact assurance-provider or problem-
finder function that ensures processes and 
controls—primarily financial and compliance—

are operating effectively within an organization. Internal 
audit determines that employees have been following 
defined policies and processes, verifies the absence of signs 
of fraud, and assesses compliance with laws and regulations.

Traditional internal audit functions typically have static 
annual audit plans that were approved by their board 
audit committee. Audits in the plan resulted from a 
risk assessment that included interviews, surveys and 
discussions with management. Information-gathering 
occurred once a year. Based on the outcomes of these 
discussions and management feedback, a series of audits 
was selected to form the upcoming fiscal year’s internal 
audit plan.

The plan was then carried out during the year with the 
results reported periodically to executive management and 
the board audit committee. Internal audit also monitored 
audit findings and performed follow-up procedures to 
confirm corrective action was taken by management.

The services were retrospective in orientation and limited in 
the breadth of risks reviewed, and they did not necessarily 
generate meaningful insight and value. Internal audit 
stakeholders are looking now for more from their internal 
audit functions. They want to leverage internal audit to add 
more value in their areas of responsibility.

New internal audit model
The Institute of Internal Auditors defines internal auditing as 
“an independent, objective assurance and consulting activity 
designed to add value and improve an organization’s opera-
tions. It helps an organization accomplish its objectives by 
bringing a systematic, disciplined approach to evaluate and 
improve the effectiveness of risk management, control, and 
governance processes.”1

The formal definition of internal audit and its supporting 
guidance allows a broad range of activities for the internal 
1 https://na.theiia.org/standards-guidance/mandatory-guidance/Pages/
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audit function. Progressive functions are moving higher up 
on a new maturity model.

The diagram in Exhibit 1 shows various maturity levels for an 
internal audit function. The left side illustrates the activities 
of a traditional internal audit function that is operating as 
an assurance provider or problem finder. However, internal 
audit can be more flexible and take a variety of approaches 
to support management in reaching its strategic objectives.

Internal audit compared to compliance
In many healthcare organizations internal audit and 
compliance report to the same leadership, and a blending of 

roles occurs. Confusion often exists on audits performed by 
compliance versus audits performed by internal audit.

To differentiate the compliance function, compliance is 
part of the second line of defense (Exhibit 2) and part 
of management, not independent of management. 
Compliance should develop and maintain policies and 
procedures that are readily available for the organization 
to follow. In addition, employee education and training 
activities are a large part of the function. The compliance 
function typically focuses on routine monitoring of critical 
regulatory or statutory requirements for clinical and payer 
billing matters.

Exhibit 1 – Internal audit maturity model
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For example, compliance may perform audits over 
professional and hospital coding, billing, and reporting; Joint 
Commission standards; patient safety; conflict of interest 
disclosures; privacy program; clinical documentation 
improvement; and compliance with CMS requirements. 
Many compliance functions follow the Office of Inspector 
General (OIG) annual work plan to identify key focus areas 
for monitoring and auditing.

Compliance can also help management, the first line of 
defense, in developing and implementing policies and 
controls. Other functions with a role in the second line of 
defense include quality assurance, legal and information 
security. The compliance function may validate the accuracy 
of the quality measures being reported or the clinical 
documentation supporting those measures.

Internal audit is the last internal line of defense prior 
to audits performed by external auditors or regulatory 
agencies. Internal audit might perform a holistic audit or 
assessment of the implementation of a value-based care 
program, looking for a formalized governance model, 
implementation timelines, milestones, progress reports, and 
issue escalation procedures.

As the third line of defense and independent of 
management, internal audit does not directly assist 
management or perform remediation of any identified 
deficiencies. Business management is responsible for the 

corrective action, including developing and implementing 
policies and controls.

Internal audit can also assess the compliance  function 
and other elements of the second line of defense. The goal 
is to determine their operating effectiveness, including 
monitoring and auditing activities.

Value generator
As pressure from patients, regulatory agencies and other 
constituents continues to rise, the expectations placed on 
internal audit evolve and increase. While many internal 
audit functions stay retrospective in their focus, leading 
healthcare organizations are moving to a prospective 
and continuous risk management role for internal audit 
functions.

The definition of internal 
audit allows a broad range of 
activities for the function.

Internal audit should be recognized as a unique yet 
independent part of the management team, and should 
have a seat at the table as the organization develops its 
strategic goals and objectives. Internal audit professionals 

Exhibit 2 – Three lines of defense
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then have the knowledge to transform from a value 
protector to a value generator.

Internal auditors who understand the long-term plans for 
the organization are better positioned to make meaningful 
contributions in areas of strategy. The governance, process 
and controls perspective by internal audit can help find, 
highlight and influence enterprise risks that may hinder 
the organization from fulfilling its mission and achieving its 
objectives. Value to the organization can be realized when 
internal audit understands the big picture.

Internal audit is the last 
internal line of defense.

The 2015 State of the Internal Audit Profession Study by PwC 
reports that 70 percent of healthcare respondents indicated 
their organizations were undergoing large business 
transformations, and emerging risks are increasing.2 Top risks 
include regulatory complexity, data security and privacy, 
cost containment, emerging technologies, and changing 
consumer behavior.

Healthcare organizations are facing additional emerging 
risks that include declining reimbursement, increasing cost 
sharing, and increasing liability for cybersecurity breaches. 
Patients are becoming consumers, and providers are trying 
to reach new patients and expand their footprint.

Emerging risks are never entirely clear, and healthcare 
organizations often do not have a systematic approach 
to identify, monitor and address these new risks. Internal 
audit can become a value generator by collaborating with 
management to facilitate a risk management framework 
throughout the organization.

With the pace of change in the healthcare ecosystem, 
including mergers and acquisitions, service line expansions, 
quality payment programs, and uncertain federal regulations, 
management and internal audit priorities must adapt and shift. 
Change and resiliency is necessary to drive the organization 
forward and realize potential value while simultaneously 
identifying and managing risk. With a seat at the table, internal 
audit can update its plan continuously to align with changing 
business strategic initiatives and objectives.

Self-evaluation
Self-evaluation can help you decide if your internal audit 
function is effective and adding value to your organization.
2 www.pwc.com/us/en/risk-assurance-services/publications/assets/internal-

audit-healthcare-risk.pdf

Collaboration – How transparent is your internal audit plan 
to the business and other lines of defense? Do you pursue 
opportunities to collaborate with the other lines of defense 
to stretch scarce resources? Everyone is being asked to do 
more with less.

Talent – What is your talent model and is the model defined? 
The best internal audit teams have a mix of internal and 
external resources, subject matter specialists, rotation 
auditors and guest auditors from the business with the right 
level of business acumen, technical knowledge, and soft 
skills.

Stakeholder management and service culture – Is information 
routinely exchanged between organizational leaders and 
internal audit to keep up to date on each other’s activities? 
Do organizational leaders share their operational challenges 
and results with internal audit?

Effective routine communications, such as project 
updates and stakeholder feedback, are critical. In addition, 
partnerships and relationships throughout the organization 
are important to help focus on the right risks.

Internal audit can be flexible 
and take a variety of approaches 
to support management.

Technology – Does the internal audit team have the right 
level of access to technology and systems, including 
the use of data analytics and other existing business 
operational metrics? Effective use of technology and 
data maximizes audit efficiency and value delivered to 
stakeholders.

Trusted advisor
Activities such as financial and information technology 
audits are still necessary and must be performed on a 
periodic basis. However, internal audit can play a trusted 
advisor or consulting role by providing guidance on risks 
and controls to help deliver value to management as 
important business decisions are made.

The IIA internal audit definition does allow for consulting 
activities. For example, an internal audit consultation can be 
performed over a new information system implementation 
to confirm key controls are in place prior to go-live.

A wide range of assessments or consultations can be 
performed to provide an understanding of baseline 
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benchmarks or maturity levels of organizational programs. 
Mobile device security, business continuity management, 
cybersecurity incident response plans, patient visitor 
restriction enforcement, social media policy, and research 
safety offer opportunities for consulting activities. Exhibit 3 
illustrates a spectrum of activities spanning the range from 
assurance to advisory and consulting.

Emerging risks
Healthcare events such as cybersecurity breaches, malware 
attacks and the changes in the Affordable Care Act have 
led internal audit leaders to consider how to address new 
and emerging risks. Internal audit functions are seeking 
to address these risks and become trusted advisors to 
their business partners and organization leaders. Leading 
healthcare internal audit teams have begun adding reviews 
in the emerging risk areas shown in Exhibit 4.

PWC’s 2017 Risk in Review Study suggests that HIPAA and 
persistent regulatory scrutiny may have given healthcare 
organizations a more risk-aware culture than what might 
exist in other industries.3 However, cyber risk maturity 
is an area with some catching up to do as healthcare 
organizations struggle to adopt new technologies and keep 
up with the pace of change.

Internal audit work in technology should help inform and 
influence the long-term capital investments and strategic 
objectives of healthcare organizations. Performing audits 
that are aligned with strategic risks can help internal 
auditors be viewed by senior leadership as insight 
generators and trusted advisors, beyond the traditional 
assurance provider role. Sharing issues, insights and control 
3 www.pwc.com/us/en/risk-assurance/rir2017/pwc-2017-risk-in-review-study.

pdf

Exhibit 3 – Range of internal audit activities

Exhibit 4 – Emerging risk areas

Information Technology New Payment Models Business Transformation Changing Operations

IT incident response plan and 
disaster recovery

Capitation and Medicare 
Advantage programs

Accountable care organizations Capital and construction 
spending

Privacy program Value-based care programs Care networks Third party vendor audits

IT attack and penetration Medicare Access and CHIP 
Reauthorization Act of 2015 
(MACRA) implementation

Merger and acquisition due 
diligence and integration

Pharmacy and laboratory 
operations

HIPAA security assessment Physician practice plans Shared service centers and 
business process outsourcing

Research operations and 
compliance

HITRUST readiness Revenue cycle integrity Service line expansion 
readiness

Care coordination and 
workflows
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considerations with business management proactively as 
new programs are being developed is vital to leading your 
internal audit function into the next maturity level.

Internal audit functions 
are moving to a prospective 
and continuous risk 
management role.

A presentation plan is important in delivering project results 
with the right look and feel to your board audit committee 
and other stakeholders. Carefully consider the tone and 
feel of the approach and do not include any surprises or 
“got you” messages. Using the right approach will improve 
trust and encourage senior leaders to look to internal audit 
to provide guidance in evaluating risks and controls. You 
can foster collective buy-in and collaboration with effective 
delivery of your messages.

Call to action
If you were to ask your senior leaders, board, and audit 
committee where your internal audit function lands in the 
maturity scale, would a gap exist in where they think you 
are today and where you think you are? Leading healthcare 
internal audit functions are evolving and moving toward 
becoming value generators and trusted advisors to 
executive management.

An enterprise view focused on the key risks facing the 
organization and the healthcare ecosystem will help you 
develop a more relevant audit plan. The right combination 
of talent, resources and technology will further your 
internal audit function by moving beyond the status quo. 
Effective and strategic business relationships will promote 
transparency and collaborative communication with your 
stakeholders to gain you a seat at the table.

Moving up the internal audit maturity scale will maximize 
your value to provide insight and trusted advice to help 
your healthcare organization achieve its strategies and 
objectives. 

Spring 2018 Association of Healthcare Internal Auditors New Perspectives  15

Internal Audit Maturity


