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Are your organization’s efforts sufficient?

Feat u re

By Brian Long, CPA, CIA, CISA, and Christy Decker, CPA, CIA, CFE, CRCR, CRMA

Internal Audit and Cybersecurity 
Vulnerability Management 

Rapid changes in cybersecurity risk have forced 
healthcare organizations to re-think their approach 

to measuring, monitoring and responding to threats. 
Information security budgets are increasing, and more 
organizations are implementing formal information security 
strategies. Boards and audit committees are starting to ask 
simple questions with often very complex answers, such as:

1.  What are the cybersecurity threats to our organization?

2.  What are we doing about those threats?

3.  Is it enough?

A critical and misunderstood component of cybersecurity 
risk is vulnerability management. Threat and vulnerability 
management is the cyclical practice of identifying, 
classifying, remediating and mitigating exploitable 

technology weaknesses. A thorough understanding of the 

vulnerability management process and common auditing 

techniques is necessary to adequately protect sensitive 

information. Internal audit can play a critical role helping the 

board, audit committee and executive management grasp 

cybersecurity risk and response.  

To properly assess an organization’s threat and vulnerability 

management (TVM) program, internal auditors should 

understand the six common components and gather 

organization-specific information for each. Asking probing 

questions of stakeholders regarding each of the six 

components will help you better understand the applicable 

risks, tailor the audit scope and develop a customized  

audit work plan. 



1. TVM security strategy and planning

Define program ownership, policies, procedures and 
integration with other risk management activities.  
Sample questions:

• Who in the organization owns TVM? Is it a primary or 
secondary responsibility of that role or function?

• On what basis were the budget and staffing allocated?

• Is the TVM program formalized via policies and 
procedures? When were policies and procedures last 
reviewed or updated?

• How does TVM integrate with other risk management 
functions (enterprise security, ERM, etc.)?

• How is the importance of TVM emphasized throughout 
the infrastructure and application teams? How are 
alignment and communication between the  
departments achieved? 

2. Threat detection

Detect breaches, rogue technologies and malicious 
activities. 

Sample questions:

• What processes are in place to detect threats? Are they 
supported by tools or third party intelligence? How are the 
tools assessed to determine their effectiveness? 

• Are intrusion detection, malicious program detection, 
rogue technology discovery, log activity review and 
breach indicator analysis performed?

• How are threats translated into actionable information?  
Do emerging threats inform the prioritization of  
mitigating activities?

3. Vulnerability detection

Actively identify asset weaknesses before they can be 
exploited by an attack. Sample questions:

• How frequently are vulnerability scans conducted?  
What tools or outside parties are leveraged? 

• Are external and internal devices included in vulnerability 
scans? Are physician practice groups included?

• Are production and nonproduction systems included?  
Are biomedical devices included?

THE SIX COMPONENTS OF TVM
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4. Threat and vulnerability evaluation 

Evaluate threats and vulnerabilities and establishing 

communication and tracking mechanisms.   

Sample questions:

• Are there sufficient resources available to review the 
results in a timely manner?

• How are the validity of vulnerabilities confirmed and false 
positives eliminated?

• How are vulnerabilities prioritized for remediation? 

• Are a subset of vulnerabilities confirmed via an  
attempt to exploit the vulnerability (e.g., attack and 
penetration activities)?

• How are vulnerabilities tracked and communicated to 
those responsible for patching systems? 

• Is responsibility clearly established for the follow-up on 
action items?

5. Threat and vulnerability remediation

Isolate and resolve asset security issues once identified. 

Sample questions:

• Are the root causes of vulnerabilities considered?

• How are unremediated vulnerabilities communicated 
to leadership? Is visibility provided for high priority 
vulnerabilities that are included on two or more scans?

• Is there a review and approval process for unremediated 
vulnerabilities? Does that approval occur at the right level 
of management?

• What mitigating controls exist? Have these controls been 
formally documented to demonstrate how they address 
the unremediated vulnerabilities?

6. Security information management  
and sustenance

Actively monitor and enhance the TVM program.  
Sample questions:

• How is the vulnerability management program  
continually improved?

• Is continued investment made in the people, processes 
and technology?

• Has an objective perspective been obtained via a maturity 
assessment, internal audit or other evaluation? 

• Are multiple scanning tools or a best of breed  
approach leveraged?

• Are the workforce and IT personnel continually educated 
and up to date on the latest threats?

• How often are the scanning tools vetted and updated to 
remain effective?

• Are sufficient resources allocated to achieve the program 
goals and objectives?

SCOPING
The prior questions may vary in importance from 
environment to environment. A holistic TVM audit considers 
the relative importance of each component within the 
context of risk to the organization. In addition, several key 
decisions must be made early in the scoping process.

Stakeholders to engage 

In most organizations, information security, infrastructure 
teams, application teams and compliance should be 
considered as interested parties.

Focus on program management 

Policies, procedures, ownership, accountability and root 
cause identification play important parts in a successful 

TVM program. While validating significant vulnerabilities 

that have been remediated can be a high priority, scoping 

should consider how overall governance of the program 

influences organizational risk. For example, if those 

responsible for patching systems are also responsible  

for scanning and escalating significant vulnerabilities,  

an inherent lack of objectivity in the performance of those 

control activities may exist.

Internal vs. external devices

Historically, some organizations have focused efforts on 

scanning and remediating vulnerabilities on the perimeter  

of the network (e.g., externally facing web servers).  

With the increased prevalence of internal threats, such as 

phishing and other types of attacks, scanning the internal 
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network has become increasingly important. However, it is 

sometimes overlooked. 

Cloud services and other hosting providers

As software-as-a-service (SaaS) solutions increase, 

consideration should be given to whether these applications 

should be part of the audit. Many SaaS providers, especially 

those providing systems that store electronic protected 

health information (ePHI), can provide evidence of effective 

operation of their TVM program without your organization 

needing to perform a scan.

Biomedical devices

Vulnerability scanning can sometimes inadvertently cause 

downtime. Care should be taken when including biomedical 

devices, particularly those that are connected to patients. 

Biomedical devices often contain legacy, unpatched 

software. Scanning these devices provides an opportunity 

to promote awareness of these weaknesses within the 

organization—even when patching is not possible due 

to manufacturer limitations. A decision to include these 

devices should be made carefully through consultation  

with all relevant stakeholders.

Attack and penetration activities 

Scanning may detect vulnerabilities that may not actually be 
exploitable. Attack and penetration activities seek to validate 
whether vulnerabilities detected can actually be exploited 
(e.g., ePHI can be obtained) and can be a powerful tool to 
demonstrate the importance of vulnerability remediation to 
IT. However, the skillset and tools needed to exploit these 
vulnerabilities may not be present within the core internal 
audit team and this should also be a consideration.

EXECUTION
The TVM audit testing process can be complex. Several 
pre-audit considerations can help set expectations with 
stakeholders and result in an efficient audit.

Scanning tools to be leveraged

There are several popular tools available for vulnerability 
scanning. Some organizations own multiple tools while 
others rely heavily on one. The differences between tools 
can be somewhat nuanced, but understanding what 
existing tools IT uses for scanning will allow you to consider 
using the same tool to validate IT’s scanning process  
or using a different tool as an opportunity to gain a  
fresh perspective.

Attack and penetration activities seek 
to validate whether vulnerabilities detected 

can actually be exploited.
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Sample Timeline

REPORTING
Because of the technical complexity inherent in performing 

a TVM audit, reporting to management and the audit 

committee (AC) can be challenging. Several considerations 

should be made during the reporting phase.

Educate the AC 

Providing an AC education session, in conjunction with 

the organization’s information security team, is helpful 

to establish a basic understanding of cybersecurity and 

the role of TVM. AC presentations are often focused on 
communicating these themes in a nontechnical manner:

• A baseline understanding of the core components of 
cybersecurity, including TVM

• The industry-specific business risks associated with 
ineffective cybersecurity controls

• An overview of the organization’s response to 
cybersecurity threats

• Available industry benchmarks to contextualize the 
cybersecurity maturity of the organization

On-shore vs. off-shore resources

If a co-source partner is assisting in the execution of the 

internal audit, they may offer a lower cost off-shore solution. 

Be sure to consider your organization’s inclination for using 

off-shore resources and the potential access to ePHI.  

It may be necessary to implement a business associate 

agreement.

System accounts to be used

Scanning external IP addresses can be performed from 

outside the firewall without the use of a system account. 

However, third party scanning providers will need access 

to an internal system, as well as a VPN tunnel, to perform 

scanning of the internal network. Time needed to grant 

this access and troubleshoot any system issues should be 

considered in the audit timeline.

Testing windows

Agree on testing windows with the relevant infrastructure, 
application and cybersecurity teams in advance. The teams 
may prefer that scanning and A&P activities occur outside 
of normal business hours. 

Escalation protocols

An escalation and communication protocol should be 
established to immediately communicate critical or high 
profile vulnerabilities and any system downtime inadvertently 
caused by scanning.

Based on these factors, a timeline should be developed 
and communicated to key stakeholders. Actual timelines 
vary based on scope and organizational culture. Due to 
the technology challenges and dependence of timeline on 
scanning windows, timeline flexibility may be needed as the 
audit progresses. 
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Consider the audience

Vulnerability scanning generates helpful technical 
information for management. Specific device addresses, 
vulnerability names, encryption certificates, user names and 
other information can and should be provided to expedite 
identification of the root causes and remediation. The AC 
may find this level of detail confusing, particularly since they 
tend to think in terms of business risk and not cyberrisk.
Two reports are often required: a technical report for IT 
management, and an executive level report for the AC. 
While the technical report outlines specific vulnerabilities 
for each device scanned, the executive level report should 
focus on identifying root causes in the TVM processes and 
highlight the business risk to the organization, including 
mitigating and compensating controls.

Identify the root cause

While remediating the specific identified vulnerabilities is 
important, you should also consider any process failures 
and the root cause of those vulnerabilities, including 
weaknesses in governance of the TVM program. Common 
root causes can include the failure to adequately address 
vulnerabilities from prior scans, and vulnerabilities that 
cannot be remediated. Other causes include resource 

constraints, unclear responsibility for undertaking 
remediation efforts and follow-up, as well as communication 
breakdown between teams.

Benchmarks may be helpful

Management and the AC may be interested in the maturity 
of the TVM program relative to similar organizations. 
Informal benchmarking amongst peers can be helpful in 
contextualizing TVM program gaps.

Sensitivity of findings

A list of vulnerabilities provides a playbook for exploitation 
of the organization’s assets. As such, care should be taken 
to encrypt results when transmitting detailed information 
regarding weaknesses, user accounts or device addresses.

SUMMARY
In 2016, PwC’s Global State of Information Security Study 
reported a 38 percent increase in cybersecurity incidents 
in 2015. In the healthcare environment, many of these 
incidents were aimed at vulnerabilities within systems 
containing protected health information. 

An internal audit of TVM processes is an important 
component of the cybersecurity program sufficiency, and 
provides important insight to executive management and 
the AC. Because of the technical nature of the audit, it is 
important that internal auditors are well versed in standard 
TVM auditing practices and common pitfalls. Careful 
attention to appropriately scoping, executing and reporting 
the audit is critical for a successful outcome.

PwC’s Global State of Information Security 
Study reported a 38% increase in 
cybersecurity incidents in 2015. 


