
I
n the current highly regulated and value-driven 
healthcare environment, organizations must rethink 
the use of internal audit to address the scope and 
complexity of risk. In the midst of the industry’s shift 

from volume of services to value of care, organizations must 
go beyond a traditional focus on finance and revenue cycle 
areas and be willing to expand internal audit activities to 
include clinical areas as well. To serve their organizations 
effectively, internal auditors must incorporate clinical risk 
into the risk assessment process.

Clinical audit brings together clinicians and internal auditors 
to measure the effectiveness of healthcare delivery and 
operations against industry standards, with the goal of 
identifying actions to improve care delivery and patient 
outcomes and reduce reimbursement risks.

Three lines of defense
In 2013, the IIA published a position paper describing a 
model for effective risk management and control consisting 
of three lines of defense. Management control is the first line 
of defense, the various risk management and compliance 
oversight functions serve as the second, and the third is 
independent assurance. The IIA states that: “All three lines 
should exist in some form at every organization, regardless 
of size or complexity.”1

The quality improvement initiatives most hospital and clinical 
departments have been immersed in for years represent the 
first line of defense in healthcare. The second comes from 
the internal quality and compliance departments’ work to 
monitor the impact of these clinical efforts.

For the third line of defense, an independent partner 
examines the design and operations perspectives of clinical 
processes to identify gaps in elements needed to produce 

1  Institute of Internal Auditors, “IIA Position Paper: The Three Lines of Defense 
in Effective Risk Management and Control,” January 2013, https://na.theiia.
org/standards-guidance/Public%20Documents/PP%20The%20Three%20
Lines%20of%20Defense%20in%20Effective%20Risk%20Management%20
and%20Control.pdf
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robust care delivery processes. The independent partner can 
be the organization’s internal audit department, an outside 
firm, or a team consisting of internal audit professionals 
from within and outside of the organization.

Audit activities at each line of defense provide different 
perspectives that are necessary to drive performance 
improvement.

There is no doubt about the importance of the work 
performed by the first and second lines of defense. The third 
line of defense—review by an independent partner—takes 

a cohesive look at the workflow design, technology, culture, 
education, training, communication, policies, protocols 
and metrics related to a given aspect of clinical care (see 
exhibit). Each one of these areas can affect the efficiency 
and effectiveness of care delivery. This clinical audit focus 
provides a clear picture of what is working and not working 
that might put care delivery at risk.

The third line of defense is vital, considering the complexity 
and demands of the current regulatory environment.

Clinical audit focus
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For example, a third-party clinical audit might help a 
healthcare organization that is struggling to comply 
with evidence-based practices for the management and 
treatment of central line-associated blood stream infection 
(CLABSI).

The root cause of an issue may actually stem from 
inconsistent guidance between the policy, internal 
documentation tools and automated alert notifications 
within the electronic medical record with respect to 
appropriate indications for central line insertion. This lack 
of clarity hinders the organization’s ability to provide timely 
care that aligns with evidence-based protocols. The clinical 
audit can help pinpoint control and performance gaps and 
provide the insight needed to develop sustainable solutions.

Getting started
Because the concept of the clinical audit is still relatively 
new, efforts by internal audit staff to conduct clinical audits 
might at first be met with some confusion and resistance. 
The following guidelines can help internal auditors 
overcome these obstacles.

Build relationships with key stakeholders
It is unrealistic to expect to win immediate support for a 
clinical audit. Attempting to do so is likely to arouse concern 
among clinicians and managers who are already auditing 
their work. They may assume you are there as a result of an 
error or in response to a protocol breach.

Begin by establishing a rapport and building relationships 
with the appropriate clinicians, managers and other leaders 
during several meetings. The purpose of these interactions is 
to address concerns, forestall confusion and win trust.

These meetings will allow you to explain internal audit’s 
role. They will also clarify how your work will support, add 
dimension and nuance to, and complement their efforts 
and the quality and compliance team’s efforts, without 
duplicating or interfering with them. Engage a broad range 
of clinical leaders—including the chief medical officer, the 
chief nursing officer, and senior leaders and directors of case, 
risk and quality management—to extend your reach.

Equally important is learning about the current clinical 
quality improvement initiatives under way in order to gain 
insight into the clinicians’ challenges.

Communicate that you are there to understand their goals 
in making improvements and to generate intelligence on 
where processes, protocols, technology, communication and 
other factors are hindering their efforts. Demonstrating your 
ability to help clinical leaders and staff make improvements 
in one area will contribute to generating the trust and 

credibility needed to win acceptance for clinical audits in 
other areas.

Be prepared with research
Approach clinical leaders and managers with some 
knowledge about the issues they are struggling with. The 
easiest path to failure is to begin by putting complete 
responsibility on the clinicians to explain the problems 
they are facing. That uninformed approach can create the 
perception that involving you in their initiatives would only 
hinder their efforts and create more work for them.

Use external resources2  to educate yourself and your team 
about the salient issues. Review information from CMS 
about hospitals that are being penalized under value-based 
reimbursement models and how those cases relate to your 
organization.

Your organization may be grappling with:

1. Unnecessary readmissions
2. Hospital-acquired infections
3. Pressure ulcers
4. Falls
5. Associate injury and harm
6. Medication reconciliation
7. Addressing emerging risks such as the Zika virus

It will build credibility to begin the conversation with 
clinical leaders by demonstrating that you are tuned in to 
the organization’s most pressing areas of concern and that 
you understand the current challenges facing hospitals 
nationwide. In addition, understanding how the care your 
organization provides now will affect future reimbursement 
will help you take action to make necessary improvements.

Engage a local clinician
The growing scope and complexity of risk and compliance 
means traditional internal audit departments composed 
primarily of generalists will rarely have all the expertise they 
need to fulfill a larger role as auditors of clinical processes.3 
Nearly every clinical audit will include components that are 
best handled by clinical auditors as well as aspects that are 
best handled by nonclinical internal auditors.

Internal auditors must make intelligent use of specialists 
and subject-matter experts from inside and outside of the 
organization. Internal audit leaders must assess the skill 
sets of their team and identify what is needed to address 
clinical risks and to provide clinical audit services. This might 

2  Such as the Centers for Medicare and Medicaid Services, the American Hospi-
tal Association, the Institute for Healthcare Improvement, and the Agency for 
Healthcare Research and Quality

3  See Jerry Lear, "Healthcare Internal Audit: The Next Generation," New Perspectives, 
Spring 2016
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include adding a clinical auditor to the internal audit team 
or engaging a clinician outside of the audit function to assist 
with these audits. Having this person on your team will show 
preparedness and increase credibility.

Expand C-suite connections to include clinical leaders
In broadening the scope of activities to include clinical 
audits, start by gaining the support of members of the 
senior leadership team with whom you already have 
relationships, and build from there.

Internal audit departments traditionally have a strong direct 
line of communication to the CFO. Auditors frequently 
present reports and results to board audit committees. 
Take advantage of these connections with executive 
leaders and governance professionals to reach the clinical 
decision-makers who are C-suite members, including the 
chief medical officer, chief nursing officer and chief medical 
information officer.

To rally the support of your board’s audit committee, prepare 
educational presentations for them on the importance of 
addressing all risks—including those in clinical processes. As 
governance and leadership become aware of these clinical 
risks, you will find they will request these types of audits.

Recognize the role of organizational culture
An organization with a culture of continuous improvement 
that functions according to the principles of high reliability 
is more likely to be receptive to the idea of a clinical audit.

Organizations that have not yet embraced such a culture 
are more likely to react with suspicion. In many instances, 
those responsible for the first and second lines of defense 
will believe that their work already covers the full extent 
of auditing required. They are less likely to grasp the need 
for an independent set of eyes that can cut through the 
filters of clinicians and compliance professionals who are 
highly involved in the work and who might find it difficult to 
distance themselves.

Organizations might have excellent people, ideas and 
solutions, but in many cases, the execution of these ideas 
and solutions does not achieve the desired goals due to 
unseen barriers to effective implementation. A third line of 
defense can help identify and troubleshoot such problems. 
It is the internal audit team’s job to help break down these 
cultural barriers with education about the three lines of 
defense.

Steps to successful clinical audits
Once the organization agrees to implement a clinical audit, 
the following seven steps can help enhance performance 
improvement efforts and achieve clinical objectives.

Conduct a robust risk assessment to define areas of focus. 
Decide where to focus based on discussions between 
clinical leadership and internal audit leadership. Identify the 
organization’s areas of greatest strategic importance and the 
clinical areas that are most challenged to show performance 
improvement (the big picture) before proceeding into 
greater detail.

Within the larger category of patient safety, for example, 
the organization might be dealing with issues such as 
event reporting, patient falls, never events (such as wrong-
site, wrong-side surgeries), retained foreign bodies, fires, 
medication errors and hospital-acquired infections.

The easiest path to failure is to 
make the clinicians completely 

responsible for explaining the 
problems they are facing.

Engage both senior executives and front-line managers in the 
audit process, and clearly define participants. A clinical audit 
will be successful only with the support and involvement of 
relevant stakeholders. Therefore, for all projects, solicit the 
engagement and commitment of senior leaders, including 
the chief nursing officer and the chief medical officer.

Involve front-line managers and clinical staff from the 
selected area so they understand how their role in the 
process aligns with regulatory protocols and fits in with the 
care delivery continuum. Document care delivery controls 
with process owners to identify gaps before any testing 
occurs.

Use data, establish metrics, and monitor. Report and track care 
delivery performance and patient outcomes against internal 
goals, regional competitors and national benchmarks 
to identify improvement opportunities. Clinical audits 
allow organizations to capture a snapshot of data related 
to specific care processes, some of which could affect 
outcomes in other areas.

As a result of a clinical audit, for example, one organization 
learned that in addition to placing significant focus on 
adhering to evidence-based care in order to reduce CLABSI, 
attention also must be paid to reducing the number of 
central line insertions altogether.

Review priorities regularly. To prepare for additional perfor-
mance improvement, know what regulations are on the 
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horizon and consider the emerging clinical risks related 
to these regulations. As regulations and the organization 
change, priorities also must change. If too many resources 
are focused on one area, the organization could inadver-
tently put too little focus on other areas that might become 
higher priorities.

The most effective change 
often is incremental.

Ask “Why?” five times. Dig deep to identify the right root 
cause of a problem or time and resources that might be 
spent “fixing” the wrong part of the process. This could 
cause another problem rather than solving the original 
problem. Likewise, if compliance begins dropping off after 
corrective actions have been implemented, it is important to 
determine the reasons why.

Healthcare’s inherent complexity carries many unintended 
consequences. A drop-off in desired behavior might stem 
from an indirectly related factor, such as a change in a 
computer program that interferes with the timely delivery of 
alerts. Such changes can have serious implications.

Build action plans based on continuous monitoring to assess 
the effect of incremental changes. Changes come in a variety 

of forms, and the most effective change often is incremental, 
in which the first step in a series must be correctly 
implemented before the next step in the series can be taken, 
and so on.

Not all change results in improvement. Sometimes change 
does not achieve the desired result. To know whether a new 
process is working, monitor the change on an ongoing basis 
and use data to assess whether it has had the desired impact.

Create accountability. Assign accountabilities to make sure 
improvements are made until the desired outcome is achieved 
and sustained. Many organizations create new policies to fix 
problems. However, these policies often are forgotten unless 
individuals are held accountable. To achieve the absolute 
compliance that is needed in patient care, clinicians and 
other staff must know that a given measure or element of 
performance is being monitored and that they are responsible.

Conclusion
As reimbursement becomes increasingly tied to 
organizations’ ability to provide satisfactory patient care, 
demonstrate value and meet federal standards for quality 
and safety, clinical audits will become more important. 
Healthcare organizations will benefit from making clinical 
audits a regular and ongoing part of internal audit activities. 
Working together, clinicians and internal audit professionals 
can deliver the deeper level of risk coverage required in the 
current value-driven environment. 
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