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T
he pace of technological change seems ever-
increasing. Many technological innovations will 
quickly disrupt entire industries. As an example, 
look at video rentals going back a decade or so 

when a trip to a store was necessary to rent movies. Then 
came stand-alone kiosks and online streaming. If you told 
someone under 15 years old today that you had to go to 
a store to rent movies, they just might think you are from 
another planet.

While the technology that changes the way you enjoy 
spending an evening at home does not involve healthcare 
internal auditing, some new and emerging technologies will. 
You need to closely follow five technology trends for their 
potential effect on healthcare.

Artificial intelligence
Healthcare will see significant changes with the adoption of 
artificial intelligence (AI), which has been pursued since the 
invention of computers. AI is software designed to mimic 
the human brain in its learning capabilities.

AI as applied to healthcare will help practitioners provide 
better and faster diagnostics of medical issues. The 
technology can quickly analyze and synthesize vast 
repositories of medical knowledge and give potentially 
excellent diagnoses and treatment plans.

AI should reduce costs, speed up diagnosis and treatment 
times, and provide better patient outcomes. Forbes 
magazine estimated that, “By 2025, AI systems are expected 
to be implemented in 90 percent of the U.S. and 60 percent 
of the global hospitals and insurance companies.”1

1 www.forbes.com/sites/reenitadas/2016/03/30/top-5-technologies-
disrupting-healthcare-by-2020/#448f3f306826

The factors making AI in healthcare a hot topic for large 
companies include increased accessible data in digital health 
records, improvements in computing power and the creation 
of natural language processing systems. Big names, including 
IBM, Microsoft, Google and Intel, are putting a lot of money 
and research into how to use this technology in healthcare.

For example, Google is using its DeepMind platform to 
create a computer vision application that could detect 
cancerous tissues with a smartphone. Other startups are 
using AI to automate and perfect mundane but highly 
essential workflows like scheduling patients.

AI could take data analytics to a whole new level. Using 
machine learning techniques, the computer could 
automatically locate anomalous transactions before they are 
even entered into your organization's accounting system. 
These analytics could dramatically affect the procedures, 
workflows and scopes currently being deployed by internal 
auditors to find errors, irregularities and fraud.

How will AI be controlled to prevent a “Terminator” world 
where computers take over? Questions about regulating the 
use of AI in healthcare are on the rise. So far, regulations for 
healthcare initiatives and products that rely on AI have been 
conspicuously absent.

The National Science and Technology Council has created a 
subcommittee on machine learning and artificial intelligence. 
The Council was formed to foster interagency coordination, 
give technical and policy advice on topics related to AI, and 
watch the development of AI technologies across industry, 
the research community and the federal government.2

2 https://obamawhitehouse.archives.gov/sites/default/files/whitehouse_files/
microsites/ostp/NSTC/preparing_for_the_future_of_ai.pdf
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Potential AI-related risks
Patient safety – Overreliance on and limited testing of automat-
ed systems to make clinical decisions could increase liability.

Ethics – Ethical dilemmas could occur because computers 
have no moral or ethical foundation by themselves in 
making decisions.

Privacy – Since most AI systems need a steady stream of 
massive quantities of personal health information, the risk of 
inadvertent leaks or deliberate breaches of this data increases.

Robotic process automation
A close cousin to AI is robotic process automation (RPA). 
RPA uses the concept of using robots to perform human 
tasks on the computer and can implement a sort of artificial 
intelligence to complete tasks.

RPA also allows the computer to learn how to do tasks by 
watching or recording keyboard input or mouse movements 
made by a human user. Variables can be input where needed 
during the process.

RPA can have a big effect on 
staffing quantity and skill mix.

RPA solutions also can recognize graphical representation 
of numbers or text and convert them to readable digital 
versions. For instance, a process could be set up to read a 
scanned area of a document to find an invoice number and 
then use that invoice number later in the workflow. The 
process can be repeated consistently over and over again 
without the human fatigue factor.

Traditional automated workflow systems need application 
programming interfaces (APIs) to interact with business 
applications. RPA overcomes this barrier by seeing and 
interacting with the applications just as a human might.

As an example, your organization might have both a system 
that has a web-based user interface and a legacy system that 
functions on a desktop. RPA could look up data on the web 
application and load that data into the desktop application 
in the proper places. Then RPA would send you an email with 
a completed spreadsheet, letting you know the task was 

finished. The results would look as if a human performed the 
task but everything was done by software.

RPA opens the ability to automate any process regardless of 
the software language or a lack of programming interfaces. 
The benefits of using an automated process is that human re-
source costs are reduced and process performance is increased 
by more transactions with less errors in a shorter period.

This type of technology has been around since the 1960s. 
But current developments that added the ability to use this 
technology with little or no code writing will make RPA more 
appealing to business users for everyday workflows. Internal 
auditors could benefit from this automation.

Following are some examples of how RPA could improve the 
work of internal auditors.

Automating controls testing – On multiple disconnected 
systems an RPA process could be set up to pull data from a 
website and then check a legacy system and compare the 
results and data. The process could be done in a repetitive 
and controlled manner, reducing risks of error-prone cut-
and-paste processes and increasing efficiency.

 • Master data files could be checked for completeness on a 
more regular schedule—all without manual processes.

 • More consistent and faster generation of analytics 
for audit committee and executive reports could give 
stakeholders the information needed for better oversight 
and decisions.

Some areas with potential risks to healthcare organizations 
might arise from the implementation of RPA solutions.

Process performance – Proper governance over the 
implementation of RPA solutions is necessary to prevent 
duplicate efforts and ensure there is a single source of 
truth.

Technical – The very nature of an RPA system is to automate 
what a human would normally be performing. Proper access 
controls and testing of functionality needs to take place, 
just as would occur with a manual or traditional business 
process. Internal audit needs to be involved from the 
beginning on these types of projects.

AI can give potentially excellent diagnoses and treatment plans.
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Human resources – RPA can have a big effect on staffing 
quantity and skill mix, so understanding human resource 
risks is important to the business.

Controls – How are the controls designed and who is 
designing them? Any reliance on the controls should be 
supported by internal audit testing and documentation.

Smart health technology
One way to help businesses and insurers manage their 
expenses might be using internet of things (IoT) technology 
to check and analyze data from human interaction with 
sensors. Frost & Sullivan, a U.S. research group, predicted 
that the wearable device and healthcare-centric app market 
has the potential to exceed $25 billion globally by 2020.3

With sensors placed around the house, caregivers can 
remotely watch the movement of their patients with 
smartphone apps. Alerts can be sent when meals or 
medications are missed or if risky behavior is detected so 
falls or other injuries can be reduced.

The U.S. government says telemedicine “seeks 
to improve a patient's health by permitting 
two-way, real time interactive communication 
between the patient and the physician or 
practitioner at the distant site. This electronic 
communication means the use of interactive 
telecommunications equipment that includes, 
at a minimum, audio and video equipment.”4

Improvements in virtual reality (VR), with use of the audio 
and video sensors, make smart health technology a more 
practical and efficient way to improve training. For example, 
a 2016 operation was streamed live by VR for training 
purposes. Additionally, research is being conducted to 
use smart health technology to treat posttraumatic stress 
disorder, and to help with pain management and brain 
damage assessment and rehabilitation.

The following are some potential future risks to healthcare 
organizations that might arise from the implementation of 
smart health solutions.

Security – IoT devices can potentially become infected just 
like other computer systems. Also, the potential exists for 
data breaches of personally identifiable information.

Patient safety – The long-term ramifications of IoT devices 
on patient health have not been possible to study because 
the devices and technology are new and rapidly changing. 

3 www.telegraph.co.uk/business/social-innovation/smart-health-technology/

4 www.medicaid.gov/medicaid/benefits/telemed/index.html

Potential vulnerabilities could exist in poorly designed 
devices that might lead to erroneous data being fed into the 
patient treatment process.

Blockchain
Considerable media coverage has been devoted to bitcoin 
and other cryptocurrencies, with an emphasis on their 
dramatic changes in value. The real story lies in their use of a 
technology called blockchain, which has the potential to be 
disruptive in many businesses, including healthcare.

This emerging technology has not been fully applied or 
even developed in every industry or in healthcare. You may 
soon find your organization buying and implementing this 
technology, so you need some basic understanding of how 
blockchain works.

Blockchain creates a 
globally distributed virtual 
ledger of transactions that 
is instantly updated.

Blockchain creates a globally distributed virtual ledger of 
transactions that is instantly updated. The transactions 
cannot be changed once recorded—the history is irrefutable 
and has built-in integrity. Traditional databases have one 
computer holding the “single source of truth” and potentially 
a single person could alter the record without alerting any 
other users.

In blockchain the entire network of devices creates and keeps 
its integrity when new transactions are entered. A hacker 
cannot alter earlier records for gain without the system 
inherently rejecting the transaction. Simply, new data can be 
added, but old data cannot be copied or deleted.

As with any new technology, solving an identified business 
challenge in an innovative way is important. Here are some 
potential ways blockchain might be useful in healthcare.

Supply chain contract management – Combining IoT sensors 
with blockchain could be used to monitor and track the 
progression of healthcare supplies from supplier to ultimate 
usage on patients. Since the integrity of the data is carried 
along the with the transactions, counterfeit or substandard 
products could be guarded against.

Encounter records – Blockchain could be used to store 
information on provider/patient interactions. These records 
would be immutable and a full record of each interaction 
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could be provided without the risk of earlier data being 
altered. Additionally, a fully secure, lifelong healthcare 
record could be created for patients.

Clinical trial data – Instant secure transfer of clinical trial data 
could be shared with sponsors and regulators. Again, the 
data would have built-in integrity.

Insurance claims – Insurance claims could be handled via 
blockchain accurately and fraudulent claims could be flagged.

What are the risks with blockchain? Internal auditors should 
start to think about the following.

Financial – Embracing new technology is a good thing. 
However, if an organization moves forward and spends 
resources on technology before having a big enough 
problem to fix, the risks of overspending, a poor return on 
investment and minimal functional benefits become real.

Knowledge – Management must have the knowledge and 
skills to perform their oversight duties in the organization. If 
cryptocurrencies are accepted or blockchain is implemented, 
internal auditors need to be familiar with the technology.

Control – Because this technology is so different, an 
innovative approach to controls is needed and new 
questions arise. Who controls the blockchain? Is the 
blockchain performing as expected?

Digital regulations
On May 25, 2018, the European Union's (EU) General Data 
Protection Regulation (GDPR) was implemented. GDPR 
covers data production and privacy of residents of the EU 
regardless of their physical location. Therefore, GDPR applies 
to data collected on EU residents in the U.S. receiving 
treatment, or data collected from EU residents by U.S. 
healthcare organizations.

GDPR also has teeth. Failure to follow GDPR regulations 
allows the EU Information Commissioner's Office or privacy 
regulators to fine violators the higher of four percent 
of annual global sales or €20 million (about USD $24.76 
million).5

GDPR is a complex regulation with a wide effect on the 
world of data. Much has been and will continue to be 
written about the topic, but the regulations will influence 
four key areas.

5 www.meetingstoday.com/magazines/article-details/articleid/31936/title/
gdpr-a-data-privacy-regulation-with-teeth-is-ready-to-bite-the-meetings-
industry

Personal privacy – Covered individuals have the right to 
access their information stored on your systems. They can 
correct, erase or object to the processing of their personal 
data and they can have access to export the data.

Controls and notifications – As with other regulations like 
PCI and HIPAA, security is fundamental and breaches 
require notification. GDPR also requires a consent from the 
individual to process their data and detailed records are 
needed for the processing of the data.

Policy formation – Policies need to be crafted to require clear 
notification of data collection and give the purpose and use 
cases of the data. Retention and destruction policies need to 
be in place.

Training and contracts – GDPR requires employee training 
on the regulations and the updated data policies that 
incorporate the new rules. Vendor contracts might need to 
be rewritten to comply.

With HIPAA being fully adopted in the U.S., many of the compli-
ance requirements of GDPR may already be in place. However, if 
your organization does deal with or market to patients in the EU, 
then a detailed review of the GDPR requirements is necessary if 
the review has not already taken place.

The U.S. may eventually adopt similar regulations on data 
privacy, beyond healthcare, for more generally collected 
data such as social media and product buying information 
collections. Any sign of forthcoming regulations over other 
areas, like AI, have not surfaced.

Conclusion
These five technology trends have some common themes 
compared to earlier trends: faster emergence, more 
complexity and greater associated risks. Internal auditors 
need to keep a close eye on developments and be ready 
for deployment and operational implications in their 
organizations. 

David Sems, CPA, CITP, CFF, is founder 
of Sems & Associates Ltd. He has 
extensive experience providing forensic 
technology services to clients in a wide 
variety of industries. David can be 
reached at David@SemsAssociates.
com and (440) 941-7367.
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