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Overcome Analysis Paralysis
Leverage data analytics for better audit results
By David E. Sems, CPA, CITP, CFF

D
ata analytics have long been emphasized by 
the internal audit profession as a necessary 
part of audits. However, as a few studies of the 
profession show, the gap between the desired 

state and the actual state is still wide.

Deloitte’s 2016 Global Chief Audit Executive Survey states as 
a key finding: “Key gaps in certain skills, including analytics…
must be addressed to increase impact and influence.”1 In 
the IIA’s 2017 North American Pulse of Internal Audit, a key 
finding reveals that in smaller internal audit departments 
(nine or fewer staff ), only 30–40 percent of staff always or 
frequently use data analytics.2

Lack of staff with the necessary skills has created a gap in the 
use of data analytics. Unfortunately, a deep understanding 
of databases and programming is a lot different than a full 
understanding of debits and credits. Finding staff who are 
equality comfortable in accounting theory and computer 
science is rare, and demand for this talent is often high. 
These challenges and others have sometimes paralyzed 
internal audit departments from fully implementing data 
analytics in their work.

While a skills gap is not quickly solved, you can improve 
your capabilities by adopting a framework to start or 
advance your data analytics usage, understanding examples 
of the analytic procedures you might want to apply, and 
recognizing some practical data analytics tools.

1  www2.deloitte.com/global/en/pages/audit/solutions/global-chief-audit-
executive-survey.html

2  https://na.theiia.org/services/Pages/Pulse-of-Internal-Audit-2017.aspx

A useful framework for data analytics projects is adapted 
from the cross-industry standard process for data mining, 
or CRISP-DM.3 In this analytics process, six steps apply to 
internal audit.

1. Understand the business process.

2. Understand the data.

3. Prepare the data.

4. Analyze the data.

5. Evaluate the results.

6. Report the results.

The diagram in Exhibit 1 shows the steps in the process. 
Note that the dotted lines in the workflow paths stand for 
iterative processes, which depend on the outcome of certain 
steps.

Understand the business process
Benjamin Franklin said, “If you fail to plan, you are planning 
to fail.” Understanding the business process in analytics 
projects is critical to planning, but is often rushed or 
skipped, because the internal auditor just wants to jump in 
and start digging through the data. The auditor should first 
gain a full understanding of the objectives of the audit, the 
business processes that produce and use the data, and the 
inherent business risks that the data represent.

Convert this knowledge into a data analytics problem 
definition and a preliminary audit plan for the testing 
3  https://en.wikipedia.org/wiki/Cross-industry_standard_process_for_data_

mining
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to be performed. By doing this, you can decide which 
type of data is needed to complete the task. Examples 
might go beyond accounting data to other data, like drug 
activity from automated dispensing cabinets or patient 
account data from collection agencies. Also, you should 
consider if the audit objective can be reached with the 
available data.

Understand the data
In your work to understand the business process, you will 
have figured out what data is available. This phase goes 
deeper into understanding the makeup of the data.

Here you need to answer key questions such as:

 • What does the data look like (e.g., format, file structure, 
any missing data)?

 • Do I understand the scope of the data collected?

 • Will the data provide sufficient information to meet the 
audit objectives?

 • Can the data source be trusted for completeness and 
credibility?

One of the possible iterative steps in Exhibit 1 is using 
analytics to test relationships between employees and 
vendors. The employee file contains phone numbers, but 
the vendor file is missing this information. You could limit 
the scope of your analysis to just comparing names or 
addresses between the two datasets. But by going back 
even further in the process, you identify a breakdown in 
a business process that fails to accurately gather phone 
numbers from vendors.

Prepare the Data
Getting the data into a usable format is usually the biggest 
problem for internal auditors. Frustration can mount after 
waiting for the IT team to develop and run a query to pull 
the data, if you find out the data is incorrect or incomplete. 
Also, data can be “ugly” when it does not easily go into our 
traditional desktop tools like Excel with nice, neat rows and 
columns.

Preparing data can be very hard, especially if you are 
requesting data from heterogeneous systems that normally 
do not talk to each other. Some of the best analytics for data 
anomalies or fraud detection can come by comparing data 
from two systems that do not normally talk.

Some data preparation needs additional steps, including 
reconstruction of data from legacy systems or entry 
from paper sources, which may be referred to as “extract, 
transform and load.” Keep in mind that for each of these 
steps, various tools can help.

Building and keeping good relationships between internal 
audit and IT is critical for this phase to be successful. IT needs 
to be willing to help the internal audit team get the right 
data in the cleanest format, and you need to explain what 
you are trying to do so that IT can be translate the request in 
a system context.

Lack of staff with the necessary skills has created a gap in the use of data analytics.

Improve your data 
analytics capabilities by 
adopting a framework.

Exhibit 1 – Analytics process steps

– Primary process
-- Iterative process
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If your IT group can build in automation or provide you 
read-only access to the data to allow for ad-hoc analysis, you 
will be a long way down the path of preparing data. Many 
business systems now have built-in ad-hoc dashboard or 
reporting features that are sometimes overlooked. Tapping 
into and learning these features can make preparing the 
data less frustrating for IT and you—they allow the access 
but you slice and dice the data in the next step.

Analyze the data
Analyzing the data is the fun step where you get to dig into 
the details. Many internal auditors want to jump to this stage 
before following the preceding steps, but again, that can lead 
to more work overall. Many techniques exist to analyze the 
data, and each set of data is different, with varying challenges 
to overcome. While analyzing the information, unknown 
gaps or data issues might be uncovered that require going 
back to an earlier step to get more or better data.

The following examples will illustrate data analyses that you 
might want to adopt as part of testing in various areas.

Vendor and employee master file comparison – Vendors can 
be compared to employees to identify conflicts of interest. 
Comparing the addresses, phone numbers, tax identification 
numbers or similar information can produce matches 
between the two master files.

When this test was performed at a children’s hospital, a 
vendor and employee were identified who shared the same 
phone number. The phone number was the employee’s 
cell phone. The employee had been able to set up a vendor 
and receive fraudulent payments as a vendor in addition to 
legitimate payments as an employee.

Accounts receivable remittances – Comparing the remittance 
check number to the amount of the check would seem like 
an unusual analytic test to run, but this comparison was the 
key to unraveling a large insurance occupational fraud.

This client would physically receive payments of checks and 
cash at their offices on customer accounts. For example, a 
$5,000 check and $1,250 in cash may have been received on a 
given day. The clerk would pocket the $1,250 of cash and then, 
to cover the theft, $3,750 would be applied to the customer 
that paid $5,000 and $1,250 to the customer that paid cash.

The deposit records for both the client and the bank 
would show that $5,000 in checks as the total deposit. The 
client’s accounting software required the entry of a check 
number—so the clerk would use the amount of the cash 
theft as the check number for the cash customer. Thus, the 
fake check entry for $1,250 would be recorded as check 
number 1250. Converting the check amounts to whole 
integers and matching that to the corresponding deposit 
amounts revealed hundreds of thousands of dollars taken in 
this scheme.

Excluded provider testing – Regularly matching your 
employees and vendors to the OIG List of Excluded 

Individuals/Entities (LEIE)4 is an important compliance 
practice. Individuals and entities on the list have been 
excluded from participating in federally funded healthcare 
programs. Anyone who submits claims to a federal 
healthcare program for items or services provided—directly 
or indirectly—by excluded individuals and entities may be 
subject to civil monetary penalties and repayment of funds 
received.

Searching the OIG’s LEIE is a simple but necessary task. The 
database is easily downloaded from an HHS website.5 The 
data analytics process is like the earlier example of matching 
employees and vendors.

4  https://oig.hhs.gov/exclusions/background.asp

5  https://oig.hhs.gov/exclusions/exclusions_list.asp

Exhibit 2 – Timesheet data for two employees

Building and keeping good 
relationships between internal 

audit and IT is critical.
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Payroll schemes test – Looking for abusive sick pay behavior 
can be easier with data analytics. Some employers grant 
employees a certain amount of earned sick time. Employees 
may take advantage of this benefit by using this sick pay to 
extend their vacations or weekends.

This analysis is a bit more complicated than others and 
needs a function that can give you the difference in days 
between two dates. Excel has a little known DATEDIF 
function that will compute that number:

=DATEDIF(date1,date2,unit)

date1 is the start date, date2 is the end date, unit is the 
type of unit you want to calculate, e.g., days, months, years.

The timesheet information for two employees in Exhibit 2 
provides the data to prove the power of the function. The first 
employee has taken five sick days and one vacation day. The 

second employee has taken three 
sick days and one vacation day.

The formulas as shown in Exhibit 
3 can figure out if the sick time 
occurs right around a weekend or 
vacation. The logic could also be 
extended to cover holidays.

The result of the analysis is shown 
in Exhibit 4. The first employee 
has 66 percent of their sick 
days before or after a weekend 
or vacation day. The second 
employee only has 25 percent, 
or 1 sick day, with the same 
attribute.

Also, be extra cautious of 
employees who never take days off or get sick. That is not 
normal behavior and could indicate a ghost employee. 
Finding and generating a list of these employees is a 
straightforward analytics search.

With these analytics, your payroll audit can give valuable 
insight into employee behavior and help you spot fraud.

Evaluate and report the results
In this step, you want to be able to tell a story with your 
findings. A lot of false positives can be generated by initial 
testing and cause confusion. Resist jumping to conclusions 
at this point.

Reporting too much data is another reporting pitfall. The 
reader of the report needs a summary—charts are a terrific 
way to achieve this. A picture may be worth a thousand 
words, but here a chart is worth a hundred thousand lines 
of data.

Exhibit 3 – Sick pay patterns

Exhibit 4 – Sick days before a weekend or vacation
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Conclusion
Data analytics can be a daunting, and even scary. A 
useful process framework can increase the efficiency and 
effectiveness of your audits. Start with areas where you 
can get quick wins—such as accounts payable duplicate 
payments—and then move into other areas of higher 
complexity and risk. Also, look for and keep those staff 
members that have a passion for this type of work—their 
expertise will pay dividends for years to come. 

David Sems, CPA, CITP, CFF, is founder 
of Sems & Associates Ltd. He has 
extensive experience providing forensic 
technology services to clients in a wide 
variety of industries. David can be 
reached at David@SemsAssociates.
com and (440) 941-7367.

Analytics in your payroll audit can give valuable insight 
into employee behavior and help you spot fraud.

is grounded in fact. If misconduct was reported in the past 
but nothing happened to the powerful figure, the fear and 
silence is greater.

When a higher value is placed on results than values, often 
no action is taken regardless of the number of people who 
are aware. The bystander culture is perpetuated. Action 
cures bystanders of their hesitancies and fears.

Inaction only postpones the 
inevitable disclosure.

Termination is the strongest signal of action, but other 
options, in consultation with human resources, legal and 
ethics officers are available, such as demotion, or reduction 
or elimination of bonuses and pay increases. However, the 
action should be swift so that those who report the issue 
can take with them into the culture the new narrative: “If you 
say something, they do something.”

Mr. Tarantino’s confession is a sad one. He reflects the feeling 
of all bystanders once the harm they witnessed in silence 
comes to light. The great poet John Greenleaf Whittier 
memorializes the sadness, “For all sad words of tongue 
and pen, the saddest are these, ‘It might have been.’” Our 
bystander heads hang low when we become part of the 
problem instead of the means for a solution. 

Marianne M. Jennings, JD, is a Professor 
Emeritus of Legal and Ethical Studies 
at the W. P. Carey School of Business, 
Arizona State University, where she 
taught for 35 years. Her book The Seven 
Signs of Ethical Collapse (St. Martin’s 
Press, 2006) has received several book 
awards, including recognition of the 
Library Journal. Her latest book is 
Business Ethics: Case Studies and 
Readings. You can reach Marianne at 
Marianne.Jennings@asu.edu.

Sexual Harassment Confession – continued from page 8
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