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Keep Up with the Change!
It is time to pick up the pace in the IT audit arena
By Johan Lidros, CISA, CISM, CGEIT, CRISC, HITRUST CCSFP, ITIL-F

T
he healthcare environment has gone through 
dramatic changes in the last couple of years. 
One of the major changes is the implementation 
of information technology in several new areas 

within core healthcare processes. Formerly using IT in 
supporting processes, IT has now become a primary tool 
in many core clinical processes. This has changed many 
of those processes and introduced new types of risk and 
opportunity.

Many medical devices are evolving to become traditional 
IT devices by connecting to the network and operating on 
common IT platforms (Windows, UNIX, etc.). Costs, resource 
constraints, increased complexity and dependencies stress 
the need for a strong IT governance process.

Further, society as a whole has embraced information 
technology with smart phones, social media, etc., changing 
the way we share and communicate information with 
patients, vendors and business partners, and introducing 
other new risks and opportunities. Managing these changes 
requires every health system to ask themselves: Are we 
keeping up with the changes?

Has internal audit kept up with the change?
Have we as healthcare audit professionals kept pace? Audit 
plans, IT audit resources and skills in most organizations 
have yet to adjust. The 2014 AHIA IT Audit Survey indicates 
that organizations are still focusing mainly on regulatory 
areas such as HIPAA, Meaningful Use, etc., plus the general 
IT controls area. We see limited audit coverage related to 
Health IT (patient safety), IT governance and IT performance 
(value and resource management).

Has the Board kept up with the change?
The tone from the top is a key element. Many healthcare 
systems may not have sufficient IT skills on their Boards 
to generate the right questions and define appropriate 
IT governance goals and measurement. Only a very few 
healthcare organizations have an IT Committee at the 
Board level.

In the last couple of months, we have seen a big push 
to educate Boards about cyber risk or cyber security risk 
oversight. The National Association of Corporate Directors 
(NACD) has issued Cyber-Risk Oversight, an excellent 
publication available at nacdonline.org. However, we 
auditors have an important role to educate the Board about 
other key risk areas related to all five IT governance areas, 
including Health IT.

Have regulatory and quality bodies kept up with the 
change?
Many of the changes have been driven by regulatory 
alterations, but more is coming, mainly related to patient 
safety areas and further enforcement of these 10-year-
old requirements. Compared to the financial industry, 
the regulators are far behind with specific requirements, 
guidelines and enforcements related to IT in healthcare. 
We have seen improvements in the last few years and 
there are many initiatives underway, but there is a long 
way to go.

In July 2013, the Office of the National Coordinator 
for Health Information Technology (ONC) under the 
Department of Health and Human Services (HHS) issued The 
Health IT Patient Safety Action and Surveillance Plan, which 
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addresses the role of Health IT within HHS’s commitment to 
patient safety. Its goals are:

 • Use Health IT to make care safer.

 • Continuously improve the safety of Health IT.

This plan has been executed and the status can be followed 
at www.healthit.gov/policy-researchers-implementers/
health-IT-and-safety.

As part of these efforts, the ONC analyzed reported patient 
safety incidents related to IT. Approximately five percent of 
reported patient safety issues in the analysis were related 
to Health IT, with the conclusion that 75 percent were 
preventable. The most common noted issues were:

 • Software issue – system configuration

 • Software issue – functionality

 • System interface issues

 • Wrong input

 • Wrong record retrieved/duplicate records

There were a limited number of reported incidents related 
to access issues, network failures, hardware failures, 
security, malware or virus issues. Although this study only 
includes voluntarily reported incidents and 2.5 years of 
data, it does give us good information on key audit areas 
related to Health IT and patient safety. In other words, you 
should focus audits on risk assessment and testing phases 
related to clinical systems.

Other key conclusions are:

 • Awareness of the safety risks that have been introduced 
by Health IT is limited.

 • Traditional department “silos” exist between risk 
management, IT, quality and safety management.

 • Tools and metrics to manage Health IT safety risks are 
urgently needed.

Furthermore, and it is good news, the planned regulatory 
requirements to perform Health IT risk assessments seem 

not to be based on drafted responses. The ONC believes 
that the development of a culture of safety and quality, 
leveraging standards and best practices, employing 
industry-led testing and certification, and selective use 
of tools such as voluntary incident listing, reporting and 
training will be sufficient.

Has executive management kept up with the change?
Tone from the top is always a key concern. Executive 
management has gotten much better at understanding risk 
with respect to technology and regulatory requirements. 
However, critical IT measurement and IT risk measurements 
are still missing in many organizations.

Of the organizations surveyed in the 2014 AHIA IT Audit 
and Information Security study, 33 percent are considering 
or are in the process of replacing their core EHR system. 
This indicates that major changes are still to come in 
many organizations in the years ahead. We auditors 
need to work with management to educate and drive 
key IT measurements and perform comprehensive risk 
assessments for the organization and any new critical 
system implementations.

As you can see, we will all be quite busy in the coming years. 
In future columns, I hope to keep you informed about IT 
from an audit perspective and to be a good resource for 
your IT audit efforts. NP

Johan Lidros, CISA, CISM, CGEIT, CRISC, 
HITRUST CCSFP, ITIL-F, is President 
of Eminere Group, LLC, a premium 
assurance and advisory firm providing 
IT Governance services. The firm 
provides IT services in the areas of risk, 
strategy, management, information 
security and privacy. Johan is the AHIA 
IT Subject Matter Leader. You can reach 
him at (813) 832-6672 or Johan.Lidros@
emineregroup.com.

We see limited audit coverage related to Health IT (patient safety), IT 
governance and IT performance (value and resource management).
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