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Information Governance: A Key IT and 
Operational Risk Area
An area where internal auditors can provide valuable information to management
By Johan Lidros, CISA, CISM, CGEIT, CRISC, HITRUST CCSFP, ITIL-F

R
eliable and well-defined measurements are a 
key success factor for any organization. In the 
healthcare industry, measurements are also tied 
to many regulatory requirements such as quality 

of care, billing, etc.

In addition, the healthcare industry is a world of 
continually changing external and internal measurements/
requirements. This puts a constant strain on organizations to 
establish reliable and cost-efficient IT solutions to generate 
these measurements. Due to the large data volumes and the 
number of systems, a healthcare organization usually has 
several data repositories outside the originating information 
system and/or report tool/solutions that are multi-
faceted. The data repositories could be plain databases or 
comprehensive data warehouse solutions.

In the past couple of years, healthcare organizations have 
realized their need for strong enterprise information 
governance processes. Some of the key drivers for these 
changes are:

 • Changing payment models

 • Trusted analytics

 • Changing quality of care measurements

 • Changing patient safety measurements

 • Key performance measurements in new areas

 • Cost containment

 • Rapid adoption of new health information technology

 • IT security and privacy

What are the definitions?
One of the realistic challenges is the lack of conformity in 
definitions in many enterprises for information governance, 

data governance and data warehouses. Here are some 
commonly used definitions:

The framework
Information governance, or IG, is the set of multidisciplinary 
structures, policies, procedures, processes and controls 
implemented to manage information at an enterprise 
level, supporting an organization’s immediate and future 
regulatory, legal, risk, environmental and operational 
requirements. IG encompasses more than traditional 
records management. It incorporates privacy and 
security attributes, electronic discovery requirements, 
storage optimization and metadata (data about the data) 
management.

The data
Data governance is the overall management of the 
availability, usability, integrity, and security of the data 
employed in an organization or enterprise.

The tools/solutions
Data warehouses (DWs or DWHs), also known as an enterprise 
data warehouses (EDWs), are systems used for reporting and 
data analysis. DWs are central repositories of integrated data 
from one or more disparate sources. They store current and 
historical data and are used for creating analytical reports for 
knowledge workers throughout the enterprise.

Information governance status and opportunities
Organizations have invested and continue to invest 
significant resources in new solutions and processes to 
meet their business needs. However, based on practical 
experience and studies, the control environment and long-
term feasibility of many IT solutions and processes have 
several weaknesses in this key strategic area of IG.
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The American Health Information Management Association 
(AHIMA) 2014 Information Governance benchmarking 
report1 summarized the present status this way:

1. Overall, information governance programs are less 
prevalent and less mature in healthcare organizations 
than is warranted, given the importance of the 
information.

2. Most organizations have yet to establish a 
comprehensive strategy for information governance.

3. The information governance framework and its 
foundational components call for strengthening and 
expansion.

4. Information lifecycle management practices related to 
core functions require improvement.

The following areas have been identified as common 
sources of these weaknesses:

1. Failure to identify the information “owners” and 
“custodians”

2. Failure to identify who is responsible for the enterprise’s 
information governance

3. Lack of, or unclear definition of, owners’ and custodians’ 
roles and responsibilities

4. Unclear data class definitions

5. Lack of policy and procedures for report development 
and management

6. Information that lacks data classification

7. Lack of standards, or appropriate standards, for data 
retention time

8. Failure to keep track of the origin of the data

9. Lack of central repository and inventory of data.

10. Unclear defined privacy requirements

11. Current tools do not support contractual and/or 
regulatory security, privacy and research requirements

As indicated above, this area touches many operational 
areas within the organization such as clinical operations, 
research, IT, billing, medical records, administration, privacy, 
IT security, legal, etc. Therefore, a horizontal Information 
governance framework is required that addresses physical 

1 www.ahima.org/~/media/AHIMA/Files/HIM-Trends/IG_Benchmarking.ashx

and electronic information needs in key areas through the 
information lifecycle, such as:

 • Accountability

 • Transparency

 • Integrity

 • Protection

 • Compliance

 • Availability

 • Retention

 • Disposition

How internal audit can help
Due to the importance of this area, it is critical for your annual 
audit plan to include information governance audits. These 
audits could include pre- and post-implementation review of 
processes, IT tools and solutions. However, more preferable 
is a comprehensive enterprise information governance audit 
that assesses current solutions and processes, as well plans.

The cost and risks in this area are huge, so your audit 
would provide management with valuable input. Even a 
higher-level assessment can provide significant value and 
opportunity because of many organization’s silos, initiatives 
and unclear or different definitions of information/data 
governance and data warehouse solutions.

As you audit this area, review the AHIMA, HIMSS and Data 
Governance Institute resources that provide valuable 
guidance, best practices and control requirements. AHIMA 
is finalizing a comprehensive information governance 
framework that is expected in fall 2015. This framework 
includes charters, policies, procedures, maturity models and 
much more. This will be a great tool for your audit or to kick-
start your organization’s information governance initiative.

Conclusion
This is a risk area in your organization’s Enterprise Risk 
Management plan where you can provide valuable input 
related to current controls, benchmarks and frameworks.

You can only manage risks you are aware of! NP
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