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IT Risk Considerations and the Next Decade
You can only manage risks you are aware of
By Johan Lidros, CISA, CISM, CGEIT, CRISC, HITRUST CCSFP, ITIL-F

M
illions of patient’s health records have been 
breached recently due to large security 
incidents. The frequency of these has been on 
the increase. So how will this affect our audit 

function and coming years’ audit plans?

Even the best institutions will experience a security breach 
at some point. It is important, therefore, to have a strong 
process in place to mitigate and manage the potential 
damage of an IT security incident.

However, the most important consideration is to manage 
IT and Information security as any other critical business 
process. This encompasses things like having clearly defined 
roles and responsibilities, key measurements, integration 
with Enterprise Risk Management, routine reporting to key 
stakeholders, regular evaluation of the security program and 
security status, etc.

As auditors, we will get questions from the audit committee 
and executive management concerning how our audit plan 
can help with these efforts. In today’s environment our risk-
based audit plan should consistently include audits of the IT 
Information security program.

In the IT audit arena we routinely perform IT general 
controls reviews (usually every third year) that cover the 
main supporting processes. We should now enhance our IT 
audit plans to include audits of the IT/information security 
program on a regular basis. Doing so ensures that all key IT 
components measure up to common standards and have 
sufficient resources. It also reduces the overall risk for your 
institution by early flagging of potential gaps in the security 
program.

In the last couple of years, many IT audit plans have been 
focusing on more specific risks such as new systems, 
new regulation, and areas of more intensive regulatory 
enforcements. However, incorporating a regular audit of 
your IT/information security program will provide good 
coverage and test your key controls for this critical issue. IT 
security incident management is just one of those several 
key areas within your IT/information security program that 
should be looked at.

The copy/paste function
With the implementation of Electronic Health Records 
(EHR) and increased distribution of EHR data to payers, 
new risks have been introduced. “Copy/paste” may improve 
productivity, but it may adversely affect quality and safety 
of patient care (data validity, accuracy and integrity). In 
addition, the payer and regulator tools have been enhanced 
to identify “misuse” of this functionality.

The Office of the National Coordinator for Health 
Information Technology (ONC), which coordinates the 
adoption, implementation and exchange of EHRs, has 
established guidelines and performed studies in this area.

One recent study1 revealed that only about one-quarter 
of hospitals have policies regarding the use of the 
copy-paste feature in EHR technology, and that nearly 
all hospitals with EHR technology had cloning audit 
functions (logging) in place, but they may not be using 
them to their full extent.

1 Department of Health and Human Services – Not all recommended fraud 
safeguards have been implemented in hospital EHR technology, December 
2013
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With users getting more accustomed to the new EHR 
system’s functionality, the risks in this area are increasing. 
From an audit perspective, this is excellent example of the 
need for an integrated audit combining experienced IT 
auditors with clinical/billing auditors.

Strong guidance and many recommendations of good 
practices are available from ONC and AHIMA.2 However, as 
indicated in the study mentioned above, there is a need for 
additional improvements. Furthermore, many organizations 
are still in the process of replacing their current EHR system.

Incorporating effective system audit (logging) functions 
in the requirements for the new system will improve 
your organization’s opportunity to successfully manage 
this growing risk area. This can be a very costly area to 
address, which makes it important to ensure that all key 
requirements are included in your system requirements and 
request for proposal. This will affect patient safety and billing 
for many years ahead.

Interoperability Roadmap 1.0
Connecting Health and Care for the Nation: A Shared 
Nationwide Interoperability Roadmap Draft Version 1.0 is 
a 10-year vision to achieve an interoperable health IT 
infrastructure that supports a broad-scale learning health 
system by 2024.3

This is a draft document, but it highlights as a country 
where we are and where we are going, overall goals and the 
challenges of communicating health information. Some of 
the goals and challenges stated will have a large effect on 
health IT in the coming years, and will significantly affect 

2 AHIMA – Appropriate Use of the Copy and Paste Functionality in Electronic 
Health Records, March 2014

3 www.healthit.gov/sites/default/files/nationwide-interoperability-roadmap-
draft-version-1.0.pdf

your organization’s system implementation and system 
selection.

The roadmap states that:

By the end of 2017 the majority of individuals and 
providers can send, receive, find and use common set 
of clinical information.

Speed bumps to interoperability

 • Health Information is not sufficiently standardized

 • Misinterpretation and differences in existing privacy laws

 • Aligning payment incentives

 • Lack of trust

You should download ONC’s one-page reference tool, which 
provides a good summary for internal discussions and 
planning.4 It is expected there will be many changes to the 
roadmap timelines, but it is very clear where we are heading 
and the impact it will have on an institution’s system 
environment. NP

4 www.healthit.gov/sites/default/files/shared_nationwide_interoperability_
roadmap.pdf

Only about one-quarter of hospitals have policies on the use of the copy/paste 
feature, although payer and regulator tools have been enhanced to identify 
“misuse” of that functionality.
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We must be the change we want to see. 
~ Mahatma Gandhi
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