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Authentication: A Critical Root Cause  
for Intrusion
Let’s hear it for two-factor authentication
By Johan Lidros, CISA, CISM, CGEIT, CRISC, HITRUST CCSFP, ITIL-F

A 
new report1 indicates that criminal attacks are the 
number-one root cause of healthcare data breaches. 
Healthcare data has become more valuable than 
credit card and financial institution information.

The intruders see healthcare as low-hanging fruit, with a 
treasure of financially lucrative personal information and an 
industry that does not have the resources, processes and 
technologies to adequately protect healthcare data and to 
prevent and detect attacks.

A security breach affects the reputation of the organization, but 
depending on the type of incident, it may also affect the data 
integrity and availability of its systems—think patient safety.

Our threat environment is changing, but many organizations 
are still quite slow to adapt. We are seeing more interest 
from executive management and the board around cyber-
risk. Things are moving in the right direction, but not quickly 
enough to keep up with the increasing levels of risk. Here 
we consider one area—authentication. Although it is a 
critical root cause for intrusion, user satisfaction and overall 
compliance in this area must be improved.

Technology has evolved to help mitigate some key high-risk 
security areas, and one of these areas is authentication and 
the use of passwords. Identity theft is frequently the result of 
single-factor (e.g., ID/password) authentication exploitation. 
Remote access and privileged access are common breach 
issues that would reduce significant risk for the organization 
if properly managed.

1  Ponemon Institute: Fifth Annual Benchmark Study on Privacy & Security of 
Healthcare Data, www2.idexpertscorp.com/fifth-annual-ponemon-study-on-
privacy-security-incidents-of-healthcare-data

The complexity surrounding this issue has increased by 
adding patient portals. Password is a challenging topic in 
our industry, but affordable technology is here to assist and 
improve our data breach processes.

Identity and access management
User ID and password have been the common way to 
authenticate access to systems. However, a healthcare 
organization’s system can have several hundred subsystems. 
To remember all passwords and change those passwords on 
a regular basis has been a challenge for years.

Organizations have started to implement a single sign-on 
solution to simplify the access process. However, often this 
solution covers only a handful of systems, and efforts to add 
systems move slowly due to other priorities, coupled with 
some system legacy issues and assorted other factors of the 
overall Identity and Access Management (IAM) process.

IAM is the management of user authentication, authorization 
and privileges within or across systems. The goal is to 
increase security and productivity while decreasing cost, 
downtime and repetitive tasks. The overall IAM process is 
very complex due to the number of systems and user groups 
(employees, physicians, residents, students, volunteers, 
contractors, vendors, etc.). The biggest challenge with IAM is 
not technology, but the work to define roles/responsibilities, 
role-based access per system and integrated job codes.

Authentication and password
Password protocol has changed over the years with stronger 
requirements for length, complexity and change frequency. 
Other industries with high reliability and critical information 
requirements have implemented additional controls 
to reduce the risk during on-site access, remote access 
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and/or privileged users (powerful accounts within the IT 
infrastructure). These controls rely on technology utilizing 
two-factor authentication or multi-factor authentication—
common solutions that have seen limited, but growing, 
usage in the healthcare industry.

Authentication methods that depend on more than one 
factor are more difficult to compromise than single-factor 
methods. Accordingly, properly designed and implemented 
multifactor authentication methods are more reliable and 
stronger fraud deterrents.

The cost for these solutions has gone down significantly the 
last couple of years, with many different types of solutions 
(badge access cards, tokens, YubiKeys, smartphone apps, 
etc.). Biometric solutions are also available but may not be as 
reliable in some clinical environments.

The credit card industry with PCI-DSS (remote access) and 
Centers for Medicare & Medicaid Services (access to sensitive 
data) require two-factor authentication solutions. Regulators 
in the financial industry (at the Federal Financial Institutions 
Examination Council, or FFIEC) have deemed single-factor 
authentication inadequate for several years related to high-
risk transactions involving access to customer information or 
the movement of funds to other parties. The initial drafted 
Meaningful Use Phase 2 requirements required two-factor 
authentication for remote access.

We are likely to see additional regulatory requirements for 
two-factor authentication in the future. Due to the increased 
threat levels in the industry, healthcare organizations should 
at least implement this type of solution for all privileged 
access, and preferably for all remote access.

How can internal audit help?
Implementing two-factor authentication has other benefits 
beyond reducing security risk. An organization should 
consider updating the password requirements for systems 
requiring two-factor authentication, thereby reducing the 
complexity for a user when managing passwords.

Authentication is a critical process and technology for you to 
audit. However, as you define the audit scope, it is important 
to also include potential opportunities around password 
management and IAM, such as improved user satisfaction, 
increased compliance and overall efficiencies. When you 
audit this area, you should consider auditing the patient 
portal and IAM for the patients. To date we have seen very 
few security breaches for patient portals, but the frequency 
is expected to increase as usage grows in the years ahead.

When preparing to audit this area, review the financial 
industry (FFIEC)2 booklets and guidelines. These guidelines 
provide valuable requirements and are similar to what you 
will see in the future as healthcare regulatory requirements 
and/or guidelines are improved.

You can only manage risks you are aware of ! NP

2  http://ithandbook.ffiec.gov/it-booklets.aspx

Our threat environment is changing, but many organizations  
are still quite slow to adapt.
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Two-factor authentication means 
that instead of using only one single 
type of authentication factor, such as 
only things a user knows (passwords, 
solicited personal information, etc.), 
a second factor, something the user 
has (token/device, etc.) or something 
the user is (fingerprint, etc.), must also 
be supplied in order to complete the 
authentication process.
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