
Feature

Fall 2007 Association of Healthcare Internal Auditors New Perspectives  5

Introduction
Spectacular headlines in the media 
periodically report lapses of information 
security by health care organizations. 
Examples include the loss of patient 
identifiable data related to home health 
patients and a database containing the 
names, social security numbers, and dates 
of birth of millions of military veterans. 
To-date no reported losses have been 
attributed to a healthcare internal audit 
department. Good security practices by 
internal audit, or have we just been lucky?

Background
Increasingly, the expectations for 
the proper handling and storage of 
sensitive information are becoming 
more explicit. Our organizations have 
typically developed very exacting and 
rigorous programs to make sure that the 
confidentiality, integrity, and availability 
standards of regulators, patients, 
customers and other stakeholders are 
being met. Failure to do so can result in 
severe consequences that can jeopardize 
the finances, reputation, and viability of 
healthcare institutions.  

Internal auditors regularly evaluate the 
policies, procedures, and practices of 
other departments in creating, using, 
storing, securing, transmitting, and 
deleting electronic data. We examine 
and evaluate the data, including the 
processes and reports that manage and 
communicate this information for internal 
and external purposes. 
Sensitive information is clearly necessary 
to meet the mission and perform the 
related audit work of healthcare internal 
auditors. The data necessary to perform 
internal audits is increasingly in electronic 
formats. We find this advantageous, 
and often even unavoidable, in our 
own receiving, storing, analyzing, and 
sharing of data. For example, healthcare 

often uses social security numbers as 
patient identifiers so it is necessary for 
auditors to download this information 
as well as name, address, birth date 
and other information prone to identity 
theft. Consequently, healthcare internal 
auditors keep sensitive and proprietary 
information in their computers and 

networks, and particularly on laptops or 
other easily portable (and theft-prone) 
devices.

Internal auditors have been charged with 
the responsibility to assess and evaluate 
the effectiveness of their organization’s 
programs to safeguard this information. 
However, given the regular use by 
internal auditors of sensitive information 
in performing a variety of other audits, 
the time has come for internal auditors to 
examine their own information security 
practices. To paraphrase the old biblical 
proverb, “Auditor, audit thyself.”

Risks
First, what are the risks? In developing 
our audit plans for clients we consider 
what the risks are. We likewise should 
look at risks when we analyze our own 
internal security practices. Putting it 
into the context of an internal audit 
department, we need to consider the 
areas where our retention of information 
could allow certain risks to be greater 
than an acceptable level. These risks can 
come from unauthorized access by an 
individual outside of the internal audit 
department or from someone inside the 

department who is misusing the data for 
his/her own gain or curiosity. 

For example,

Data may be inadvertently or 
intentionally altered. If “edit” access 
to workpapers is not restricted, one 
auditor can accidentally change 
another auditor’s workpapers. It 

is less likely that an intentional 
alteration will happen, but the result 
of either type of alteration could be 
that the documented work no longer 
supports the conclusions reached.

Fraud could occur because of 
information contained in the 
workpapers. That sounds unlikely, 
but what if an auditor recorded 
a password or a secured lock 
combination?

Identity theft is possible. Consider 
what is needed for identity theft: 
only name, address, social security 
number, and birth date. This type of 
data is usually collected in healthcare 
audits because most providers and 
insurers use it to identify patients 
and covered individuals.

Confidentiality, particularly of payroll 
information, can be breached. Even 
fellow auditors should not have 
access to the detailed information 
used for testing in payroll audits. 
Everyone is naturally curious about 
what others in the organization make.

The organization can suffer competitive 
disadvantage. If audit documentation 
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The time has come for internal auditors to examine their 
own information. security practices
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discusses plans and terms for 
acquisition of a sought-after physician 
practice or lucrative surgical center, 
the last thing that management would 
want is for that information to be 
widely disseminated.

Regulatory penalties could be levied 
because of sensitive data being 
misused. Needless to say, along 
with the public relations issues of 
disclosure of patients’ or employees’ 
private information, there are also 
numerous regulations that can 
impose penalties for release of the 
information.

Before we try to decide whether we are in 
compliance with good security practices, 
we need to define the kind of data about 
which we should be concerned. Your 
healthcare organization should already 
have addressed “classification of data” 
and perhaps developed categories 
to determine the sensitivity of the 
information. 

For example these may be defined as:

Public–This is something that is public 
knowledge already or that the general 
public could easily learn. Items on 
the organization’s website, in news 
releases, or common knowledge about 
the organization fit into this category. 
Obviously, if it is already public 
knowledge, the risk of disclosure is 
non-existent and less attention will be 
placed on protecting it.

Proprietary–This category 
would include information that 
the organization wants to keep 
private for its own benefit. Such as 
strategic plans, terms of a contract, 
or discussions in a negotiation for 
partnering.

Personal or sensitive–This is data 
that often require protection because 
of governmental regulations 
or industry standards (such as 
HIPAA, the Graham-Leach-
Bliley Act, or the Payment Card 
Industry requirements) or because 
of an organizational fiduciary 
responsibility (such as protection 
of personal data of employees). 
These data present the greatest 
risk and should have the greatest 
expenditure of effort toward 
keeping them safe.

Self Evaluation
So, Auditor, audit thyself! Take a look 
at the last six months of workpapers. 
Determine if they include anything that 
should be better secured or destroyed. 
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Also, determine if there are any chances 
that the electronic data can be corrupted 
or “stolen” through unauthorized 
access or virus attacks. Although this 
article primarily addresses electronic 
workpapers, don’t ignore the paper! 
Too often we carefully secure our 
computers but leave copies of 
confidential reports or test workpapers 
in the trays of shared printers and 
copiers.

Here are some suggestions and/or 
questions to ask yourself as you are going 
through this exercise. 

Collection of data
1. Do you have a policy to limit 

sensitive data collection to only the 
audit scope?

2. Is the policy being followed?

Redundancy
3. Is the data easily retrievable in the 

same state from other sources? If 
the data is dynamic and could be 
different at a date after the test date 
chosen, it might be necessary to 
include the file, but if it is static, why 
create another file?

Protection
4. Has some form of at least minimal 

protection been applied to sensitive 
data? This could include hidden 
cells in spreadsheets, passwords on 
files or, if needed, encryption.

5. If it is paper information, are the 
auditors required to secure it in a 
locked drawer or room when they 
are not using it?

6. Does each auditor have his/her own 
secure storage area?

7. If the auditor works from home, are 
policies in place to give guidance for 
protecting paper documentation and 

electronic files and restricting access to 
the computer by family or friends?

8. Are guidelines given for travelers 
who may check email at public 
computer kiosks at airports?

Storage
9. Do you have a policy about keeping 

files on network drives rather than on 
the local drives?  

10. Are there restrictions about keeping 
sensitive information on laptops? Are 
laptops encrypted?

11. How are flash drives, diskettes, and 
other removable media controlled? 
Are there policies to restrict their use 
for sensitive data? Are these devices 
encrypted?

12. What happens to the paper 
workpapers when they are archived? 
Are they in a secure place restricted 
to only internal audit or others with a 
need to see them?

Backup
13. Are the auditors required to back up 

their laptops on at least a daily basis? 
Are all files required to be backed-
up on network drives daily and 
then removed from laptops (unless 
encrypted)?

Access restrictions
14. Are appropriate access restrictions in 

place so that anyone other than those 
who have a need to know cannot 
access network drives and physical 
storage areas that contain sensitive 
data?

Confidentiality agreements
15. Do you require consultants, contract 

auditors, etc. to sign confidentiality 
agreements and acknowledgement 
of your organization’s code of 
ethics?

Housekeeping
16. Does the auditor or manager delete 

or otherwise protect files with 
sensitive data after the review 
process is completed? If the data 
is not necessary to support the 

Use staff meetings 
to talk about 

security practices.

Internal Audit needs to be a model of best practices in  
our organizations.



Fall 2007 Association of Healthcare Internal Auditors New Perspectives  7

procedures performed or conclusions 
drawn, it should be deleted.

17. What happens to the auditor’s notes 
and other things that were useful 
during the audit but not actually a 
part of the workpapers?

18. Do you have a formal destruction 
policy?

Retention
19. Do you have a formal retention policy?

Anti-virus
20. Do you have a policy that requires 

regular (daily, if possible) updates to 
anti-virus software? Is it enforced?

Wireless usage
21. Is there a policy that prohibits 

the use of wireless LANs unless 
an organization’s virtual private 
network (VPN) is used?

22. If cellular phones with internet access 
are used, are there guidelines about 
appropriate usage of email over a 
public internet?

Automated workpapers
If your audit department uses automated 
workpapers there should be a few other 
considerations.

23. Who other than the audit department 
regularly accesses the workpapers? 
Does the technical IT staff have to 
view the files?

24. How are the workpaper databases 
archived and the archives secured?

25. Does the software allow the deletion 
of review notes once an audit is 
closed? Although there is debate over 
the advisability of keeping review 
notes or deleting them, you should at 
least consider whether sensitive data 
may be contained in the notes (i.e., 
copy/paste of testing data).

Education and awareness training
26. Are regular reminders given to the 

auditors about good security practices?

Enhancing Departmental Security 
Practices
An evaluation of your internal audit 
department’s security practices may 
identify gaps that require remediation. 
The first improvement step is to develop 
a plan to put into place enhanced security 
practices where gaps have been identified. 
Staff education may be the place to build 
the foundation. Typically, internal audit 
departments can be comprised of a 
number of staff members relatively new 
to healthcare and to internal auditing, 
who may not be fully aware of data 
security risks. Use your staff meetings to 
talk about security practices.  

Any security program will need to be 
anchored by departmental policies and 
procedures to facilitate the achievement 
of desired outcomes. The policies should 
be as explicit as possible in detailing what 
is required, allowed, and prohibited. For 
example, the use of removable media 
devices such as USB flash drives may be 
strictly prohibited because of the inherent 
risk of their loss. Leaving devices/media 
in unattended cars is strictly prohibited. 
Redundancy of data could be discouraged 
when data is easily retrievable from 
source systems.

The departmental policies and procedures 
that you develop should complement the 
formal policies and procedures already in 
your organization. Referencing the overall 
organization policies and procedures 
avoids the necessity of defining 
terminology such as sensitive information 

or minimum necessary. Referencing 
will also prevent inconsistencies that 
might provide conflicts in applying good 
security practices.

Policies should be integrated into 
existing internal audit department 
procedures to facilitate compliance. The 
workpaper review at the conclusion 
of the audit needs to determine that 
sensitive and proprietary information 
in the workpapers is limited to only 
the minimum necessary to support the 
audit procedures, findings, and overall 
conclusion. Workpapers should be 
evaluated to identify credit card numbers 
or social security numbers that should 
be deleted if other personal information 
(e.g., patient number, visit number, 
enrollee number, etc.) provides adequate 
identification. The review should verify 
that encryption or password security is in-
place for workpapers that have sensitive 
or proprietary information.

The internal audit department’s ongoing 
quality assurance and improvement 
program should consider data security. 
Periodic internal quality assessments that 
include reviews of the workpapers and 
data files need to evaluate compliance 
with data security policies and 
procedures. 

Conclusion
The need for and use of electronic 
data to effectively and efficiently 
perform internal audits is continuously 
increasing. Safeguarding sensitive data 
is just plain good business from an 
operational, compliance, and financial 
perspective. 

Internal Audit needs to be a model of best 
practices in our organizations. We keep 
preaching security; we should abide by 
it! Once your shop is in order, you are 
better prepared to promote these practices 
throughout your organization. NP

Policies should be 
explicit in detailing 

what is required, 
allowed, prohibited.
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