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Herding Cats – Auditing Data Governance 
in Healthcare
Why the data governance process needs you
By Mary M.A. Potter, CISA, CRISC

D
ata governance is the topic du jour for webinars 
and conferences. The focus on treating data 
as an asset comes on the heels of the Big Data 
hysteria, and healthcare entities are running 

scared at the thought of losing control over petabytes of 
data that they have accumulated through the mining of 
their EMR and associated claims data.

Unlike a single breach of 500 records, the loss of data on 
this scale could make an $85 million fine seem like milk 
money—the need for control is real. The problem is that the 
logistics of establishing those controls are an administrative 
nightmare of policies and documentation. The only thing 
worse than establishing data governance controls is trying 
to audit them—that is where you come in.

Get a grip
So what do you do? You need to understand the two major 
areas of the data governance control environment. The 
first is security. To maintain the value of an asset you must 
control who has access to it, know how protect it from 
theft and take steps to prevent it from being lost. This is the 
easiest area of data governance to control and to audit.

A standard audit program can assess the network security 
of the data center, review who has access to the server 
and assure that a business continuity plan is in effect for 
the data. IS Auditors are comfortable in this area. We have 
servers to check, security patches to validate, firewalls to 
scrutinize, administrative users to vet, audit trails to review 
and redundant data centers to investigate.

The more difficult task is the second area of control—the use of 
the data. Data as an asset has no value if it cannot be used in a 

way that brings an improvement in patient care, a refinement 
in system processes or a reduction in costs, but establishing 
and evaluating controls over the use of data is far from easy.

Trying to assure where the data is, where it is going or how it 
is being used is like herding cats—as soon as you get control 
over one, the control over another tends to slip.

So where to begin? The first step is to assure there is an 
accurate and up-to-date inventory of all applications and 
locations where data is stored. Your review of the inventory 
should keep in mind the possibility of the shadow locations. 
Unknown to your technology group, there may be MS 
Access databases on shared drives or MS Excel files with 
patient detail. There may be a rogue cloud application in use 
and unknown registries being populated.

Consider using a search engine to crawl your network 
to look for unexpected storage locations and reviewing 
Accounts Payable files for subscription agreements. 
When your inventory is complete, you can move on to an 
evaluation of the effectiveness of data governance controls.

The next step is assuring there is a governing body within the 
organization that oversees this very powerful asset. If your 
organization does not have a data governance or data security 
committee, a conversation with your CAE or CIO might be a 
good move. Meaningful Use, Accountable Care Organizations 
and the increased emphasis on risk stratification make the need 
for an interdisciplinary governing body vital.

Set the expectations
In healthcare, this governing body should be made up 
of representatives for legal counsel, information security, 
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privacy, compliance, risk management, information 
technology, medical directors and members of your research 
and medical education departments.

The governing body should be broad enough to allow for 
a clear understanding of how the data should be used (in 
detail or aggregate form), how it will be transmitted, stored 
and, finally, destroyed. For data governance it is important to 
evaluate not only who has direct access to the data but also 
who has access to extracts of the data that maintain their 
identified detail form.

The governing body should be responsible for establishing 
the standards and policies for data use within and external 
to the organization. It should establish who has decision 
rights over the data and who will be accountable for 
monitoring that the data is used appropriately.

Standards should include contract review guidelines for data 
requests or registries, a risk evaluation for remote hosted 
data repositories, accepted transfer mechanisms and data 
retention periods. In the absence of standards and policies, it 
will be the governing body’s record of decisions over the use 
of the data that will be the guideline for the auditor’s review.

Internal and third-party users 
should be selected for additional 
audit evaluation.

You should look for consistency in the decisions and 
documentation of the evaluation process that took place. 
The lifecycle of the data from its creation to its destruction 
should be considered, and ownership of data that is to be 
shared with third parties should be clearly protected.

A sample of internal and third-party users should be 
selected for additional audit evaluation. For third-party 
users, a review of data use agreements, business associate 
agreements and due diligence documentation should be 
conducted. Security over the transfer of the data and its 

storage at the third-party location should be investigated 
(you should request an updated SOC 2, or SSAE16 Type II 
documentation).

Include in your review requests for “de-identified” data. 
Section 163.502(d) of HIPAA provides a means for data 
to be de-identified for use without the risk of a data 
breach. There are two methods that can be used: Expert 
Determination and Safe Harbor. Both require that enough 
data be removed to render it practically useless. As a result, 
an accurate understanding of what it means to de-identify 
data according to the HIPAA standard is rarely applied, and 
a request to use “de-identified” data may include fields that 
will allow the patient’s identity to be determined and the 
risk of a breach still to be in effect.

Those wobbly first steps
Finally, it is important to be aware that data governance 
is in its infancy. There are no established guidelines or 
methodologies for auditing the process. Big Data, Small 
Data or even sporadically collected data all pose a risk to the 
organization and must be controlled.

If you are lucky enough to work in a company that has 
realized this, your role as an auditor can help to refine the 
controls already in place and help identify gaps in controls. 
If your company has not yet established a data governance 
culture, you should work with your CAE to educate 
management on the need for an overarching data control 
program. The risk is too great not to. NP

Assure there is an accurate and up-to-date inventory of all applications and 
locations where data is stored.

Mary M. A. Potter, CISA, CRISC, is the Chief 
Information Security Officer for Carilion 
Clinic in Roanoke, Va. She works closely 
with the Internal Audit and Compliance 
professionals to teach them the “magic” 
of information security protections. She 
has over 20 years’ experience in IT. She 
welcomes communicating with those 
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