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T
he digital world is becoming a more 
dangerous place. Simultaneously, our 
businesses and personal lives are becoming 
increasingly dependent on technology. With the 

rise of more advanced cryptology technology and ease of 
access to that technology, those that seek to cause harm 
are taking advantage at an alarming rate. The healthcare 
industry, particularly, has seen an increase in attacks. 
Symantec reported the sector saw the highest number 
of data breaches in 2015 and ransomware grew by 35 
percent.1

The trend continued in May 2017 with the WannaCry 
ransomware outbreak, which crippled governments and 
infrastructure in over 150 countries. For example, surgeries 
were postponed and patients’ lives were at risk with the 
National Health Service in the UK.

WannaCry was stopped, but the malware threat continues to 
loom, particularly with our healthcare infrastructure. Shortly 
after the WannaCry attack, another global attack began. 
NotPetya affected 80 countries, including international law 
firms and the National Bank of Ukraine.

Understanding ransomware
Ransomware is malicious software (malware) that is 
designed specifically for extortion. The software encrypts 
all the data on a computer, making it impossible to use. The 
user is then required to pay a fee to get the decryption key.

How strong is the encryption? Most new ransomware uses 
the RSA 2048 encryption algorithm. Using 2017’s average 
desktop computing power, six quadrillion years would be 
required to crack the key.

In 2013, the CryptoLocker ransomware attack introduced 
bitcoin, an untraceable, instantaneously transferrable 
payment system, to the problem.

1 www.symantec.com/connect/blogs/data-breach-trends
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It was estimated that between October and December of 
2013, the CryptoLocker extortionist extracted $27 million 
from infected users, and the gold rush was on.

Sophisticated attacks
The 2017 WannaCry attack took advantage of a problem 
in Microsoft Windows associated with the Server 
Message Block (SMB) protocol, allowing a hacker to 
execute any code on any targeted computer. Microsoft 
announced patches to close the vulnerability on March 
14, 2017, but even two months later many had not 
applied the patches, and therefore, left their systems 
wide open for attack.

Future extortionists will engineer their code with ever-
increasing sophistication. And so, the never-ending battle 
with viruses, malware, and ransomware will continue.

How systems get infected
The most common way that computer systems get infected 
is via email. Skillfully crafted spear-phishing attacks arrive in 
the form of emails that look legitimate but contain non-
obvious links or attachments that contain malware. John 
Podesta, chairman of the 2016 Hilary Clinton presidential 
campaign, fell victim to such an attack.

Another common vector is users downloading software 
from malicious sites. Free software can often contain code 
that the user does not expect. Something that looks like the 
latest Chrome browser can be a virus.

People are more relaxed when they see something 
associated with someone they know, which can lead to 
trouble. Viral videos can be just that—videos filled with 
digital viruses.

Another big problem is not patching your software to the 
latest versions. Software is written by humans, who by their 
very nature are fallible. Software is never perfect, so getting 
the latest updates keeps you one step ahead.

How to protect your organization
The risk is real—some estimates of exploitation from 
malware are in the billions of dollars annually. Furthermore, 
don’t think that paying the ransom will guarantee your 
files will be released—most experts, myself included, 
recommend you do not pay. So how do you combat this 
type of attack? A multifaceted approach, using the following 
12 precautions, are some ways you can started.

Implement and monitor a secure backup mechanism – A 
secure, regular backup mechanism should be in place. If 
your organization is hit with ransomware and the backups 
are not affected, restoration of those backups will overwrite 
the encrypted data with clean versions and operations can 
continue. Ensure these mechanisms are designed to not 
map a drive letter or be continually connected, which would 
make the backups vulnerable to any network hack.

Keep your systems up to date and retire those that are 
unsupported – Keeping old systems alive and not patching 
them might save a few dollars today, but could cost the 
entire business if not properly addressed.

The WannaCry attack is a perfect example of the 
consequences of not upgrading or patching—once the 
patch was announced, the virus continued to spread 
through unpatched systems. Most of these attacks 
are designed to take advantage of the problem within 
organizations and through individual users. Benign 

Computer infections most 
commonly come from clicking 
on links in emails, downloading 
software from malicious sites, and 
not keeping patches up to date.
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programs can be used as tools in an attack, so it is important 
to keep Java, Adobe programs and web browsers patched.

Keep Windows firewalls or similar end-computing firewalls 
active – The built-in security measures that come with 
Windows, including the Windows firewall, are good at 
tackling ransomware. These mechanisms are designed to 
monitor inbound and outbound traffic for known malicious 
and potentially harmful activity. Again, it is important that 
updates are accepted and pushed out to get the latest 
“known” footprints of the activity.

If no need exists for certain 
systems to communicate, 
keep them segmented.

Use anti-virus and anti-malware tools on your end users’ 
devices – A commercial, trusted anti-virus and anti-malware 
tool on end-users’ devices is especially important. 
Management sometimes feels the expense is unnecessary 
or end users complain about interruptions or slow activity 
on their computers during scans. Some more advanced 
solutions resolve these concerns. Not having both anti-virus 
and anti-malware protections is asking to be attacked.

Show extensions in Windows – Hackers know that by default 
Windows hides known extensions on files, which could 
make a file look like an innocent PDF invoice, but in fact, 
its full name is “invoice.pdf.exe.” Enabling the display of 
extensions can help prompt the user that something isn’t 
quite right.

If you don’t expect it, reject it – Most malware needs to use 
an employee’s access to spread. Exploitation often occurs 
by sending an email that looks legitimate but has a link to 
something malicious. The 2016 hacks on the Democratic 
National Committee and the ransomware that spread 
through healthcare systems in 2016 mostly used these fake 
email messages to start the process of infection.

Employees should learn not to click on any unexpected 
links and management needs to reinforce these concepts 
through training. Consider using systems that scan your 
email before employees see it so the links are verified 
automatically for your end users.

Secure your network with segmentation – If no need 
exists for certain systems to communicate, keep them 
segmented. Limited communication can help prevent the 
virus, malware or ransomware from spreading across the 

network, just as compartmentalizing a ship can keep it 
afloat when attacked.

Disable macros and treat ActiveX with caution – These two 
technologies were designed to make life easier for end users. 
You can automate or push out software that does some 
amazing things, but the same mechanism can be exploited. 
For instance, a Word document that looks like an invoice can 
have a macro that installs ransomware on startup. ActiveX 
is very powerful and can have detailed access to a local 
system. Your end users should be trained to treat these two 
items with caution.

Do not allow end-users to be administrators on their computers 
– Prohibiting end users from being their own computer 
administrators can greatly reduce opportunities for malware 
to be installed. An even better option might be to use 
virtualized applications that are proven to be legitimate to 
execute on the end user computer. The application runs like 
normal when users click an icon on their desktop. However, 
a high degree of security exists over the application because 
it is controlled and executed on a separate, secure server 
that is set up and maintained by the IT department.

Force password changes and strong passwords – Your 
employees should understand a requirement that forces 
password changes and strong passwords. Changing 
passwords on a regular basis, though frustrating for users, 
is necessary to ensure that even a compromised password 
does not have a long shelf life. Secure tools are available, 
including abine.com and lastpass.com, that make creating 
and remembering complex passwords easier.

Install whitelist applications – Whitelist applications only 
allow known reputable applications to run. If a bad script or 
suspicious program appears, it simply will not execute. Apple’s 
security claim that it does not have any viruses is due in part 
to the requirement that all installed software run through its 
iTunes store, which is the only legitimate source of software.

Prevent USB storage devices from attaching to your computers 
– A device the size of a thumbnail can contain 128GB or 
256GB of data, and can be set to automatically run software 
when inserted into a computer. A hacker can put bad 
software on a device and deliver a massive payload to the 
curious employee who found the device lying on the ground 
in the parking lot.

Conclusion
Viruses, malware and ransomware will continue to 
propagate and threaten us. Our organizations must remain 
vigilant by using preventative measures, including keeping 
software up to date with the latest patches, and training and 
re-training employees to be vigilant to sneak attacks. 
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