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management risk perceptions, how their 

risk perceptions change over time, and 

how changes in government regulatory 

enforcement activities affects senior 

management risk perception.

This paper fi lls an important gap 

in empirical research by profi ling the 

senior hospital management risk 

perceptions of eleven Medicare billing 

fraud schemes. Benchmarking data on 

hospital industry senior management 

risk perceptions is not readily available. 

Such information would be useful to 

internal auditors involved in assessing 

compliance risks.  The paper reports 

the results of a survey we conducted 

on hospital senior management risk 

perceptions.  The survey covers eleven 

Medicare billing fraud schemes.  The 

eleven billing schemes included in 

the survey are identifi ed in Offi ce of 

Inspector General (OIG)/Health and 

Human Services (HHS) compliance 

Healthcare organizations partici-

pating in Medicare and other federal 

healthcare programs have a legal and 

ethical duty to ensure the integrity of 

their dealings with these programs.  

This duty includes an obligation to 

implement compliance programs cap-

able of detecting and preventing the 

preparation and submission of false and 

fraudulent claims to the government. 

Internal auditors are in a unique position 

to help their organizations minimize the 

risk of preparing and submitting false 

and fraudulent reimbursement claims to 

the government.  Use of compliance risk 

assessment tools available to internal 

auditors can help in avoiding potentially 

ruinous fi nancial penalties under the 

False Claims Act.  

In assessing compliance risk, 

internal auditors gather information 

to develop an understanding of the 

organization’s operating risks as well 

as the regulatory risks associated 

with the healthcare industry.  Internal 

auditors also evaluate the effectiveness 

of the organization’s programs and 

controls that address fraud and other 

compliance risk factors.  Obtaining risk 

information requires internal auditors 

to interview senior management about 

their understanding of fraud and where 

it is most likely to occur. Effective 

inquiries enable internal auditors to 

develop an understanding of senior 

HOSPITAL SENIOR MANAGEMENT RISK 

PERCEPTIONS ON MEDICARE BILLING 

FRAUD SCHEMES:  A RISK ASSESSMENT 
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guidelines for hospitals, which were 

published in the Federal Register on 

February 23, 1998 (Vol. 63, No. 35, 

pages 8987-8998).   We also analyze 

the differences in risk perceptions for 

cohorts of hospitals grouped by size.

Compliance risk assessment helps 

internal auditors make better decisions 

on the allocation of scarce resources, 

focusing audit programs on high-risk 

areas. The OIG/HHS and the Department 

of Justice have substantially stepped up 

their efforts in using the False Claims Act 

to identify and recover overpayments to 

healthcare organizations. For example, 

in 2003, the federal government 

recovered $1.7 billions in healthcare 

fraud cases, representing 80 per-

cent of total recoveries that year 

under the False Claims Act.  Since 

Congress strengthened the qui tam, 

or whistleblower, provisions of the 

False Claims Act in 1986, the federal 

government has recovered more than 

$6 billion in healthcare fraud cases, 

accounting for nearly half of total 

recoveries under the act over the 

same period.  In light of the increase 

in regulatory enforcement activities, 

healthcare organizations are taking a 

closer look at their risk exposure to the 

False Claims Act.  

OIG/HHS has issued compliance 

guidelines for hospitals and other seg-

ments of the healthcare industry, which 
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encourage organizations to design 

and implement compliance programs 

capable of preventing violations of 

the False Claims Act and other federal 

healthcare laws. The OIG/HHS compli-

ance guidelines, which are based on the 

U.S. Sentencing Commission’s compli-

ance framework, describe essential 

components of a compliance program 

and identify specifi c risk factors 

associated with the various segments 

of the healthcare industry.  

OIG/HHS Compliance Guidelines for 

Hospitals

The OIG/HHS compliance guide-

lines incorporate the seven essential 

elements of the U.S. Sentencing 

Commission Guidelines and identify 

specifi c billing fraud risk factors. 

Hospitals are expected to address 

these risk factors in designing and 

implementing compliance programs.  

These factors include eleven types of 

billing fraud schemes (Table 1).

Organizations prosecuted for 

any of these violations run the risk of 

being excluded from participation in 

the Medicare program. OIG/HHS has 

the statutory authority to exclude an 

organization from the Medicare and 

other federal healthcare programs, if 

it is determined that the organization 

has submitted false claims violating 

Medicare regulations and the False 

Claims Act.  Frequently, the OIG and 

offending organizations enter into a 

Corporate Integrity Agreement in which 

the organization agrees to implement 

an "involuntary" compliance program in 

exchange for the OIG's agreement not 

to seek exclusion.  Corporate Integrity 

Agreements usually have a term of fi ve 

years.  As of July 22, 2004, the OIG Web 

site listed 383 healthcare organizations 

operating under Corporate Integrity 

Agreements.  

OIG requires organizations operat-

ing under an involuntary compliance 

program to submit various annual 

reports for the duration of the Corporate 

Integrity Agreement. One of these 

Table 1:  Fraud Risk Areas Identified in OIG/HHS
   Compliance Guidelines for Hospitals

1 Billing for items or services not rendered.

2 Under-utilization (Knowing denial of needed care to keep costs down).

3 Billing for discharge in lieu of transfer of a patient.

4 Providing and billing for medically unnecessary services.

5 Billing practices for services provided by residents and physicians at teaching hospitals.

6 Submission of false cost reports.

7 Unbundling (Submitting bills piecemeal or in fragmented fashion to maximize 
reimbursement for various tests or procedures that are required to be billed together).

8 Knowing failures to provide covered services or necessary care to members of a health 
care maintenance organization (HMO).

9 Duplicate billing (When more than one claim for the same service is submitted to more 
than one primary payer for reimbursement at the same time).

10 Up-coding (Selection of high level of service for billing to maximize reimbursement when
such a code is not the descriptor of the service actually rendered).

11 Insufficient documentation of evidence that services were performed to support 
reimbursement.

required reports is an evaluation of 

the organization's compliance with the 

Corporate Integrity Agreement.  This 

evaluation is prepared either by an 

Independent Review Organization or, 

if the OIG approves, the organization's 

internal auditor. The compliance 

evaluation must be conducted in 

accordance with AICPA Statement of 

Position 99-1.  

Survey Methodology and Data 

The objectives of this paper are 

to create a benchmark of hospital 

senior management risk perceptions 

of eleven Medicare billing fraud 

schemes, and explore differences in 

senior management risk perceptions by 

hospital size

The data for this study were 

collected through an anonymous survey 

questionnaire on hospital compliance 

programs mailed to the Chief Executive 

Offi cers (CEO) of 1,200 hospitals.  The 

cover letter requested the CEO or the 

compliance offi cer to complete and 

return the questionnaire. Respondents 

were asked to classify their hospitals 

into one of fi ve size categories based 

on number of beds:  0-149 beds, 

150-250 beds, 251-350 beds, 351-

450 beds, and more than 450 beds.  

The survey questionnaire instrument 

does not identify the organizations 

or the individuals completing the 
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questionnaire.  A total of 250 surveys 

were returned. Eight incomplete 

questionnaires were excluded, leaving 

242 usable survey instruments, a 

response rate of 20 percent.  Table 2 

(p. 26) shows the distribution of the 242 

respondents across the fi ve hospital 

size categories.

Analysis of Risk Rankings

The survey questionnaire asked 

hospital senior management (CEOs) to 

rank the eleven billing fraud schemes on 

a scale of 1 to 5 (1 = low risk; 5 = high 

risk).  Table 3 summarizes mean risk-

rankings scores for the entire sample 

of 242 hospitals. The mean risk ranking 

scores in Table 3 provide a broad picture 

of how senior management perceives 

the relative riskiness of the eleven billing 

fraud schemes. The factors are ranked 

by their relative perceived riskiness.

The three billing fraud schemes 

senior hospital management rank the 

highest are: 

! Insuffi cient documentation of evi-

dence that services were performed 

to support reimbursement;

! Billing for discharge in lieu of 

transfer of a patient;

! Providing and billing for medically 

unnecessary services.

The billing fraud scheme receiving 

the highest risk ranking is “insuffi cient 

documentation of evidence that 

services were performed to support 

reimbursement.”  The high-ranking 

given to this factor may refl ect 

senior management's concern that 

reimbursement is unlikely to occur 

without proper documentation. 

Analysis of High-Risk Billing Fraud 

Schemes 

The mean risk scores provide 

a general indication of the relative 

perceived riskiness. However, further 

insight can be gained by focusing on the 

high risk billing fraud categories.  For 

Table 2:  Distribution of Respondents by Size

Size
Classification

Number
Of Hospitals Percent

  0 – 149 beds 22 9%

  150-250 beds 76 31%

  251-350 beds 44 18%

  351-450 beds 39 16%

  450+ beds 61 25%

  Total 242 100%

Table 3:  Means Scores of Risk Rankings of Billing Fraud Schemes 
(Scale of 1 to 5; 1 = low risk, 5 = high risk)

Billing Fraud Type
Mean
Score

   Insufficient documentation of evidence that services
were performed to support reimbursement 3.4789

   Providing and billing for medically unnecessary
   services 3.0708

   Billing for items or services not rendered 2.9583

   Upcoding 2.8250
   Unbundling 2.6109

   Duplicate billing 2.5667

   Billing for discharge in lieu of transfer of patient 2.4810

   Billing practices by residents and physicians at 
   teaching hospitals 2.4285

   Submission of false cost reports 2.2708

   Under-utilization 2.0062

   Knowing failure to provide covered services or
   necessary care to members of a HMO 1.8828

purposes of this analysis, we classifi ed 

risk rankings into three categories:  

A risk ranking of 1 or 2 is low risk; a 

ranking of 3 is considered moderate 

risk; and a ranking of 4 or 5 is high risk.   

Table 4 (p. 27) shows the proportion of 

all respondents that assigned a high 

risk ranking to each of the eleven billing 

fraud schemes.  The results shown in 

Table 4 indicate that there is a signifi cant 

difference in high-risk rankings among 

the factors.  The t-statistic indicates 

the likelihood of a factor being ranked 

signifi cantly above (high) or below (low) 
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the randomly expected mean score of 

three.   

As indicated, the risk rankings 

shown in Table 4  include all respondents 

with no distinction between hospital 

size classifi cations.  For benchmarking 

and risk assessment purposes, an 

important question is: To what extent 

do the high-risk rankings signifi cantly 

vary across the fi ve hospital-size 

classifi cations? Table 5 shows the 

proportion of hospitals in the fi ve size 

classifi cations that assign a ranking of 4 

or 5 to the eleven billing fraud schemes. 

The Chi-Square statistical test was 

used to determine whether there 

are signifi cant differences in senior 

Table 4:  High-Risk Billing Fraud Scheme: Proportion of 
All Respondents Ranking Billing Fraud Types 4 or 5
(Scale of 1 to 5; 1 = low risk, 5 = high risk)

Billing Fraud Type
High Risk 
Proportion T-score

P-value of 
T-score

   Insufficient documentation of evidence that 
services were performed to support reimbursement .5375 16.67* < .0001

   Providing and billing for medically unnecessary 
services .4083 12.84* < .0001

   Billing for items or services not rendered .3750 11.97* < .0001

   Upcoding .2958 10.02* < .0001

   Unbundling .2708 9.42* < .0001

   Billing practices by residents and physicians at 
teaching hospitals .2208 8.23* < .0001

   Duplicate billing .2125 8.03 < .0001

   Submission of false cost reports .2042 7.83* < .0001

   Billing for discharge in lieu of transfer of patient .1875 7.43* < .0001

   Knowing failure to provide covered services or 
   necessary care to members of a HMO .0833 4.66* < .0001

   Under-utilization .0792 4.53* < .0001

* Significant at the .01 level.

Billing fraud ... 

highest ranked 

risk factor by bed 

size classifi cation.

management high-risk rankings across 

the fi ve hospital size classifi cations.  

The Chi-Square test statistics 

in Table 5 indicate that signifi cant 

differences in risk perceptions, across 

the fi ve hospital size classifi cations, 

exist in three of the eleven billing fraud 

schemes. These three billing fraud 

schemes are:

! Billing for discharge in lieu of 

transfer of a patient;

! Providing and billing for medically 

unnecessary services;

! Billing practices for services 

provided by residents and 

physicians at teaching hospitals. 

With the exception of one billing 

fraud scheme, hospitals in the largest 

size classifi cation assign a higher risk 

ranking to the above three billing fraud 

schemes when compared to smaller 

size hospitals. The one exception is 

"billing for discharge in lieu of transfer 

of patient." Twenty-eight percent of 

the hospitals in the 351 to 450 beds 

classifi cation rank this billing fraud 

scheme as high-risk, compared to 23.7 

percent of the hospitals in the largest 

size classifi cation.  

It is important to note that the 

billing fraud scheme described 

as “Insuffi cient Documentation of 

Evidence that Services Were Performed 

to Support Reimbursement” is the 

highest ranking risk factor across all 

size classifi cations.  The proportion 

of hospitals ranking this area as a 

high-risk does not show any signifi cant 

difference by size classifi cation. That 

is, all hospitals consistently rank this 

area as their highest risk area.  Nearly 

two-thirds of hospitals in the largest 

size classifi cation assign a rank of 4 or 

5 (on a scale of 1-5) to this area, and 

more than 50 per cent of hospitals in 

the 150-250 beds and 251-350 beds 

classifi cations rank this area 4 or 5.  

Implications and Concluding Remarks

The survey fi ndings and results 

discussed in this paper provide 

benchmark information internal audi-

tors and senior management can use 

to compare their risk perceptions 

with peer groups classifi ed by the fi ve 

hospital size classifi cations used in 
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Table 5:  Proportion of Respondents, By Hospital Size 
Classifications, Ranking Billing Fraud Types 4 or 5
(5-Point Scale; 1 = low risk, 5 = high risk)

Billing Fraud Type
0-149
Beds

150-250
Beds

251-350
Beds

351-450
Beds

450+
Beds

Chi
Square P>Chi

Billing for items or services not 
rendered

0.4091 0.355263 0.4318 0.2820 0.4068 2.5333 0.6387

Under-utilization (knowing denial of 
needed care to keep costs down)

0.0454 0.092105 0.0454 0.1538 0.0508 4.8362 0.3045

Billing for discharge in lieu of 
transfer of a patient

0.0909 0.105263 0.2273 0.2820 0.2373 8.4267*** 0.0771

Providing and billing for medically 
unnecessary services

0.1818 0.355263 0.3864 0.4359 0.5593 11.3361** 0.0230

Billing practices for services 
provided by residents and 
physicians at teaching hospitals

0.0909 0.1710 0.1364 0.2307 0.3898 14.8928* 0.0049

Submission of false cost reports 0.2273 0.1316 0.2500 0.2820 0.2034 4.5619 0.3353

Unbundling (submitting bills 
piecemeal or in fragmented fashion 
to maximize reimbursement for 
various tests or procedures that are 
required to be billed together)

0.2273 0.3026 0.2500 0.2820 0.2542 0.8044 0.9379

Knowing failures to provide covered 
services or necessary care to 
members of a health care 
maintenance organization (HMO)

0.0454 0.0789 0.0909 0.1538 0.0508 3.819 0.4311

Duplicate billing (when more than 
one claim for the same service is 
submitted to more than one primary 
payer for reimbursement at the 
same time)

0.0909 0.1974 0.2045 0.2564 0.2542 3.1278 0.5367

Up-coding (selection of high level of 
service for billing to maximize 
reimbursement when such a code is 
not the descriptor of the service 
actually rendered)

0.3182 0.2632 0.2954 0.2820 0.3390 1.0052 0.9090

Insufficient documentation of 
evidence that services were 
performed to support 
reimbursement

0.4545 0.5526 0.5227 0.4102 0.6441 5.9530 0.2027

* Significant at .01 level
** Significant at .05 level
*** Significant at .10 level
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the survey.  Our analysis indicates that 

signifi cant differences exist among 

the relative risk perceptions of senior 

management across the fi ve hospital 

size classifi cations. In general, we fi nd 

that the senior managers of larger 

hospitals are more sensitive to risk 

factors.  That is, hospital managers in 

the largest size classifi cation (more than 

450 beds) assign higher risk rankings to 

more of the billing fraud schemes than 

hospitals in smaller size classifi cations. 

Management risk perceptions and their 

use in assessing compliance risks is an 

issue worthy of further exploration.  The 

survey discussed in this paper is limited 

to hospitals. Future risk perception 

surveys could easily be extended 

to other industry segments. Future 

surveys could also include additional 

risk factors. A pilot research project 

could include additional risk factors.  

Examples of additional factors are 

patient mix, level of services provided, 

percent of revenues from Medicare 

reimbursements, teaching versus non-

teaching hospitals, urban versus rural 

settings, and whether a healthcare 

organization is operating under an 

involuntary compliance agreement with 

OIG/HHS.   

The internal auditing profession 

may fi nd it feasible to sponsor a pilot 

research project to evaluate the use-

fulness of risk perception surveys for 

benchmarking and risk assessment 

purposes. The results of a pilot 

research project could be disseminated 

to internal auditors and healthcare 

managers for the use in identifying and 

managing compliance risks.  !  
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Labor, continued from page 20

of analysis is missing.  Even more 

important, internal audit can often 

associate this lack of analysis 

with overall organizational issues.  

Two of the most common issues 

include a lack of alignment between 

operations and human resources, 

as well as undefi ned metrics (it’s 

diffi cult to improve what you cannot 

measure.)

Regardless of the approach 

internal audit takes to an outsourced 

labor project, management will derive 

value.  By being involved in the review 

of outsourced labor, the internal audit 

function can cover many areas of 

the organization and provide helpful 

insights to the management team.  

Based on these insights—from invoice 

processing to HR strategy—healthcare 

organizations will be better prepared 

to anticipate and control risks.  They 

will be able to manage their resources 

more effi ciently.  And they will be in a 

more knowledgeable and confi dent 

position to assume business risks that 

competitors don’t fully comprehend.  In 

short, internal audit’s involvement in 

an outsourced labor review can help 

healthcare organizations reduce risk, 

improve patient service, and achieve a 

competitive advantage.  !

Footnote:

1 Source: American Hospital Association 
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