
F
ailure in healthcare provider cybersecurity costs 
patients and organizations alike. With a patient’s 
name and personal information, including 
diagnoses and treatments, going into the wrong 

hands at dizzying rates, patients are exposed to shattered 
privacy, identity and monetary loss, not to mention broken 
trust in the provider.

For the organization, the loss of patient trust is incalculable. 
The dollar cost is also difficult to pin down, but a Ponemon 
Institute estimate puts it at $363 per record,1 with payouts 
for incident response and breach notification, legal defense, 
regulatory fines and crisis services.

The amounts add up quickly, as shown by a scan of a few 
headlines: “Most large health organizations have already 
been hacked ─ twice,”2 “90% of health care orgs have 
compromised patient data,” “One in 10 Americans has been 
affected by a large health data breach” and “Hackers steal 
data of 4.5M patients in second-largest HIPAA breach.”

Criminals are following the money
While employee mistakes—carelessness in sending or 
storing data, losing laptops and cell phones—are still 
much to blame, cybercriminals have emerged as the most 
imminent danger.

The Ponemon Institute study reports that data breaches 
in healthcare due to criminal activity come from malicious 
insiders, professional and nation-state hackers, and physical 
theft, and that this activity has increased 125% over the past 
five years. The sad fact is that in 2014, healthcare was the 
leading industry for breaches (42.5%) compared with other 

1 2015 Cost of Data Breach Study: Global Analysis, Ponemon Institute, May 2015. 
http://nhlearningsolutions.com/Portals/0/Documents/2015-Cost-of-Data-
Breach-Study.pdf

2 Most large health organizations have already been hacked—twice, The 
Advisory Board Company, June 3, 2015. www.advisory.com/daily-brief-
ing/2015/06/03/most-large-health-organizations-have-already-been-hacked-
twice
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No doubt—healthcare providers’ focus 
is on caring for patients. In the face of 
human need, doctors and other medical 
professionals can understandably perceive 
business-specific tasks as an obstacle to 
getting their real work done. But taking care 
of each patient also includes securing his 
or her private information. This is where 
internal audit can show true leadership in 
understanding and overseeing cybersecurity, 
and can help hospital leaders to build it into 
their organization’s culture.
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sectors, e.g., business (33%), government/military (11.7%), 
education (7.3%) and banking/credit/financial (5.5%).3

The reason for the escalation is that thieves’ return on health 
records is big money. “Medical information theft is much more 
lucrative than straight-up identity theft, and is, therefore, 
alluring to cybercriminals,” says Doug Miller, CFO at law firm 
Sutter O’Connell Company. “With a name, Social Security 
number and insurance identification number, a criminal can 
set up a fake doctor’s office and start pumping out claims.”4 
Reuters reports that health records are worth 10 times more 
than credit card information on the black market.5

Data breaches in healthcare due 
to criminal activity come from 
malicious insiders, professional 
and nation-state hackers, and 
physical theft.

An accomplice in the escalation is the unique vulnerability 
of healthcare providers. Theirs is not a typical business 
setting—the priority is not making a profit. In taking care 
of patients, including handling emergencies, a professional 
might forego even simple actions like locking the computer.

Many healthcare organizations do not have the current 
computer systems with security features that other 

3 Identity Theft Resource Center Breach Reports Hits Record High in 2014, Iden-
tity Theft Resource Center, Jan. 12, 2015. www.idtheftcenter.org/ITRC-Surveys-
Studies/2014databreaches.html

4 The CFO’s role in cybersecurity, Grant Thornton LLP and Financial Execu-
tives Research Foundation, June 2015. See www.grantthornton.com/ 
cfocybersecuritysurvey for the survey

5 Your medical record is worth more to hackers than your credit card, Thomson 
Reuters, Sept. 24, 2014. www.reuters.com/article/2014/09/24/us-cybersecurity-
hospitals-idUSKCN0HJ21I20140924  for the article

industries have instituted. Family and other personal 
information, always included in a medical record, can be 
used to answer security questions to gain entrance into 
myriad protected spaces.

Though the weight of breach activity is tipping toward the 
healthcare industry, the concerns, typically around credit 
card information, are common to all industries:

 • Customer [patient] privacy

 • Compliance

 • Bottom-line impact

Prepare to avoid a breach
Collaboration is essential, with the IT department owning 
the technology tools and other departments making 
pertinent contributions, but oversight remains with internal 
audit in partnership with hospital leadership. To assure a 
solid defense, the two must understand the components of 
preparation:

 • Create a risk profile

 • Map and classify data

 • Evaluate vendors

 • Establish security protocols

 • Educate stakeholders

 • Maintain a security culture

 • Identify indicators

 • Form an instant response team

Create a risk profile
So how can you find out exactly how vulnerable your 
systems are without those systems being hacked? Hire 
an outside firm to conduct a penetration test (i.e., an 
ethical hack). Based on test results, formulate a risk profile 
identifying your systems’ greatest weaknesses. This will point 
you to the priority areas for allocating resources.6

6 Unprepared organizations pay more for cyberattacks, Grant Thornton, Feb. 4, 
2015. www.grantthornton.com/unpreppedcybersecurity
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Map and classify data
Before you can develop a protection plan, you need to 
determine where sensitive and private data resides in your 
system. It is the digital equivalent of going through your 
home and inventorying valuables for insurance purposes. 
Document locations and categorize appropriately (e.g., 
extremely confidential, moderately confidential, public, etc.).

Hire an outside firm to  
conduct a penetration test  
(an ethical hack).

Evaluate vendors
Make an accounting of data held by business associates, 
vendors and other third parties, and ascertain whether 
they are guarding your data with fervor. Assess their 
cybersecurity measures and management processes to 
determine their protection levels.

Establish security protocols
The first step is to create an information security framework. 
Base your organization’s policies and procedures on one 
of the two information security standards ─ the Health 
Information Trust Alliance (HITRUST), or the National 
Institute of Standards and Technology (NIST). Post your 
information security framework on your organization 
intranet.

Take these steps initially and continue to keep them current:

 • Encrypt laptops and mobile devices

 • Limit access to physical spaces and computers

 • Separate personal health information (PHI), including 

ePHI/electronic health records (EHRs), on the network

 • Run network scans

 • Make an inventory of servers

 • Program a vigorous password-changing process

One practical security practice is issuing separate laptops to 
professionals who are travelling that are not connected to 
the entire system. That way, if the computer goes missing 
or is otherwise compromised, unauthorized access isn’t 
significant.

Educate stakeholders
Educate staff and contractors about individual responsibility 
in securing data. Mandate security awareness training based 
on your protocols. Make the training a part of onboarding 
new hires, as well as for current employees.

Leaders must educate themselves about the people in the 
organization in order to understand their views on security 
and how to convey to them the importance of personal 
actions (e.g., closing their laptops).

Maintain a security culture
Keep security top of mind by including it in meeting 
agendas and issuing regular communiques about actions 
taken and actions to be taken. Communicate through 
hard-copy materials as well as electronically visible formats. 
Provide reports to hospital leaders and the board, and make 
your stance known to the public.

Investment in security is the base of a thriving culture. 
However, 81% of respondents to a survey7 by the nonprofit 
Healthcare Information and Management Systems 
Society (HIMSS) said that their company needed more 
innovative and advanced tools to mitigate risk. Further, 
lack of security-dedicated personnel was cited by 64% of 
respondents.

Identify indicators
Communicate to all users that any abnormal activity should 
be reported to the designated security contact. If it’s strange, 
then it’s worth looking into.

Provide definitions such as phishing and signs of 
hacking—surprises such as a file changed but not by 
you, a program placed on your desktop but not by you, 
programs not opening, documents not printing, password 
not working, slowdown in Internet searches, redirection 
to other sites, extra browser windows opening, numerous 
pop-ups appearing; or emails from your address that you 
didn’t send.

Make an accounting of data 
held by business associates, 

vendors and other third parties.

With cybercriminals constantly on the move, this is a 
continuing education effort well worth the time. Identifying 
indicators is a significant way to detect issues, whether or 
not they have the potential to progress into a breach.

Form an instant response team
“It is critical to have an incident response plan, in contrast to 
a breach response plan,” says Skip Westfall, leader of Grant 

7 2015 HIMSS Cybersecurity Survey, HIMSS, June 30, 2015. www.himss.org/2015-
cybersecurity-survey
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Thornton LLP Cybersecurity Services and national practice 
leader of the Forensic Technology Services group. “You can 
have an incident that you will need to respond to quickly 
and efficiently, too, in order to avoid a breach.”

The incident response team should include representatives 
from all data custodians (e.g., HR, marketing, accounting 
and R&D) as well as the security officer and IT director. You 
could include vendors or partners that have access to key 
data, members of the public relations team, specialized 
consultants and others. It can be valuable to appoint a chief 
information security leader to oversee efforts and report to 
the internal audit leader or the CFO.

With your team activated, create a plan to outline your 
responses to various scenarios, establish a base of 
operations and name a single point of contact. Internal 
audit takes part by assessing and auditing the process, and 
identifying ways to improve.

An effective incident response plan:

1. Identifies specific risk owners and contacts within the 

organization

2. Has clear decision-making guidelines and associated 

actions

3. Is usable and not overly complex

4. Is tested regularly, at least once per quarter

5. Includes all data loss incident types, not only intrusions

6. Outlines how to help users with guidance and resources

Your risk profile and incident response plan should be 
living documents. Conduct a vulnerability assessment and 
penetration test every six months, updating the risk profile 
and informing the incident response team of the results so 
they are aware of the evolving strategy.

Prepare to deal with a breach
No matter how complete your preparation, a breach can 
befall your organization. The attack on sophisticated health 
insurance company Anthem is a chilling reminder that 
cyber-incidents can occur anytime to any organization.8

But what Anthem did—and what you can do, too—was 
take steps to prepare for a breach and be ready to respond 
quickly with a plan of action, including having in place 

8 Anthem cybersecurity breach underscores need to plan incident response, 
Grant Thornton LLP, Feb. 23, 2015. www.grantthornton.com/anthembreach

an agreed-upon policy and process to support proper 
communications.

When a breach happens
First, notify outside counsel, which will direct the incident 
response team as they start executing the plan. Bring all 
the stakeholders to the table and keep any relevant parties 
apprised of your team’s findings.

IT acts quickly to assess and report on the extent of the 
breach, ideally within 18 hours. IT then performs data 
analytics to find where the breach originated. They address 
whether the breach was internal or external and reviews 
data to determine whether your organization did what it 
could to prevent the breach.

Educate staff and contractors 
about individual responsibility 

in securing data.

Upon completing the investigation, IT works with the 
incident response team to preserve data for remediation, 
patch holes and/or remove malware, and get your 
organization back online.

After the initial crisis, IT replaces any corrupt systems and 
implements projects to address security weaknesses. You may 
need litigation support, project management and public rela-
tions services. Long term, you will likely work with IT analysts, 
industry experts and other specialists to assess processes and 
make any necessary changes to the incident response plan.

All stakeholders need to participate
Because of the permeation of technology throughout 
an organization, effective data security depends on each 
participant in the organization.

With every reason to expect that cyberattacks will continue 
to change and grow in destructive capacity, hospital 
leadership must give cybersecurity its due position in 
strategic importance, incorporating cybersecurity into 
business strategy and into the culture.

See www.grantthornton.com/grc and www.grantthornton.
com/hcproviders for further guidance on cybersecurity 
issues and actions. NP
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