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Here Today, Gone Tomorrow:  
Where Did Your Payments Go?
By Chris Doxey, CAPP, CCSA, CICA

Are You Ready for Fraud?

Fraud becomes a greater threat than 
usual in these difficult economic 

times. Internal auditors need to be 
attuned to the potential for nefarious 
activities when planning and conducting 
audits. What type of fraud is most likely 
to worsen in this environment? Studies 
find payments fraud is most dominant 
since fraudsters are looking for ways 
to generate immediate returns on their 
efforts. In fact, according to the 2009 
survey prepared by JP Morgan Chase,1 
“payments fraud protection has never 
been more important.” 

Fraudsters are not fazed by the anti-
fraud controls available surrounding 
check stock. Neither are they are 
daunted by anti-fraud controls banks 
offer for electronic payments processed 
through the Automated Clearing House 
(ACH). A survey conducted by the 
Association for Financial Professionals 
(AFP) in 20082 found more than 70 
percent of the organizations surveyed 
had experienced payment fraud or an 
attempted fraud. The organizations 
included in the AFP survey experienced 

a 30 percent increase in payments fraud 
from 2007 to 2008.

How Common Payment Controls Help 
Delegation of Authority Controls

The delegation of authority is a 
companywide policy that establishes 
signing authorities by organizational level 
or specific position within a company. The 
best way to implement this control is to 
establish it across payment systems. Officers 
and employees are usually permitted 
to delegate their responsibilities and 
authorities to employees who report directly 
to them. Utmost care should be exercised 
in the selection of designees and in the 
documentation, notification, and timely 
rescission of authority. Those who decide to 
delegate their authority remain responsible 
for monitoring and reviewing the actions of 
those to whom authority is granted. 

Delegation of authority is an excellent 
preventive control for internal, external, 
and conspiracy or collusion fraud 
since the proper signing authorization 
process should be in place. In fact, some 
organizations have taken the delegation of 

authority control a step further and have 
incorporated segregation of duties controls. 
Having a finance manager approve an 
expenditure of a certain designated dollar 
amount with the operational manager who 
evidences this process is referred to as the 
‘double key’ method.

Segregation of Duty Controls

Payments fraud can occur due to lack of 
segregation of duties controls within the 
procure-to-pay cycle. A fraud experienced 
by The Charlotte Observer is an example 
of what can happen when these controls 
are inadequate:

A husband-wife team colluded 
with an outside vendor to fleece 
their company of at least $2 million 
over a seven-year period. The 
target of this sustained fraud was 
the well-respected newspaper, The 
Charlotte Observer, where poor 
internal controls created the perfect 
opportunity for the fraudsters. 
The purchasing manager had 
authority to both receive goods 
and services and approve those 
invoices for payment. The invoices 
would routinely flow through to the 
accounts payable (AP) department, 
where the purchasing manager’s 
wife happened to work. All the 
fraudsters needed to complete a 
seamless scam was an unscrupulous 
vendor. The purchasing manager 
cultivated a friendship with a 
supplier until they became close 
enough that he could propose the 
following scheme: for every two 
shipments that are made, invoice 
The Observer for three, and the 
payment will be split for the 
phantom shipment.3

Executive Summary

Fraud never takes a holiday. In fact, during a tough economy fraud will typically 
increase. The annual surveys by the Association of Financial Professionals 
(available online) provide excellent insights into how companies large and small are 
victimized by those intent on doing evil. Currently, the area of greatest interest, and 
success, is seen in payments—accounts payable/disbursements and payroll. But 
the crooks are also finding success with corporate cards, ACH debits, ACH credits, 
credit/debit cards, and wire transfers. Do you think theft can’t happen at your 
organization? Think again, it’s likely only a matter of time before your organization 
becomes victim to a payment fraud scheme. Large or small, organizations need 
to do a better job protecting their assets. Reading this article will help you to look 
at control vulnerabilities that allow theft and will assist you with various control 
enhancements that thwart bad intentions.

1 “Payments Fraud. How it Happens, And What You Can Do to Protect Your Organization,” J.P. Morgan Chase and Company, 2009, p. 1.
2 Op. cit. J.P. Morgan Chase and Company, p.1.
3 Rakesh Shukla. (From “A True Story of AP Fraud .a Woeful Failure to Segregate AP Duties” http://blog.170systems.com/bid/8397/A-True-Story-of-AP-Fraud-a-Woeful-

Failure-to-Segregate-AP-Duties (10 Feb 2009)
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The key principle of segregation of duties 
is that an individual or small group of 
individuals should not be in a position 
to control all aspects of a transaction. 
Internal auditors should be alert to up-
stream and down-stream interpersonal 
relationships as they perform audits.

Besides the transaction controls, system 
access controls need to be considered to 
prevent payments fraud. The principle of 
segregation of duties in an information 
system environment is also critical as 
the separation of different functions is 
assured such as: 

• transaction entry

• on-line approval of the transactions 

• master file initiation and master file 
maintenance 

• user access rights

• review of transactions 

In the context of application level controls, 
this means that one individual should 
not have access rights that permit them to 
enter, approve, and review transactions. 
Therefore, assigning different security 
profiles to various individuals supports 
the principle of segregation of duties.

Check (Cash) Controls

Common payment controls for Accounts 
Payable, Payroll, and Travel & Expense 
Reimbursement consist of built-in system 
features and manual procedures that help 
ensure the accuracy and integrity of cash 
payments. Many of these controls relate 
to the printing and distribution of checks, 
including important procedures for 
restricting physical access to unprinted 
check stock. The internal controls for 
handling checks are discussed within this 
article.

What Physical Controls Do You 
Have In Place? 

Ideally, eliminating use of physical 
checks would be good, but unfortunately 
checks are still needed for the payments 

process. Because checks are negotiable 
documents, restricting physical access 
to them is important. Often the safest 
way to accomplish this is by storing 
unprinted check stock in a locked filing 
cabinet under dual control. This means 
that two locks are on the cabinet and two 
different people hold one of the keys. At a 
minimum, organizations should lock the 
check stock in a cabinet that is under the 
custody of a responsible accounts payable 
supervisor at all times.

Check signature plates need to be 
controlled similarly. Large organizations 
will often separate the custody of 
signature plates from custody of the 
check stock creating dual control 
over the items necessary to produce 
a completed check. The idea here is 
that the checks are not valid without 
the signature plates and keeping them 
under separate custody constitutes dual 

control. But, of course, locked signature 
plates do not justify keeping the check 
stock unlocked. Also, a signature plate 
is not necessary in order to negotiate a 
check. A hand signature will work just 
fine.

Secure Unopened Check Stock  

Most often, when a business orders check 
stock, they order many boxes of these 
forms. The control and safekeeping of 
unopened boxes is equally important 
as control over the checks in use. They 
should be securely locked with key 
control under one or two individuals at 
all times.

Implement Sequential Check 
Numbering  

Most payment systems will print check 
numbers sequentially with reference 
to the accounting transactions. This 
built-in control works exactly like 
sequentially numbered paper voucher 
forms; sequentially numbered checks 
can help control the completeness of 
the checks processed. For example, the 
bank’s statement, showing paid checks 
sorted by check number, becomes a useful 
indication of completed checks.  

Types of Payments Fraud You Need to Understand

• Forged Check Signatures
Usually involve the use of legitimate blank checks, with a false imitation of 
the payer signature on the signature line.

• Forged Check Endorsements
Often involve the theft of prepared checks which are then endorsed and 
cashed or deposited by someone other than the payee.

• Counterfeit Checks
Exact imitations of genuine checks can be created with readily available 
desktop publishing capabilities.

• Altered Checks
Are defined as a prepared check with certain fields changed.

• Electronic or ACH Fraud
As the number of ACH transactions increase, companies must ensure they 
are not victims of the newest type of fraud—unauthorized ACH transactions. 
Jeffery A. Dertz, CPA, a Senior Manager with Blackman Kallick’s Insurance 
Practice states, “ACH fraud can occur with little effort. An individual simply 
needs two pieces of information: your checking account number and your 
bank routing number. This information is used in various ways to initiate 
the fraud. In the simplest form, the perpetrator uses your bank account and 
routing numbers to initiate a payment for goods or to pay off debt by making 
a phone call and giving these numbers to the desired vendor. This same 
scenario could also occur with Web-based purchases.”4

4 Jeffery A. Dertz, CPA, “ACH: The New Wave of Bank Fraud.” http://www.blackmankallick.com/articles/2009/06/ach-the-new-wave-of-bank-fraud-2/ (June, 2009).

Payments fraud occurs in three different ways: 

1. A check payment is diverted or is altered by changing the payee or dollar amount.

2. Checks are stolen and fraudulent transactions are initiated.

3. An Automatic Clearing House (ACH) account is accessed enabling 
unauthorized ACH payments or debits.
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Systemically Apply Check Limits 

The system’s limitation over the maximum 
check amount can be considered a control 
over cash payments and the delegation 
of authority (DoA) can be systemically 
applied. The DoA can be systemically 
applied to require additional signature 
levels or even two signatures on checks 
over a specified dollar amount. Also, 
checks can be marked as “void” over a 
designated dollar amount. Additionally, 
checks not cashed within a 90 to 180 day 
period can be automatically voided. 

A Looming Problem: Automated 
Clearing House

Automated Clearing House (ACH) 
is an electronic network for financial 
transactions in the United States. These 
transactions are growing at a very rapid 
pace. Fraud happens where there is 
opportunity to get money and quite 
naturally an increase in ACH fraud 
activity is being seen. ACH processes 

large volumes of credit and debit 
transactions in batches. ACH credit 
transfers include both direct deposit 
payroll and vendor payments.

According to the 2007 Federal Reserve 
Payment Study,5 “the use of checks for 
payments is declining. The study indicated 
that more than two-thirds of all U.S. non-
cash payments were made electronically 
during 2007. The number of checks used 
for payment fell by 7 billion between 
2003 and 2006.” The National Automated 
Clearing House Association (NACHA) 
supports the growth of the ACH 
network by managing its development, 
administration, and governance. In 2009, 
a total of 18.76 billion ACH transactions 
were processed. This is an increase of 2.6% 
compared to a year ago. 6  

Along with the increase in the use 
of electronic payments and ACH 
transactions, is the increase in fraudulent 
activity. “‘The surge of ACH fraud 
committed by criminals stealing the 
online banking credentials of small 

and midsize businesses has resulted in 
approximately $100 million in attempted 
losses,’ according to the FBI. ‘Criminals 
are hitting businesses at a rapid clip, with 
several new cases opened each week,‘ the 
FBI said in an intelligence note released 
Tuesday [November 3, 2009] by the 
Internet Crime Complaint Center (IC3). 
‘FBI analysis has found in most cases, 
the victims’ accounts are held at local 
community banks and credit unions, 
some of which use third-party service 
providers to process ACH transactions,’ 
the IC3 reported.7”

Are You Doing Enough?

The Association for Financial 
Professionals (AFP) executed a Payment 
Fraud and Control survey in March of 
2009. JP Morgan, the financial services 
firm, underwrote the survey. The results 
of the survey that are pertinent to ACH 
fraud follow:8

• Nine out of ten organizations (91%) 
that experienced attempted or actual 

Specific Controls for Your Checks5

Check Security Features Attributes/Controls

Laid Lines Unevenly spaced parallel lines embedded in the base paper (usually on the back of the check). This reduces the 
risk of alteration through cutting and pasting check information.

Void Pantographs The word “VOID” appears in the background of the document when photocopied to prevent illegal duplication.

Artificial Watermarks Faint designs on the face of a check that are not visible if copied or duplicated. This technique is used to prevent 
counterfeiting.

Dual Image Numbering A red halo appears around the black serial number on a check. A special red dye is used for the check number 
that bleeds through to the back of the check. This promotes verification of the document for authenticity.

Safety Paper A special paper composed of multi-layered colored fibers. The paper bleeds when erased or chemically altered.

Microprinting A process that reduces print so small that it appears as a solid line or pattern to the naked eye. Under magnifi-
cation, the word or phrase is readable. Technique is designed to prevent counterfeiting.

High-Resolution Borders Intricately designed borders that become distorted when copied. This technique makes counterfeiting checks 
difficult.

Warning Bands A message within a colored band that directs the teller or clerk to inspect certain aspects of the document before 
acceptance.

Color Prismatic Printing A printed background that uses color gradations that are difficult to reproduce on most color copiers. This 
technique is used to prevent counterfeiting.

Signature Protection Panel A section approximately one half-inch by two inches covering the signature line which is chemically treated to 
prevent altering the signature.

Holograms Multi-color/three dimensional image that appears when a reflective material is viewed at an angle. This tech-
nique is designed to prevent counterfeiting, but is very costly.

Thermochromic Inks Specially manufactured ink that is sensitive to heat. When rubbed or touched the ink temporarily fades or 
disappears. This technique can be expensive.

Controlled Paper Stock True controlled paper is restricted in both distribution and use by the paper manufacturer

5 “The 2007 Federal Reserve Payments Study: Non-cash Payments Trends in the United States 2003-2006”, Research sponsored by the Federal Reserve, Released December 
10, 2007, p.4.

6 “ACH Network Statistics,” http://www.nacha.org/c/_content.cfm/AID/244 (24 April 2010).
7 Marcia Savage. “ACH fraud scams total $100 million, FBI Says.” http://searchfinancialsecurity.techtarget.com/news/article/0,289142,sid185_gci1373452,00.html (3 

November 2009)
8 Association for Financial Professionals, (2009), 2009 AFP Payments Fraud and Control Survey, p. 2.
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payment fraud in 2008 were victims 
of check fraud. The percentage of 
organizations affected by payments 
fraud by other payment methods were:

 c ACH debits (28%)

 c Consumer Credit/Debit Cards  
(18 %)

 c Corporate Commercial Cards 
(14%)

 c ACH Credits (7%)

 c Wire transfers (6%)

• Organizations turn to a number of 
fraud control services provided by 
their banks, including:

 c Positive pay/reverse positive pay 
(82%)

 c ACH Debit Blocks (71%)

 c ACH Debit Filters (53%)

 c Payee Positive Pay (50%)

 c “Post No Checks” (34%)

The 2009 AFP Payments Fraud and 
Controls Survey notes that 17% of the 
organizations that were victims of ACH 
fraud in 2008 suffered a financial loss. The 
survey indicates that these organizations 
had a financial loss because they ignored 
their own best practices and neglected their 
business rules. Fifty-five percent of these 
organizations did not use ACH debit blocks 
or ACH debit filters and 36% did not use 
positive pay. These controls are examined 
in more detail in the tables that follow.

Financial institutions offer several ACH 
fraud prevention controls as referenced 
above and described in Table 1. Many 
companies are using positive pay and 
positive payee controls; however, the 
controls listed in the text that follows go 
beyond the basics. The controls included 

in Table 1 were obtained by researching 
various financial institution websites, 
including JP Morgan Chase, SunTrust, 
BBVA Compass Bank, and Central Pacific 
Bank.

According to The Accounts Payable 
Network (TAPN),9 “Positive Pay is the 
most effective check fraud prevention 
strategy. But what does it cost? The 
answer has two parts: bank fees and the 

Check Security Features Attributes/Controls

Preventing Altered Laser 
Checks

Implement high security checks with toner anchorage to bond the toner to the paper.
Use a high quality MICR toner that melts at the proper temperature to meld with the toner anchorage.
A laser printer with the fuser element that is hot enough to gel the toner anchorage and melt the MICR concurrently.

Self–Authenticating Nego-
tiable Document Document 
(SAND) or Positive Payee

In addition to printing standard amounts, payee and MICR #, a bar code prints with payee information recog-
nizable by the bank (only means currently available to prevent altered payees).

Secure Number Fonts This technology uses different size numbers on the check amounts, and reverse imaging to prevent the dollar 
amount of the check from being altered without detection.

Inventory Control Numbers When using laser check stock without pre-numbering, this contains pre-printed sequential numbers on the back 
of the checks. This is critical in tracking unused laser check stock.

Toner Anchorage
Chemical coating is applied to the face of the check. When printed through laser printer, the toner is perma-
nently bonded into the paper. Without the bonding feature, laser printed checks can be altered by scraping or 
using tape (a.k.a. Laser Lock™ or Toner Grip™).

Specific Controls for Your Checks (continued)

Four Effective Fraud Prevention Opportunities

Control Description and Examples

Positive Pay

Positive Pay is an automated check-matching service that will 
identify any check that was not legitimately issued or has an al-
tered dollar amount. The check issuer sends the bank disbursement 
information (check amount and check number) immediately after 
each check run. The information allows the bank to validate check 
numbers and payment amounts before a check is paid. Positive 
Pay is one of the most effective fraud-fighting tools available today

Example: This service provides additional fraud control for the 
bank’s customers. With this service customers electronically 
transmit all of the items issued against their payments accounts 
to the bank. The bank processes the daily checks paid information 
and compares it against the input file on the next business day. An 
exception report is generated which identifies all items that are 
paid that do not match the issued information on file.

Reverse Positive Pay

You control which checks are paid against your account. You can 
guard your account against losses due to altered amounts, unau-
thorized drafts and most counterfeit items. You take an active role 
in closing the “window of opportunity” for criminals to embezzle 
your company’s funds.

Example: This service allows customers to complete a daily match 
of paid checks to the issued check file that is kept on your database. 
You receive previous-day detail of checks paid. An export function 
allows you to download the checks paid file and match against 
your issued file You may also maintain your own stop payment 
file internally, making this file part of your daily matching routine 
against the paid check file.

Positive Payee

Positive Payee identifies potential alterations to a check’s payee 
line by comparing a payee name from the image of the check with 
payee information gathered from the issue file transmitted to 
the bank by business customers. Suspect items are automatically 
flagged for review in making pay or return decisions. This delivers 
an additional layer of positive pay protection against alteration of 
only the payee name on the check

Teller Positive Pay Enables bank tellers to access the client issue information to de-
termine if a check presented for cashing at a branch is valid 

Table 1

9 “Postive Pay: Costs Tools” http://www.theaccountspayablenetwork.com/html/modules.php?name=Articles&file=article&sid=596 (29 April 2010)
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cost of setting up your organization to 
transmit the information to the bank.”

“Bank fees for positive pay vary. Fees 
generally include a start-up fee in the 
$50 to $100 range and a monthly fee. 
Payee positive pay will generally cost 
more, adding a per-name charge of 
approximately five cents. Some banks do 
not charge for positive pay. Other banks 
bundle positive pay with other fee-
based services. For example, First Bank 
(Colorado) charges $25 per month for 
positive pay and five cents for each check 
using positive pay payee name match. 
F&M Bank (Washington) offers several 
bundled services for companies to choose. 
The packages include positive pay, ACH 
and wire transfers, and balance reporting; 
fees range from $10 per month to $55 
per month. Central Illinois Bank offers 
positive pay service free to all of their 
business customers. Bank of America also 
offers a free positive pay program.”

The 2009 AFP Payments Fraud and 
Controls Survey10 highlighted that many 
companies may choose to opt out of 
ACH control services for the following 
reasons:

• Management is confident that their 
organization’s internal controls and 
processes are adequate (47%).

• Services are too expensive (20%).

• The organization does not issue a 
sufficient number of checks (17%).

• The service is too difficult to use or 
too timing consuming (16%).

• The organization uses a different 
fraud control service (10%).

• The organization’s bank does not 
provide the service (9%).

• The bank will recover any losses (8%).

• Other (12%).

Other controls have been considered by 
several organizations:

• Do not provide payment instructions 
by phone or fax (86%).

• Increased use of electronic payment 
for business-to-consumer and 
business-to-business transactions 
(82%).

• Reduce the number of company bank 
accounts (82%).

• Use separate accounts for specific 
payment methods and types (75%).

Four Effective Controls You Should 
See in the Accounting Department 

Other more traditional controls can be 
deployed by organizations which will 
help identify whether things are amiss. 
These controls should be in place at 
every organization and internal auditors 
should ensure the accounting department 
is performing these critical steps on a 
routine pre-determined basis. Because 
these are routine, and accountants 
frequently find themselves in deadline 
crunches, these steps not infrequently fall 
by the wayside for longer periods than 
they should.

Reconcile all Bank Accounts  
within 30 Days

Another best practice in preventing 
payments fraud is to reconcile all bank 
account statements within 30 days of 
receipt. Let’s call this a ‘needs to be done 
consistently—accept no excuses’ control. 
You can relate this to wearing a seatbelt—
when you have an accident you want to 
be using it. Wearing one last month will 
not help you today. Any discrepancies 
should be investigated and reconciled 
immediately. This is a task that sometimes 
gets overlooked when work piles up. 

Bank reconciliation keeps bank records 
and general ledger cash account records 
in balance. Reconciliations are a good 
control procedure for identifying:

• Inaccuracies introduced by the bank’s 
accounting of checks and deposits.

• Payments, possibly unauthorized, 
that have not been accounted for 
through cash payments records.

• Old outstanding checks that may 
never be cashed.

• Adjustments generated by the bank.

Three Types of Period-End Controls; 
Accounts Payable Example

All well-controlled organizations have 
internal controls that are exercised 
during period-end. These controls are 
designed to help identify errors or 
irregularities that might have occurred 
during the period. They serve as key 
internal controls over the accuracy of 
automated accounts payable records. 
Generally, period-end balancing 
includes three types of balancing and 
reconciliation:

1. Balancing the accounts payable 
master file to a manual log of control 
totals.

2. Reconciling the accounts payable 
master file to the general ledger.

3. Bank reconciliation.

Three Reasons to Balance the 
Accounts Payable Master File

To help verify that the accounts payable 
master file was correctly carried forward 
from the beginning of the period and the 
activity was correctly posted, a simple 
reconciliation should be performed to 
identify:  

• An error in the arithmetic of the 
balancing calculation.

• An unposted batch recorded in 
the log but not the open voucher 
report.

• Invoices that were posted to the 
accounts payable master file, but not 
written in the log.

• Adjustments, discounts, or 
recurring vouchers not properly 
accounted for either in the log or 
the system.

10 AFP 2009 Payments Fraud and Control Survey, p. 11.
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• A system error during the period 
such as an incorrect file version being 
used or a double posting occurring 
during the period.

Why Reconciling to the General 
Ledger Helps

As part of the period-end process, an 
accountant should also reconcile the total 
open vouchers from the open voucher 
report to the general ledger accounts 
payable liability account. Essentially 
this balances the subsidiary ledger (the 
accounts payable master file) to the 
corresponding general ledger account(s). 
Completing the procedure helps ensure 
that the interface to the general ledger is 
working properly. Also, it ensures that 
the journal entries shown in the general 
ledger distribution have been properly 
posted to general ledger accounts.

An out-of-balance condition usually 
occurs only because of special 
circumstances and warrants intervention 
by information resources personnel. A 
flaw in the system’s logic for updating 
these account balances can cause this 
condition. Alternatively, someone who 
has compromised the built-in system 
controls that coordinate and limit access 
to these two files can also cause such an 
out-of-balance condition.

Conclusion

In closing, most of payment fraud occurs 
because someone was not paying attention, 
and the opportunity was just too good for 
the fraudster to pass by. Remember the 
four big myths of employee fraud:

• Fraud could never happen here.

• Our employees would never steal 
from the company.

• We have good segregation of duties, 
except for a few long-time, trusted 
employees who would never steal 
from the company.

• Our internal controls are reviewed 
every year by our external auditors. NP

Chris Doxey, CAPP, CCSA, CICA is the 
Vice President of Business Development for 
Business Strategy, Inc., located in Grand 
Rapids, Michigan. BSI is a supplier of com-
plete solutions to fully automate back office 

processes, Accounts Payable, Accounts 
Receivable, Contract Compliance, Human 
Resources, and Legal Services. You may 
reach Chris at cdoxey@businessstrategy.com 
or by phone at 540.882.3247.

Five Fraud Prevention Controls

Control Automated Clearing House

ACH Block

This service automatically returns all ACH debits and/or credits 
that are directed to a particular bank account. No client interven-
tion is required once the service is established with your financial 
institution. By completing an ACH Debit Block Agreement, you 
direct your bank to permit NO ACH transactions to your busi-
ness account(s) or you provide a list of the company identification 
numbers that are permitted to complete ACH transactions, thereby 
blocking all others

The ACH debit blocks and filters are less taxing. In an ACH debit 
block, the business tells their bank to stop all ACH debits that come 
into their accounts from the ACH network

ACH D Filter

With an ACH filter, a company chooses the trading partners to ac-
cept ACH debits from and provides that list to the bank.
With an ACH, the bank automatically returns all ACH items for 
designated accounts, except those that are pre-authorized.

Authorized ACH originators are identified by providing the bank 
with specific identifier information, such as the originating com-
pany ID, or individual ID number. Some banks offer the flexibility 
of allowing customers to further fine-tune their payment criteria 
based on maximum dollar amounts, exact dollar amounts, and 
maximum number of occurrences.

Post No Checks Block Blocks checks from a depository account or an account used for 
electronic debits only.

ACH Transaction  
Review

Use this fraud mitigation service to review and confirm ACH 
debit and credit transactions that post to your account on a case-
by-case basis.

Use ACH Transaction review as a complement to the ACH Debit 
Blocking service to review ACH transactions not blocked via that 
service. Simply determine if the transaction in question is autho-
rized and return any transactions that are not. Filter transactions 
that you wish to review by any combination of: 

• Debits and credits
• Company IDs
• Dollar amount/range
• Transaction types

Universal Payment  
Identification Code 
(UPIC)

An even more sophisticated tool is the Universal Payment Identifi-
cation Code. A UPIC is a pseudo routing and account number that 
allows a company to receive ACH payments without divulging their 
actual bank account numbers and other information to payees. 

A UPIC cannot be used to electronically debit an account or create 
a check. About 1,000 users of the ACH network employ this option, 
and currently only 20 banks offer this capability.

Imagination is more important than knowledge.
~Albert Einstein


