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Introduction
How many of us have had our annual 
Internal Audit Plan approved by the 
Audit Committee and only a couple of 
months later, were requested to spearhead 
an enterprise risk assessment project? 
Let’s complicate the situation by saying 
an enterprise risk assessment is uncharted 
territory and there is no budget to hire the 
expertise of an outside company.
This is exactly what happened at Central 
DuPage Hospital (CDH) located in 
Winfi eld, Illinois. CDH is a 361 licensed 
bed acute care facility and the second 
largest surgical center in Illinois. The 
organization also includes physician 
practices, home health, hospice, and 
skilled nursing facilities. The organization 
has experienced a number of risk-
impacting changes during the last fi ve 
years such as building and opening 
a Women and Children’s Center and 
an Ambulatory Services Pavilion. 
There has been a change in executive 
leadership, a proposed Bed Tower and, 
fortunately, continued volume growth. 
Associated with this risk have been a 
changing payer mix, increasing supply 
and pharmaceutical expenses, plus a 

renewed focus on assessing patient and 
employee satisfaction that lead to the 
following questions: Do we really know 
our risk appetite? As an organization are 
we prepared to address the changing 
risk environment with the necessary 
countermeasures that are called for? 

When the annual Audit Plan is developed, 
most audit departments now complete 
some form of risk assessment. In creating 
an annual Audit Plan, Chief Audit 
Executives (CAEs) evaluate risks from 
a controls perspective and resources 
available; they also tend to focus 
their attention primarily on the larger 
departments, functions, and entities. An 
enterprise risk assessment is different 
because it reviews the entire organization 
regardless of the size of the department 

or entity asset. When we were asked to 
take the lead in performing an enterprise 
risk assessment we had to abandon the 
audit/controls approach which we were 
accustomed to in favor of a much broader 
assessment that helped the organization 
address questions resulting from 
identifi ed risks. This article discusses the 
steps we took to meet our enterprise risk 
assessment project challenge.

First Steps
Read, read, and read. There is much 
published information available in books 
and various brochures. We talked with 
our public accounting fi rm about risk 
assessment and asked for their enterprise 
risk management (ERM) publications. 
After all the reading and talking, the 
diffi cult part was to determine what is 
relevant to a not-for-profi t healthcare 
provider that is limited to completing an 
ERM with internal resources, and what 
is otherwise relevant for a large for-profi t 
organization with shareholders. We found 
basically that the fundamental ERM 
structure is the same, but how to go about 
an assessment is different. 

After we completed our research we 
settled on a fi ve-step process. Others may 
choose different processes that provide 
a better fi t for their organization and 
resource availability. We, however, were 
very satisfi ed with our outcome using this 
process.

Step 1

Prepare a Questionnaire and 
Distribute it to each Member of 
Executive Leadership
Design of a questionnaire that properly 
gets to risk is paramount to the success 
of this entire endeavor. A well-designed 
questionnaire should provide solid 
results. As a fi rst step, we decided on 
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Executive Summary
Enterprise risk management (ERM) differs from annual audit planning. ERM 
considers the entire risk to the business enterprise regardless of the size of any 
department or entity. Additionally, an optimum approach to ERM involves seeking 
the opinions of the entire Executive Leadership group on the known and envisioned 
risks faced by the organization. This information is collected by a combination of 
questionnaire and individual interviews with the respondents. The questionnaire 
is structured and scored to identify risk categories and quantifi cation of risk based 
on answers. Respondent’s answers are then ‘rolled-up’ to present graphically 
an overall profi le of risk within a written report. The ERM process should be 
designed to answer obvious questions emanating from the process outcome and to 
establish a reasonable plan for reducing risk identifi ed to the minimum levels. Done 
successfully, ERM will lead the organization to greater awareness, affi rmative action 
plans, and Board of Director comfort that management is appropriately minding the 
business. 
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Risk Category Types of Risks

Questions

Severity of Earn-
ings at Risk?  

(circle one)

Likelihood of an 
Adverse Outcome?  

(circle one)

Strength of Proce-
dures or Processes 

in place to Miti-
gate Risk? 
(circle one)

Changing Prob-
ability over Time?  

(circle one)

Strategic or Busi-
ness

Too slow to make 
decisions?

Less than $100,000
$100,000 up to 
$500,000
$500,000 up to $1 
million
$1 million up to $3 
million
$3 million up to $5 
million
Over $5 million

0% - 10%
11% - 25%
26% - 50%
51% - 75%
76% - 100%

Extensive
Significant
Moderate
Minimal
No Basis

Increasing over 
next 2 years
Increasing over 
next 5 years
Constant
Decreasing over 
next 2 years
Decreasing over 
next 5 years
No Basis

Operational or 
Clinical

Skills shortage? Less than $100,000
$100,000 up to 
$500,000
$500,000 up to $1 
million
$1 million up to $3 
million
$3 million up to $5 
million
Over $5 million

0% - 10%
11% - 25%
26% - 50%
51% - 75%
76% - 100%

Extensive
Significant
Moderate
Minimal
No Basis

Increasing over 
next 2 years
Increasing over 
next 5 years
Constant
Decreasing over 
next 2 years
Decreasing over 
next 5 years
No Basis

Financial Declining Margins? Less than $100,000
$100,000 up to 
$500,000
$500,000 up to $1 
million
$1 million up to $3 
million
$3 million up to $5 
million
Over $5 million

0% - 10%
11% - 25%
26% - 50%
51% - 75%
76% - 100%

Extensive
Significant
Moderate
Minimal
No Basis

Increasing over 
next 2 years
Increasing over 
next 5 years
Constant
Decreasing over 
next 2 years
Decreasing over 
next 5 years
No Basis

Information Failure of a tech-
nology related 
project?

Less than $100,000
$100,000 up to 
$500,000
$500,000 up to $1 
million
$1 million up to $3 
million
$3 million up to $5 
million
Over $5 million

0% - 10%
11% - 25%
26% - 50%
51% - 75%
76% - 100%

Extensive
Significant
Moderate
Minimal
No Basis

Increasing over 
next 2 years
Increasing over 
next 5 years
Constant
Decreasing over 
next 2 years
Decreasing over 
next 5 years
No Basis

Compliance, Regu-
latory, Legal

Allegation of 
fraudulent 
practice(s)?

Less than $100,000
$100,000 up to 
$500,000
$500,000 up to $1 
million
$1 million up to $3 
million
$3 million up to $5 
million
Over $5 million

0% - 10%
11% - 25%
26% - 50%
51% - 75%
76% - 100%

Extensive
Significant
Moderate
Minimal
No Basis

Increasing over 
next 2 years
Increasing over 
next 5 years
Constant
Decreasing over 
next 2 years
Decreasing over 
next 5 years
No Basis

Table 1
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five risk categories to collect information 
about and which we thought were 
reasonable groupings:

Strategic and Business Risks

Operational and Clinical Risks

Financial Risks

Information Technology Risks

Compliance, Regulatory, and Legal 
Risks

Organization leaders’ attentions are 
pulled in many different directions and 
their time is limited so the old information 
systems adage of ‘garbage in, garbage 
out’ is an important one to keep in mind. 
Therefore, the questionnaire we designed 
was intended to make it as easy as 
possible for the executive to understand 
our intent and to complete. Within each 
of the risk categories above we felt it was 
most important to obtain the executive 
leaders’ views and perceptions on the 
following as part of our risk questions:

Severity of Earnings at Risk

Likelihood of an Adverse Outcome

Strength of Procedures and Processes 
in Place to Mitigate the Risk(s)

Changing Probability Over Time

When we had decided on the five risk 
categories for our organizational entities 
and the four risk issues we wanted 
to collect information on we carefully 
developed our questionnaire. This 
resulted in 39 questions. We developed 
a matrix tool (Table 1) to easily organize 
and gather executive leadership’s 
responses. We then distributed the 
questionnaire to executive leadership.

Step 2

Obtain Completed Questionnaires 
and Meet with Each Executive
After the questionnaires were distributed, 
we scheduled a meeting with each 

1.

2.

3.

4.

5.

1.

2.

3.

4.

executive; this is important for three 
reasons: (1) to encourage the executive 
to complete the questionnaire by the 
target completion date, (2) to review the 
results of the completed questionnaire 
with the executive, and (3) to review the 
questionnaire with the executive in an effort 
to obtain additional insight about risk. 

We found our executives struggled with 
identifying the likelihood of an adverse 
outcome and the probability of change 
over time. Another challenge executives 
faced related to their primary skill set. 
As you might expect, the chief financial 
officer understood the concept of risk and 
was an advocate for the project. However, 
the clinical executives on the whole 
required more explanation time. We found 
it helpful to walk through several of the 
questions with them until they and we felt 
they understood the frame of reference. 
We also had to reassure some executives 
that if they were not comfortable 
answering a question it was appropriate 
to select ‘no basis’ as an appropriate 
answer choice. Our preference, however, 
was to not skew the survey final results 
with unsupported answers. 

A real benefit of these discussions was 
to focus executives on what they are 
doing as an organization to mitigate the 
identified risk. Using declining margins as 
an example of this, let’s say an executive 
rated severity of earnings at $1 million 
to $3 million, and the likelihood of an 
adverse outcome at 51-75%. Given this 
risk perspective, a conversation around 
the planned or in-process tactical and 
strategic initiatives to reduce the severity 
of earnings or reduce the probability of 
an adverse outcome, should occur. We 
found these conversations were important 
and are information the Audit Committee 
wants to know. So obtaining this type 
information during the meetings saves 
time and makes for a more complete risk 
assessment product. 

Step 3

Tabulate the Results
Using a weighted average approach 
we tabulated each answer and a total 
weighed-average severity of earnings 
at risk, and likelihood of an adverse 
outcome was derived. Using the five risk 
categories and types of risk from Table 
I, an example of the weighted averages 
appear below (Table 2).

Step 4 

Graph the Results
When we completed tabulating the 
answers we graphed the results using 
a risk quadrant which displayed the 
Severity of Earnings along the ‘x’ axis 
and Probability of an Adverse Outcome 
along the ‘y’ axis. This provides a 
graphical representation of risk areas 
that appear in either a high or low risk 
quadrant. An example of a risk quadrant, 
using the information from Table 3 is 
below. 

Risks in the upper right quadrant reflect 
a higher probability of an adverse 
outcome along with higher severity of 
earnings. This risk quadrant focuses 
attention on the risk category—Finance, 
and the risk type—declining margins. 
During our organization’s risk 
assessment exercise, seven types of risk 
concerns appeared in the upper right 
hand quadrant. These seven types of 
risk concerns were categorized into three 
areas:

Financial—such as declining margins, 
inability to reduce costs, change in 
payer mix. 

Competition—such as encroaching 
competition and physicians doing 
more in their office.

Regulatory—scrutiny of not-for-
profit status, Internal Revenue 
Service, etc. 

Step 5
Final Step
The final step in our enterprise risk 
assessment project was to determine 
what the organization was doing, or 
should be doing, to mitigate risk for each 
risk type that appeared in the upper 
right quadrant. This process required a 
team discussion with the entire executive 
leadership staff; as one executive might 
have an idea on risk mitigation, but the 
other executives are not in agreement. 
The importance of the processes to 
reduce risk for each risk area/issue in 

•

•

•

Risk Category Types of Risks
Weighted Average 

Severity of  
Earnings at Risk

Weighted Average 
Likelihood of an 

Adverse Outcome

Strategic or Business Too slow to make  
decisions

$2.1 million 26%

Operational or Clinical Skills shortage $1.3 million 32%

Financial Declining Margins $3.8 million 55%

Information Failure of a technology 
related project

$1.4 million 24%

Compliance,  
Regulatory, Legal

Allegation of fraudulent 
practice(s)

$419,000 13%

Table 2
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the upper right hand quadrant cannot be 
understated. 
During our presentation to the Audit 
Committee, we discussed the results of 
some of the 39 questions and specifically 
focused on the seven high risk areas which 
were discussed at length. As part of that 

discussion executive leadership presented 
the tactical plan to address these higher 
risk areas. The Audit Committee was 
more comfortable with the risk when they 
understood that management awareness 
was acute and plans were developed to 
maintain each risk at minimal levels. 

Conclusion
Preparing and presenting annual 
Audit Plans are something most chief 
audit executives (CAE) are relatively 
comfortable with, as well as the process 
they used to develop the plan. Engaging 
in ERM takes most CAEs out of that 
comfort zone. They need to realize that 
although the concept of assessment is the 
same, the underlying principles change. 
They must be cognizant of the difference 
between internal and external risk to 
the organization as a whole is different 
from control failure (or control absence) 
risk. Primary consideration is risk to 
the business enterprise rather than the 
narrower system and transaction risk. 
Careful planning to develop a process 
customized to your own organization is 
possible. Done successfully ERM will lead 
the organization to greater awareness, 
affirmative action plans, and Board of 
Directors comfort that management is 
appropriately minding the business. NP

Justine Dover is the Director of Internal Audit 
and Compliance/Privacy Officer at Central 
DuPage Health. She has over 18 years of 
healthcare internal auditing experience with 
two healthcare providers in the Chicago area. 
She may be reached at Justine_Dover@cdh.org.

Table 3

The best way to succeed in life is to act on the advice we give to others.
~Unknown


