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Feature

Healthcare Internal Auditors Prioritize  
Where They Need to Improve

Reviewing Results from the 2011 Internal Audit Capabilities and Needs Survey

By Bob Hirth and Susan Haseley

On the heels of a historic recession 
and sweeping regulatory change, 

U.S. healthcare providers are seeking 
new ways to create strategic advantage 
while addressing an unprecedented set 
of challenges. A strong internal audit 
function, one that vigilantly maintains 
a state of effective internal control, has 
emerged as a crucial determinant of 
success in the industry’s new era of 
intense regulatory and risk management 
activity. 

According to a new internal auditing 
study, the strongest internal audit 
functions within healthcare providers 
recognize the need to:

1. Deploy expertise and technology 
to address a growing volume of 
prevention, detection, compliance 
and process-improvement needs 
related to the multi-faceted Patient 
Protection and Affordable Care 
Act (PPACA); the implementation 
of International Classifications of 
Diseases, Tenth Revision (ICD-
10); data privacy and information 
security risks; recovery audit 
contractor (RAC) demands; and other 
regulatory and financial pressures

2. Help their organizations advance 
risk management programs while 
defining internal audit’s role within 
these programs

3. Hone the personal skills and 
capabilities, such as the development 
of more effective audit committee 
relationships, necessary to thrive 
amid all of these challenges

These insights come from an analysis of 
responses from 60 healthcare internal 
audit executives and professionals who 
participated in Protiviti’s 2011 Internal 
Audit Capabilities and Needs Survey. 
This annual study assesses internal 
auditors’ skills and knowledge, along 
with the competencies most in need of 
improvement (see About the Survey). 

In addition to the standard list of skills 
presented to all survey participants, 
internal auditors from the healthcare 
providers also ranked their skill levels 
and need for improvement from a 

separate list of 72 healthcare-specific 
competencies. 

When examining healthcare-specific 
improvement priorities as well as 
comparisons between the responses of 
healthcare internal auditors and the 
overall survey population (more than 
600 executives and professionals) in 
four other competency areas, a picture 
emerges showing how healthcare 
internal audit functions intend to 
prioritize their activities in the coming 
months to strengthen their contribution 
to their organizations amid historic 
change. 

A look at the overall results: 
emerging risks are top-of-mind

Risk management is consuming more 
time of boards and executive management 
as global markets continue their wobbly 
recovery following several years of 
economic instability and increased 
regulatory oversight. 

With risk management a top priority 
for board members and executives, 
internal auditors indicated that it is vital 
to improve in this area, particularly in 
the identification of potential future, or 
“emerging,” risks as well as risks tied 
to business strategy. They also cited 
“evaluating and changing risk appetite 
levels” as a highly important area in 
which to improve.

The overall survey results indicate 
that International Financial Reporting 
Standards (IFRS), fraud prevention 
and detection, technology-enabled 
auditing and soft personal skills such 
as “dealing with confrontation” and 
“public speaking” qualify as key points of 
emphasis. 

Executive Summary

Emerging risks, ICD-10 compliance, numerous other regulatory demands, and the 
ongoing process of balancing strategic contributions and tactical work represent 
the top areas in need of improvement among internal auditors in the healthcare 
industry. These and dozens of other priorities for improvement represent insights 
culled from Protiviti’s 2011 Internal Audit Capabilities and Needs Survey. This article 
first presents key findings from this study and then focuses on results from the 
survey’s U.S. healthcare industry respondents. 

They also cited 
“evaluating 

and changing risk 
appetite levels” as 
a highly important 
area in which to 
improve.
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Overall, the survey results suggest that 
internal auditors are seeking to:

1. Play a leadership role by helping 
their organization evolve its risk 
management program

2. Support the C-suite and board agenda 
by working with board members and 
executive management to focus on 
strategic risks, strategic assumptions 
and risk appetite

3. Be prepared for continuous change by 
supporting IFRS convergence efforts, 
Dodd-Frank Wall Street Reform and 
Consumer Protection Act compliance, 
and other new laws, regulations and 
standards

4. Use technology effectively to 
improve coverage, reduce costs, 
increase frequency and enhance 
effectiveness

5. Strengthen talent management 
by attracting, developing and 

transferring out the best internal 
auditors possible

6. Adding value in accordance with The 
Institute of Internal Auditors’ (IIA) 
International Professional Practices 
Framework.

Decoding internal auditing priorities 
in the healthcare industry

Perhaps more than any other U.S. 
industry, healthcare operates within a 
highly unique—as well as voluminous 
and complex—regulatory compliance 
environment. Besides sorting through 
and understanding the PPACA, the most 
comprehensive healthcare legislation in 
decades, hospitals and physicians face a 
monumental shift in daily operations due 
to the implementation of ICD-10. This 
new disease classification system, the 
compliance deadline for which is October 
13, 2013, contains an estimated 68,000 
diagnosis codes and 87,000 procedure 

codes; by comparison, its soon-to-be 
predecessor, ICD-9, has 14,000 diagnosis 
codes and 3,000 procedure codes.

A failed ICD-10 adoption approach could 
result in higher denials and ensuing lower 
reimbursement, ballooning accounts 
receivable (A/R), increased regulatory 
scrutiny and diminished financial results. 

As healthcare providers contend with ICD-
10 compliance, they also face Dodd-Frank 
compliance requirements, the need to chart 
strategy in a post-PPACA world, growing 
competition (among hospital systems) 
for physician groups, electronic health 
records (EHR) implementations, decisions 
regarding health information exchanges 
(HIEs), sudden RAC audits, and a market 
still reeling from a recession that squeezed 
revenue, caused bankruptcies and continues 
to stimulate consolidation activity.

Internal audit functions are responding 
to these pressures by refocusing their 
priorities. Specifically, survey respondents 
identified coding, the Deficit Reduction 
Act and the Medicare Modernization Act 
(MMA) as their top “need to improve” 
technical competencies in the healthcare 
field. Other top areas of improvement 
that survey respondents noted include 
clinical documentation, e-discovery, 
utilization review and reimbursement 
methodologies, among others. 

These priorities indicate that internal 
auditors in the healthcare industry, like their 
overall organizations, are working to strike a 
balance between a wide range of compliance 
requirements and economic pressures. 

The MMA was enacted in 2003, and 
Medicare Part D has been in effect since 
2006. However, the MMA includes many 
multifaceted requirements, including 
multiple payment and reimbursement 
options that make it a major challenge 
for internal auditors to comprehend and 
audit effectively – even as Dodd-Frank, 
PPACA and ICD-10 pose new compliance 
demands. 

The high importance respondents placed 
on improving technical competency in 
coding reflects the impact of ICD-10 
implementation and compliance.

Comparing internal audit priorities—
healthcare versus other industries

Along with a list of industry-specific 
skills and knowledge areas, healthcare 
internal auditors also completed a 
general Capabilities and Needs Survey. A 
comparison of their responses to that of 
the overall group of participants reveals a 
number of notable differences.

About the Survey
Protiviti’s annual Internal Audit Capabilities and Needs Survey assesses the current 
skill levels of internal audit executives and professionals, along with areas for 
improvement. Participants in the 2011 survey, including more than 600 chief audit 
executives, internal audit directors, managers and staff, answered more than 100 
questions in four categories: General Technical Knowledge, Risk Management and 
Governance Process Knowledge, Audit Process Knowledge, and Personal Skills 
and Capabilities.

In each category, respondents were asked to assess, on a scale of one to five, their 
competency in the different skills and areas of knowledge, with one being the 
lowest level of competency and five being the highest. They were then asked to 
indicate whether they believed they possess an adequate level of competency or 
if there is need for improvement, taking into account the circumstances of their 
organization and the nature of its industry.

Survey respondents include chief audit executives along with internal audit 
directors, managers and staff from publicly traded, private, government, 
educational and nonprofit organizations.

The 2011 Internal Audit Capabilities and Needs Survey report is available at www.
protiviti.com. 

Table 1: Healthcare Technical Knowledge

“Need to Improve” 
Rank

Healthcare Technical Knowledge
Competency  
(5-pt. scale)

1
(tie)

Coding (CPT, ICD-9) 2.7

Deficit Reduction Act 2.7

Medicare Modernization Act 2.7

4

Pay for Performance Quality Standards (e.g. 
Center for Medicare & Medicaid Services 
(CMS) Core Measures and Hospital Consumer 
Assessment of Healthcare Providers and Sys-
tems (HCAHPS)) 

3.1

5 Reimbursement Methodologies (e.g., Medi-
care, Medicaid, etc.) 

3.4
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Following is a summary of these industry-
specific findings, along with a look at 
some of the broader healthcare trends 
they represent.

General technical knowledge

The General Technical Knowledge 
category covers the broad range of 
regulations, guidelines and standards 
that internal auditors must know to 
perform their jobs. The overall response 
and responses from healthcare industry 
respondents in this category were similar. 

“GTAG 13: Fraud Prevention and 
Detection in an Automated World” stands 
out as the top “Need to Improve” area, 
according to all respondents, including 
those in healthcare. Fraud has long 
qualified as a major issue and continues 
to represent a concern due to the 
increasingly sophisticated technologies 
that companies use on a daily basis and 
that fraudsters use to steal, create havoc 
or both. It is incumbent upon internal 
auditors to understand all the ways 
fraud can occur and to understand how 

to leverage the necessary technologies to 
combat it.

Healthcare survey responses diverged 
from overall responses in two areas. First, 
healthcare respondents ranked “GTAG 5: 
Managing and Auditing Privacy Risks” 
higher as an area for improvement. Not 
surprising, given the industry’s unique 
privacy regulatory requirements, namely 
those in the Health Insurance Portability 
and Accountability Act (HIPPA). 

Second, healthcare respondents, unlike 
respondents from other industries, do not 
view International Financial Reporting 
Standards (IFRS) as a top improvement 
priority. This difference is less easily 
explained, although given the volume 
of industry-specific regulatory change 
bearing down on healthcare providers, it 
is possible that IFRS compliance simply 
falls lower on a lengthy regulatory 
compliance priority list. This may not be 
the case for long. 

The U.S. Securities and Exchange 
Commission (SEC) recently released 
a preliminary IFRS work plan, and is 

expected to identify an implementation 
timeline sometime this year.1 Additionally, 
the convergence of U.S. Generally 
Accepted Accounting Principles (GAAP) 
and IFRS continue on an aggressive 
schedule, with a number of significant 
changes expected in the next 12 to 18 
months. 

Risk management and governance 
process knowledge

In this category, which includes nearly 
30 different governance, compliance and 
risk-management process knowledge 
areas, the improvement priorities 
identified by healthcare respondents and 
participants from other industries are 
quite similar. Healthcare respondents 
cited enterprise risk management (ERM) 
infrastructure as a higher improvement 
priority, which suggests that the 
healthcare industry as a whole may be 

1 www.sec.gov/spotlight/
globalaccountingstandards/ifrs-work-plan-
paper-052611.pdf

Table 2: General Technical Knowledge

Healthcare Respondents Overall Results

“Need to Improve” 
Rank

General Technical  
Knowledge

Competency 
(5-pt. scale)

“Need to Improve” 
Rank

General Technical  
Knowledge

Competency  
(5-pt. scale)

1
GTAG 13: Fraud Prevention 
and Detection in an Auto-
mated World

2.9

1  
(tie)

International Financial Re-
porting Standards (IFRS) 

2.7

2  
(tie)

GTAG 5: Managing and 
Auditing Privacy Risks

2.9 GTAG 13: Fraud Prevention 
and Detection in an Auto-
mated World

2.9

GTAG 15: Information Secu-
rity Governance 

2.8 3 ISO 31000 (risk manage-
ment) 

2.2

4 
(tie)

Dodd-Frank Act – Penalties 
in Administrative Proceed-
ings (§ 929P)

2.3
4

Dodd-Frank Act – Penalties 
in Administrative Proceed-
ings (§ 929P)

2.4

Dodd-Frank Act – Say-on-
Pay (§ 951) 

2.1 5 Six Sigma 2.4

Dodd-Frank Act – Compen-
sation Committee and Ad-
viser Independence (§ 952)

2.4

Dodd-Frank Act – Additional 
Executive Compensation 
Disclosures (§ 953) 

2.5

Dodd-Frank Act – Disclosure 
of Board Leadership (§ 972) 

2.4

GTAG 3: Continuous Audit-
ing

3.0

GTAG 6: Managing and Au-
diting IT Vulnerabilities

2.8

GTAG 14: Auditing User-
Developed Applications

2.8
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slightly behind other industries, such 
as financial services and energy, in their 
ERM progress.

ERM and the governance process continue 
to represent evolving areas, ones in which 
internal audit plays an increasingly 
integral role, albeit to different degrees in 
different organizations depending upon 
the specific needs of the organization, 
available internal audit capabilities, 
and the maturity of ERM programs and 
processes. 

It is noteworthy that “Emerging Risks” 
rank as a top “Need to Improve” 
competency. Emerging risks include risks 
that have yet to materialize because of 
new regulations, changes in the business 
model, changes in industry dynamics, 
and industry competition, among many 
other factors. 

Understanding emerging risks and 
addressing and managing them 
proactively has become a top priority 

for internal auditors, their boards and 
management, particularly in the wake 
of the global economic turmoil, several 
natural disasters, and recent geopolitical 
upheaval in the Middle East. 

Audit process knowledge

In this category, which covers the 
broad array of duties that internal 
audit functions perform, “Continuous 
Auditing” and “Computer Assisted 
Auditing Tools (CAATs)” continue to rank 
as the top areas in need of improvement, 
among respondents from all industries, 
as well as healthcare respondents. 
All respondents, including healthcare 
respondents, also identified “Data 
Analysis Tools” and “Auditing IT” (both 
program development and security) as 
relatively high improvement priorities. 

Businesses are becoming increasingly 
aware of the value of integrating 
continuous auditing and monitoring into 
their risk management, governance and 

internal control activities. They recognize 
that these internal auditing activities 
can help them ensure key controls and 
processes are operating as intended, 
proactively identify existing and 
emerging risks, and detect opportunities. 

As a result of this new awareness, 
continuous auditing and monitoring 
has grown exponentially in recent years. 
Internal audit functions should continue 
to make technology an integral part of 
their strategies and daily activities.

Additionally, according to the results, 
healthcare internal auditors view quality 
assurance and improvement programs, as 
called for under IIA standards 1311 and 
1312, as higher improvement priorities 
than general survey respondents. 

Personal skills and capabilities

This category of the survey covers the 
many interpersonal, or “soft,” skills that 
are just as important for internal auditors, 

Table 3: Risk Management and Governance Process Knowledge

Healthcare Respondents Overall Results

“Need to Im-
prove” Rank

Risk Management and Gover-
nance Process Knowledge

Competency  
(5-pt. scale)

“Need to Im-
prove” Rank

Risk Management and Gover-
nance Process Knowledge

Competency  
(5-pt. scale)

1 
(tie)

Board Review and Evaluation of 
Significant Risk Appetite Levels

3.0 1 Emerging Risks 3.2

ERM Infrastructure 3.1 2 Evaluating and Changing Risk 
Appetite Levels

3.0

3 
(tie)

Emerging Risks 3.2 3 Setting Risk Appetite 3.0

Strategic Risk 3.3 4 Defining Risk Appetite 3.2

5 
(tie)

Setting Risk Appetite 3.0 5 Strategic Risk 3.3

Evaluating and Changing Risk 
Appetite Levels

3.0

Table 4: Risk Management and Governance Process Knowledge

Healthcare Respondents Overall Results

“Need to Im-
prove” Rank

Audit Process Knowledge
Competency  
(5-pt. scale)

“Need to Im-
prove” Rank

Audit Process Knowledge
Competency  
(5-pt. scale)

1 Continuous Auditing 3.5 1 Continuous Auditing 3.5

2

Quality Assurance and Improve-
ment Program (IIA Standard 1300) 
Ongoing Reviews (IIA Standards 
1311)

3.3

2

Computer Assisted Audit Tools 
(CAATs) 

3.3

3 
(tie)

Auditing IT: Program Develop-
ment 

3.0
3

Data Analysis Tools: Statistical 
Analysis 

3.4

Use of Self-Assessment Techniques 3.5 4 Data Analysis Tools: Data  
Manipulation 

3.4

Quality Assurance and Improve-
ment Program (IIA Standard 1300) 
External Assessment (IIA Stan-
dards 1312)

3.1

5

Auditing IT: Program Develop-
ment 

3.2
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if not more so, than other technical 
competencies. 

The priorities identified by respondents 
are fairly consistent across industries. 
Compared to other industry respondents, 
healthcare respondents placed slightly 
greater emphasis on improving their 
performance in “High-Pressure Meetings” 
and on “Developing Relationships with 
the Audit Committee” and other board 
committees. Among all respondents, 
these board-relationships skills ranked as 
top-10, rather than top-five, improvement 
priorities. 

These findings suggest that the core 
personal skills and capabilities that 
internal auditors need to perform their 
jobs well remain steady. Further, despite 
the growing prevalence of technology 
in internal auditing, the profession 
remains about people. The quality and 
skills of the individuals who comprise 
an internal audit function will drive its 
quality and performance more than any 
other factor. 

For this reason, internal auditors within 
the healthcare profession should focus 
on interpersonal, communications, and 
leadership skills as much as they invest in 
learning about new laws and regulations, 
new auditing technologies, and new risk 
management processes. 

By doing so, internal auditors can help 
strengthen their function, rebalance 

strategic and tactical priorities and, 
in the process, help drive their 
organization’s success amid a historic set 
of challenges.

Ahead of the curve

Healthcare organizations clearly face a 
wide range of challenges in the coming 

years, from complying with demanding 
regulatory requirements such as ICD-10 
and PPACA to undertaking IT initiatives 
to automate more functions and processes 
and implement EHR systems. It will be 
incumbent upon internal auditors with 
these companies to enhance their skills 
and capabilities to serve the needs of 
their organizations in the most effective 
manner possible. NP
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