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H
ealthcare fraud includes health insurance 
fraud, drug fraud and medical fraud (including 
unnecessary surgery). Health insurance fraud 
occurs when a company or an individual 

defrauds an insurer or government healthcare program such 
as Medicare or Medicaid.

Patients, providers, payers, employers, vendors and even 
organized crime may be involved in healthcare fraud. The 
way fraud is committed varies, and fraud perpetrators are 
always seeking new ways to beat the system and circumvent 
the law for personal benefit.

Estimates of the cost of healthcare fraud in the U.S. begin at 
$75 billion a year.1 Fraud in 2017 included “the largest fraud 
takedown in history” by the HHS OIG, state and federal law 
enforcement. Over 400 defendants were charged in schemes 
involving $1.3 billion in false billings to government payers 
including Medicare and Medicaid.2

Cancer and fraud
Given this backdrop, U.S. healthcare can be described as 
fundamentally compromised, despite all manner of checks, 
balances and antifraud internal controls. Figuratively, the 
healthcare system might be characterized as being immune-
compromised by the cancer of fraud.

Beyond the metaphor, cancer occurs when cells in our body 
grow in an uncontrolled way. Tumors come in two types, 

1 www.nhcaa.org/media/127538/nhcaa_ushealthcaresystem_2017.pdf

2 https://oig.hhs.gov/newsroom/media-materials/2017/2017-takedown.asp

good (benign) or bad (malignant). A benign tumor is usually 
localized and stays in the originating growth area and is 
most often quite harmless. However, a malignant tumor 
advances in a process called metastasis.

Metastatic tumors may spread to areas near the primary site 
(regional metastasis), or to parts of the body that are farther 
away (distant metastasis). Even infection-fighting healthy 
cells may start getting crowded out, leaving a patient’s 
immune system weaker.

Perpetrators profiled
Individual healthcare fraud perpetrators may be described 
as being benign bad apples, or the more worrisome 
malignant bad apples.3

The accidental, benign bad apples may simply refer to 
situational or accidental fraudsters, who may chance upon 
a hole in the system of internal controls and then seek to 
exploit that weakness to their personal advantage. For 
example, a personal expense gets accidentally put on the 
corporate credit card, but then nobody catches it, or the 
employee or executive feigns “strategic ignorance” even if 
called on to explain. One could categorize such instances as 
otherwise good people doing bad things.

The case of the predatory, malignant bad apples is an 
entirely different one. Here, the fraud perpetrators engage 
in purposeful and deliberate schemes to defraud the 
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“Imagination is more important than knowledge.” –Albert Einstein
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organization or the system by actively finding weak spots 
for exploitation. Their behavior is by no means accidental 
and their methods are calculated and probably illegal and 
criminal (e.g., beating the Medicare or Medicaid system).

Extending the analogy, while benign tumors can turn 
malignant, a malignant tumor would almost never, absent 
external intervention, turn benign. Interestingly, a benign 
bad apple who likes the results of an accidental windfall gain 
may actively seek to repeat the “accidents,” such that they 
can no longer be described as accidents.

Over time, the benign bad actor becomes transformed into 
a malignant bad apple. In sociology, this process is akin to 
recidivism or engaging in repeat offenses, and is even given 
a label: normalization of deviance.

But what about a predatory, malignant bad apple? To 
expect such individuals to reform and become a benign bad 
apple is naïve. And just as cancer cells are known to have 
neighboring healthy tissue aid and abet the disease’s growth 
and spread,4 predatory, malignant bad apples are known to 
actively recruit others to do their bidding. Fraud is often a 
team sport involving executives being coerced to join the 
dark side.5

Fraud is often a team sport 
involving executives being 
coerced to join the dark side.

Although cancerous cells do not have the ability to scheme 
and calculate their way to metastasis, those damaged 
cells with mutations that can best skirt the host immune 
system and siphon off nutrients do thrive. Predators who 
exploit weaknesses in internal controls and misappropriate 
resources from the healthcare sector (unless caught) are 
guilty of a similar siphoning.

4 www.sciencedaily.com/releases/2016/04/160414144213.htm

5 https://digitalcommons.kennesaw.edu/cgi/viewcontent.cgi?article=3752&co
ntext=facpubs

Compromised controls
These bad actors prosper at the expense of the larger 
system. The cancer of fraud clearly makes governance and 
internal control systems operate ineffectively in “immune-
compromised” settings. Remarkable as the analogy 
seems, it offers a new and useful way to think about fraud 
perpetrators.

The emerging field of behavioral forensics gives insights 
into how and why people commit fraud. The well-known 
Cressey fraud triangle,6 with the three sides of pressure, 
rationalization and opportunity, does a reasonable job of 
describing the benign bad apple. But the fraud triangle does 
not consider abnormal or deviant personalities, who have 
little or no conscience.

Antifraud internal controls 
cannot be people-neutral. 
Personalities and motivations 
must be considered.

For the latter, perceived pressure and the need to rationalize 
don’t matter. Instead, for the dark triad personalities, 
consisting of narcissists, psychopaths, and Machiavellians, 
the three sides of the fraud triangle collapse into one—
opportunity. Such predatory personalities are better 
characterized as malignant bad apples.

Fraud is intuitively recognized as a team sport, and 
accomplices are sought, either as enablers or as joint 
perpetrators of fraud. The bad apple, bad bushel, bad 
crop metaphor is useful in developing a multi-level 
analysis of fraud.7 Thus, fraud can be committed by a 
single individual, a group of people who collude, and 
even organization-wide or industry-wide criminogenic 
cultures working like gangs, where the leaders participate 
in or condone wrongdoing and criminal behavior.

6 www.fraud-magazine.com/article.aspx?id=4294983342

7 Ramamoorti et al., 2013, A.B.C’s of Behavioral Forensics: Applying Psychology to 
Financial Fraud Prevention and Detection

For abnormal or deviant personalities, the three sides of 
the fraud triangle collapse into one—opportunity.
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Conclusion
Auditors cannot be “people-neutral” in assessing the 
effectiveness of antifraud controls. Personalities and 
motivations must be considered for the prevention and 
early detection of an ongoing fraud that may then seep into 
larger and wider swaths of an organization’s culture.

Internal control systems operate 
ineffectively in “immune-
compromised” settings.

Auditors need to be aware of the heightened risk of fraud 
when members of healthcare organizational management 
exhibit the behaviors of the dark triad personality types. 
Much like one malignant cell, if left alone, can potentially run 
amok to produce cancerous growths in many other parts of 
the human body.

Auditors need to go beyond the usual practices of relying on 
internal controls alone, which tend to focus on the integrity 
of the process. After all, people commit fraud. Antifraud 
healthcare internal controls should not be people-neutral, 
and neither should the internal auditing profession. 
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You may delay, but time will not. ~  Benjamin Franklin
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