
A
uditing electronic health records (EHRs) is 
often considered beyond the assurance skill 
set of audit professionals because of a lack 
of clinical knowledge or coding expertise. 

However, operational auditors have the capability to play an 
important role in identifying and mitigating risks related to 
health records because they have the know-how to evaluate 
many of the underlying processes that support clinical 
accuracy.

Proper internal controls mitigate process-based risks and 
prevent chart errors, and auditing a process does not require 
a clinical background.

Technological advancements and financial incentives 
provided by the HITECH Act of 2009 have transformed 
medical records into highly integrated EHRs. An EHR 
extends the medical record beyond the originating 
healthcare organization to include data from other 
providers involved in the delivery of healthcare services, 
such as specialists, laboratories and pharmacies. The 
result is a more inclusive record that can be leveraged and 
maintained by all professionals involved in the patient’s 
care. This primary EHR is often referred to as the legal 
medical record.

Risks
The risks associated with chart inaccuracies are similar 
regardless of the medical record medium (paper or 
electronic). EHRs compound the effect of errors due to 
the immediate accessibility of inaccurate or incomplete 
information by a broad group of healthcare professionals. 
Providers may directly access and rely upon the erroneous 
data, thereby potentially affecting clinical decisions and 
compromising patient safety.

Secondary to risks related to quality and patient safety 
are the risks to privacy, billing and the organization’s 
reputation. Data comingled across multiple patient 
records could compromise a patient’s right to privacy 
and potentially violate regulations in place to preserve 
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confidentiality, such as the Health Insurance Portability 
and Accountability Act.

If an error is not identified prior to billing, there is a risk that 
payers and patients could be impacted financially. To some 
payers, such as Medicare, this may unintentionally constitute 
fraud on the part of the organization. Even if none of these 
risks are realized, an organization’s reputation would surely 
be impacted if there were a perception that the integrity of 
the EHR had been compromised.

Causes
Causes of chart errors include improper patient 
identification, fraud and erroneous data received from 
ancillary systems.

Prevention is the best defense, and it starts with accurate 
patient identification. Patient identification occurs during 
registration and at the point of care. An electronic master 
patient index is a key tool for accurate patient identification. 
An index of all patient records within an organization’s system 
can be searched immediately based on demographic and 
other information provided by the patient, which significantly 
increases the likelihood of identifying the correct patient.

If an electronic master patient index has not been 
implemented, other front-end solutions may be employed 
to improve patient identification, such as sophisticated 
matching algorithms, patient photographs to provide visual 
confirmation and biometrics, such as fingerprints.

To help ensure accurate patient identification, EHR users 
should verify a minimum of three patient identifiers, such 
as social security number, date of birth, and address or 
telephone number. Use of identification checklists with 
acceptable criteria can also be helpful aids when confirming 
a patient’s identity during registration.

At the point of care, the number of records that may be 
open concurrently within the system should be limited to 
help prevent accidental entry to the incorrect record. In 

addition, distractions should be minimized while working 
within the record, and use of copy/paste tools should be 
limited to prevent inadvertent errors.

The rise of fraud within the healthcare industry has been 
well reported by media outlets. Fraud may be perpetuated 
without the EHR owner’s consent (i.e., theft), or with 
the record owner’s consent in an attempt to provide a 
friend or family member with access to healthcare who 
otherwise may not be insured. The heightened risk of 
fraud underscores the importance of proper patient 
identification.

Data originating in ancillary systems, such as radiology 
or laboratory results, also make their way into a patient’s 
legal medical record via system interfaces. Therefore, 
proper patient identification is equally important when 
accessing ancillary systems and administering services. 
Internal controls that ensure complete and accurate 
data transmission to the legal medical record should be 
employed when merging data from ancillary systems, 
whether the process is manual or automated.

Process-based reviews
Identification and remediation of chart errors require a 
formal process and associated controls. The process can be 
divided into logical segments that you should review.

A successful audit engagement depends on stakeholder 
support, and it is critical to ensure that support is present 
as an audit begins. Healthcare professionals involved in the 
maintenance of health records may not have had as much 
experience with operational auditors as they have had with 
compliance and regulatory auditors. Therefore, it is not 
uncommon to encounter some apprehension.

To overcome this, you should focus on establishing trust with 
the healthcare team by conveying the value internal audit 
provides and communicating a shared purpose. This may 
require you to avoid audit jargon, including use of the word 
‘audit.’ Clearly stating what is not within scope, rather than just 
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focusing on the objective of the review, can also be helpful to 
ensure a common understanding and obtain their buy-in.

Logical segments
An approach to evaluating the management of chart errors 
may include several essential areas. Here are considerations 
and recommendations for assessing these areas.

Organizational structure – Before getting into the details 
of the process, it is important to understand the structures 
(i.e., roles and responsibilities) that are in place that support 
chart error identification and remediation. Considerations 
you should think about include the effectiveness of 
communication and coordination amongst the groups 
involved in the processes, as well as the availability of 
sufficient resources to perform these job functions. 
Recommendations may include that the authority and 
responsibilities of these teams be clearly defined and 
documented.

The heightened risk of fraud 
underscores the importance of 
proper patient identification.

Policies and procedures – Policies, procedures and 
workflow documentation help ensure clear definition of 
responsibilities and consistent execution of procedures. 
An overarching organizational policy should be defined 
that is directed at maintaining the integrity of the EHR. 
More detailed procedural documentation specific to chart 
error identification and correction processes should also 
be established, including workflow documentation that 
illustrates how chart errors are managed. Compliance to 
policies and procedures should be monitored to verify 
adherence.

Technology – Effective IT general and application controls are 
essential to maintaining the integrity of EHR data, and should 
be included as part of your evaluation. In addition, most 
sophisticated EHR systems include tools that assist with error 
detection and remediation. Users may not be fully aware of 

the availability of these tools, use them consistently, or fully 
leverage the capabilities the tools provide.

Your recommendations may simply include creating 
awareness of these tools and encouraging their consistent 
use as part of an ongoing process. It is also important to use 
system flags and automated warnings to inform EHR users 
that a potential chart error exists or is under investigation.

As previously noted, the use of an electronic master patient 
index is a powerful tool to help prevent the creation of chart 
errors. Interfaces with ancillary systems should be evaluated 
to ensure data integrity is maintained.

Identification – The process to identify and communicate 
potential chart errors can vary, even across groups within 
the same organization. Existing processes should be 
documented and, if possible, a standardized process 
should be implemented to ensure all chart errors are 
communicated to appropriate stakeholders consistently 
and promptly.

System-generated reports and other automated tools 
should be available to proactively identify potential 
duplicate records. It is important to ensure training 
programs exist to maintain organization-wide awareness of 
the risks that duplicate and shared records present. Training 
should detail the process for communicating potential chart 
errors, and the roles of teams involved in the remediation 
process, along with other protocols.

It is critical that a process exists to notify providers that a 
potential chart error has been identified in order to prevent 
reliance on faulty information.

Tracking – When a chart error has been detected, it must be 
logged and tracked through to remediation. Chart errors 
may be detected through a number of channels, but it is 
recommended that they be managed and tracked centrally 
to ensure visibility to the stakeholders.

In addition to logging the impacted records, investigative 
activities and other attributes should be documented, such 
as type, origin, date identified, level of complexity and 
severity. A variety of tools may be used to track the status 
of chart errors, such as a database that supports the ability 
to log a number of error characteristics and that provides 

A process needs to exist to ensure chart errors are escalated 
to the appropriate level of management.
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robust reporting capabilities. The status of chart errors 
should be actively monitored through defined reporting and 
communication channels.

The amount of time needed to remediate a chart error 
depends on the level of investigation required and the 
complexity associated with the error, which could be 
substantial. A process with defined escalation points should 
be established.

Considerations when determining the need for escalation 
may include the complexity of the error, severity of impact 
and length of time the error has been outstanding. It may 
not be practical to implement a requirement that all errors 
be remediated within a standard timeframe. The important 
takeaway is that a process needs to exist to ensure chart 
errors are escalated to the appropriate level of management 
to ensure visibility, prioritization of resources and timely 
remediation.

Resolution – Remediation of impacted records occurs after 
an error has been confirmed and its effects determined. The 
process to identify and then remediate erroneous patient 
data across multiple records is a detailed, time-consuming 
exercise, but one that is vital to ensuring the accuracy of the 
legal medical record.

This process often requires consultation with physicians 
and patients to ensure that the changes are accurate 
and the record is complete. This also requires a review of 
charges to the patient and payments received from payers 
to ensure proper resolution throughout the billing process. 
Reversing and correctly navigating the complex landscape 
of healthcare billing can be very difficult.

It is important to perform, document and communicate 
a root-cause analysis (why and how the error occurred) 
or cause-mapping to all affected groups, to help prevent 
recurrence of the scenario. Employing this type of postmortem 
analysis provides an opportunity to evaluate potential trends, 
communicate best practices and educate stakeholders.

Reporting – It is important to report to leadership the overall 
progression of chart errors. If you are aggregating data 
across multiple remediation teams, ensure that common 
definitions have been established and guidance has 
been developed to provide consist interpretation of both 
common and subjective scenarios. When determining 
which chart errors to include/exclude from reporting, 

these considerations will help ensure the data provided is 
comparable.

When chart error data across multiple teams is deemed 
relevant, metrics can be defined and monitored on an 
ongoing basis by leadership. As with all reporting, a quality 
review process should be followed to ensure data integrity.

Sharing results – While a traditional audit report can be used 
to communicate the results of your evaluation, flowcharts 
and detailed process narratives can also be valuable 
deliverables for stakeholders. If an organization does not 
have a mature chart error detection and correction process, 
simply documenting the existing process and sharing the 
information can be useful to help move the organization 
toward a more structured process.

Conclusion
A single chart error can have a broad impact and require 
significant effort to remediate. From identification to tracking, 
resolution to billing, many stakeholders must be engaged. It 
is imperative that well-structured processes and controls be in 
place to prevent and appropriately remediate chart errors.

Operational auditors take into consideration a number 
of the organization’s risks when developing their audit 
plan, but the risks related to chart accuracy may be 
prematurely dismissed as being beyond their expertise. 
The considerations and recommendations described here 
can be leveraged by an operational auditor without clinical 
expertise as a starting point for performing a process-based 
evaluation of chart error remediation.

As an auditor, you are in a position to increase awareness 
of risks, influence process consistency and encourage 
adoption of best practices, all of which can strengthen an 
organization’s control environment and management of 
EHRs. 

Reversing and correctly navigating 
the complex landscape of health-

care billing can be very difficult.
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