
T
here are a variety of provider-owned health 
insurance entities. More healthcare providers 
have begun to operate self-insured plans that 
provide coverage to their employees. Many 

providers have entered the Medicaid insurance market as 
well as establishing Medicare Advantage insurance plans. 
Health plans present a variety of business challenges 
and regulatory requirements that are unique concepts 
and necessitate more specialized knowledge than you 
will typically encounter within the provider sector of the 
healthcare industry.

Model Audit Rule
The Model Audit Rule issued by the National Association 
of Insurance Commissioners requires insurers to document 
and test internal controls over key processes that affect the 
accuracy of financial reporting.

Membership and premiums are usually considered 
financially significant processes and therefore require 
audit. The Model Audit Rule requires periodic testing of 
the documented controls, but it is not prescriptive on the 
frequency of such testing. Internal auditors can provide a 
value-added service to their organization by assessing and 
testing controls in these two areas.

Health plans may be subject to audits by state insurance 
departments or by external auditors. Performing audits of 
the membership and premium cycles and coordinating their 
audits with those of regulators and external audit firms can 
be a useful service performed by internal auditors.

Underwriting and pricing
Underwriting is an important beginning to the revenue 
cycle in commercially available insurance. It is the 
process by which insurers select what applicants will be 
offered coverage. For self-insured employer plans and 
managed care organizations, these decisions are typically 
made by the employer or a state regulator. In Medicare 
Advantage plans, the insurer will decide what coverage 
to offer.
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Providing health insurance is a very 
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processes in membership and premium cycles.
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Audit issues to consider within the underwriting process 
include:

 • Has the insurer established appropriate underwriting and 
pricing guidelines? If not, this could result in inadequate 
or excessive base premium rates.

 • Has the insurer developed comprehensive underwriting 
and pricing guidelines that have been approved by 
senior management?

 • Does the insurer utilize a fully staffed, well-qualified 
pricing actuarial function that has experience in all lines 
of business (coverages) and geographic locations (rating 
classes) served by the insurer?

Pricing of commercially available insurance programs is very 
complex. Actuaries typically project the cost for claims that 
will occur in the future. In self-insured employer plans, the 
employer will typically reimburse the insurer for the actual 
claim costs. In Medicaid programs, the state will determine 
premium rates and pay the managed care organization on a 
per member per month (PMPM) basis.

Membership
Establishing a complete and accurate membership master 
file is an overriding concern. The master file is critical to the 
claims adjudication process. The membership master file 
will need to address issues such as member eligibility, the 
coverages elected and the dependents covered. The claims 
adjudication process will need this information to properly 
handle incoming claims.

For self-insured plans, there may be an annual enrollment 
process, but changes will occur throughout the year as 
employees enter or leave the organization, or experience 
life events that affect coverage. Many employers have 
begun to conduct dependent eligibility audits to verify 
that dependents are eligible for coverage. These audits 
have shown there have been significant numbers of 
dependents who were deemed not eligible, and should be 

removed from the membership master file. Employers have 
realized significant savings in insurance premiums from 
these audits.

Another audit concern for self-insured plans is the match 
between the insurer’s membership master file, the 
employer’s Human Resources master file and the payroll 
employee withholding records. The insurer bills the 
employer for claims including their administrative fees. The 
employer will often pay these amounts without matching 
the membership to the actual employee withholding. An 
audit of these files can be helpful to ensure the employer is 
actually collecting from employees for the health insurance 
coverage.

The administration of Medicaid plans is very different. 
State agencies determine participant eligibility and send 
electronic files to the insurer. The Medicaid plans provide 
coverage to large numbers of eligible participants and they 
also make retroactive changes. The insurer retrospectively 
matches the premiums paid by the state to the membership 
records.

Premium collections
Premiums may be collected from members, from employers 
or from governmental agencies (e.g. Medicaid). There are 
a number of risk issues to consider when auditing the 
premium collection process.

Timely collection of premiums
Has the insurer established billing and collection procedures 
to ensure billing notices are sent out timely and that past 
due amounts are regularly followed up? An appropriate 
process should also be in place to track billed and unbilled 
premium balances.

Applying premium receipts properly
Often, physical cash remittances are received through a 
lockbox. The bank processes the lockbox receipts daily and 
submits the funds with a remittance report to the insurer for 
recording.
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Based on the remittance report, the insurer’s automated 
system posts the receipts to the individual policies. 
Payments that are not matched to a policy are maintained 
in a suspense account until they can be matched with a 
policy. The insurer should reconcile these suspense accounts 
periodically and post the cash to the appropriate accounts.

After a predetermined period of time, remittances that 
cannot be matched with a policy are returned and are not 
included as income. Unclaimed remittances are escheated 
to the state in accordance with state laws. Reconciliations 
should be reviewed by a supervisor on a timely basis.

Recording premium transactions
Premiums due and receivable, deferred revenue, earned 
and unearned revenue accounts should all be reconciled 
monthly and a supervisor should review and approve the 
reconciliations.

Insurers’ billing functions
Premium billings should be tested for accuracy and 
agreement with rate books, contracts or other supporting 
documentation.

Administrative systems
There are a variety of custom-built and commercially 
available health insurance administration systems. The 
integrity of these systems is paramount to the operations of 
the health plan. Administrative systems may be purchased 
and implemented or may be outsourced to a third party 
service provider.

If the system was purchased, internal auditors should 
consider the general control environment, as well as 
application controls over access and system changes. If a 
third-party service provider is used, it is important to obtain 
assurance that the provider has sufficient controls in place to 
properly process transactions and protect sensitive data.

One of the most effective mechanisms for obtaining this 
affirmation is to obtain and carefully review the most recent 
Service Organization Control (SOC) examination report from 
the audit firm.

SOC 1 examination reports address internal controls relevant 
to financial reporting. If a third-party service is used, they 
are responsible for the operation of transaction controls 
relevant to the integrity of the financial statements of the 
insurer. As such, an SOC 1 report should be obtained.

SOC 2 examination reports address the AICPA trust services 
principles and criteria related to security, availability, 
confidentiality, processing integrity and privacy. Depending 
on the services provided by each third-party service 
provider, an SOC 2 examination report that addresses the 
relevant trust services principles and criteria should be 
requested and reviewed.

In practice, some third-party service providers also provide 
services relevant to financial reporting, and services for 
which additional assurances for items such as security are 
needed. In those cases, insurers should obtain both SOC 1 
and SOC 2 reports.

SOC 1 and SOC 2 examination reports consist of either a 
Type 1 or Type 2 assessment. A Type 1 assessment presents 
a report of an organization’s procedures/controls put in 
place as of a point in time. A Type 2 assessment addresses an 
audit period (usually not less than six months) and provides 
evidence of how an organization operated these controls 
across the time period.

Type 1 assessments tend to be of limited value. Generally, if 
it is deemed important enough to the insurer to obtain an 
SOC report, then both the SOC 1 and SOC 2 reports should 
be Type 2 assessments.

Coverage changes
Health plans will frequently make changes to covered 
benefits. These may be initiated by the employer for self-
insured plans, or by the state for Medicaid plans. Internal 
auditors should consider the adequacy of testing for 
changes in benefit coverage. In some cases coverage 
changes may be retroactive, which creates a challenge with 
respect to the claims adjudication process.

Conclusion
Internal auditors can provide value-added services by 
assuring the system of internal controls is well designed 
and operating effectively. The membership and premium 
cycles are important to the integrity of a smooth 
operation of a health plan. Therefore, the underlying 
administrative system should always be a major control 
consideration for internal audit, whether it is designed 
and operated internally, or through a third-party 
administrator.

The next issue of New Perspectives will include a discussion 
of the claims and reserving processes. 
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