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Healthcare providers are accustomed 
to protecting against invisible threats. 
From Pasteur’s findings on bacteria and 
sterilization to ordinary X-rays, the safety 
of patients and their private information 
has been protected through scientific 
technique and a culture of compliance. 
Yet anybody walking the aisles of a large 
electronics store can quickly alter this 
blanket of security using now-ubiquitous 
products that are mostly pocket-sized. 
We’re talking about the “gadgetry”—the 
proliferation of mobile devices that are 
stashed behind ear lobes or attached to 
key chains. 

The prolific use of mobile devices in the 
healthcare arena creates new security risks 
that require review by internal auditors. 
Mobile device security is not the same as 
wireless network security. Even if wireless 
networks are secure, mobile devices 
pose threats to end-to-end security 
largely because information technology 
(IT) departments cannot predict where 
the final end will be, or which wireless 
network the device will be using. Portable 
storage “thumb” drives are easy to lose, 
and personal digital assistants (PDAs) 
connect to local PDA networks often far 
outside the provider’s IT infrastructure. 
Mobile devices typically interact with 
offsite computer systems, making access, 
storage, and transmission security for 
electronic protected health information 
(ePHI) a new hurdle to compliance with 
the Health Insurance Portability and 
Accountability Act (HIPAA) Security 
Rule. 

While this article addresses risks related 
only to ePHI, the same issues apply 
to other confidential and personal 
identity information now protected by 
separate laws in a number of states (e.g. 
California’s first in the nation SB 1386).

The Centers for Medicare and Medicaid 
Services (CMS) released new HIPAA 

security guidance for mobile devices 
on December 26, 2006. The guidance 
specifically covers computers, wireless 
networks, PDAs, cell phones, storage 
media, and email. Rather than parrot 
CMS’s guidance, this article will highlight 
a new application for mobile devices in 
home health and illustrate 1) where the 
risks to ePHI are, 2) how to mitigate those 
risks, and 3) methods for complying with 
HIPAA.

Not only is protecting information loss 
important from a security perspective, but 
companies are realizing the damage to 
reputations as well as the financial impact 
such losses can impose through legislated 
fines and penalties, including the prospect 
of potential class-action law suits. As a 
result, security of information and the 
devices in which information resides has 
taken center stage as one of today’s larger 
business risks. 

New Applications for Mobile 
Devices
Few would argue that there is a 
healthcare organization more mobile than 
a home health agency. Nurses often drive 
hundreds of miles daily to reach patients 
and use laptops to document care—and 
then complete  a nightly “synch up” 
transfer of vital billing and compliance 
information (e.g., nursing notes) into the 
agency’s clinical information system. 
However, due to bulk, expense, and 
security difficulties with laptops, home 
health agencies are now integrating PDAs 
into their clinical information systems. 

But are PDAs more secure? There is no 
clear leader for PDA operating system 
security yet, and nearly all PDAs have 
USB ports and memory cards. Throw in 
wireless capabilities, and it is difficult to 
say whether a PDA has access, storage, 
and transmission capabilities different 
from a laptop. IT departments tend to 

favor PDAs because they often come pre-
tested with configuration support from 
the clinical information system vendor; 
they do not interfere with sensitive 
medical equipment; and they have low 
monthly usage charges. 

For a start-of-care nurse, a PDA with a 
stylus can cut down on time answering 
the items on an Outcome and Assessment 
Information Set (OASIS) and increase 
time spent with the patient. In addition to 
saving time, PDAs also have a compliance 
edge. Nurses can quickly resolve 
questions by referring to protocol that is 
programmed into the PDA, as opposed to 
clicking through menus in a complicated 
application that may not have robust 
application controls (i.e., diagnoses not 
populating forms in the correct order 
throughout the menus). 

Due to these capabilities, PDAs are 
becoming prevalent in other provider 
settings. Skilled nursing facility (SNF) 
staff use PDAs to keep track of minutes, 
nurses document the types and amounts 
of medication dispensed, and even 
emergency room staff communicate with 
the devices.

Chief among security risks is losing 
the PDA in the field. Therefore, 
access control is critical. PDAs need 
to be protected by device-level and 
application-level authentication, 
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meaning that a separate password 
is required to access both the device 
and application. In addition, devices 
should not store information. Instead, 

information should be stored on an 
encrypted memory card. Data from the 
PDA should then be transmitted through 
a secure virtual private network (VPN) 
connection.  

Other Risks to ePHI
Smartphones are a mix of PDA and 
cell phone, and they come with Star 
Trek-like accessories that use Bluetooth 
technology to expand wireless 
networking capabilities. The risks to 
ePHI with Smartphones are the same 
as with PDAs—access, storage, and 
transmission—but with a new access risk: 
Bluetooth accessories.

Bluetooth
Bluetooth accessories enhance the 
wireless experience of the user, 
usually by freeing up the user’s hands. 
Bluetooth-enabled Smartphones come 
with a “discoverability” feature that 
allows the user’s Bluetooth accessory 
to find the Smartphone and connect. 
While connected, the Bluetooth 
accessory (i.e., headset) can be used 
to receive calls instead of touching the 
phone. Unfortunately, if the Bluetooth 
discoverability feature is left on in the 
Smartphone, Bluetooth accessories 
from other Smartphone users can find 
and access it. Passwords are typically 
used to restrict Smartphone access, but 
it is possible to hijack a phone and dial 
out or send data using free tools on the 
Internet. It is also possible to tap into 
an organization’s servers through the 
phone’s connection to the phone servers. 
In fact, at a Bluetooth demonstration 
at the Information Security Conference 
and World Expo (InfoSec) in March 
2007, several Smartphone users had 
their address book duplicated on the 
spot. Healthcare organizations using 
Smartphones, therefore, should reevaluate 
the need for Bluetooth accessories given 
the ePHI access risks. 

Text Messaging 
A recent Gartner survey predicted 
that short message service (SMS) 
text messaging traffic between 
mobile phones will double, meaning 
approximately 2.3 trillion messages will 
be sent by 2010 (Reuters). Advanced 
video and picture messaging systems 
already come loaded on cell phones 
at affordable prices. These features 
combined with pervasive cell phone 
usage have created HIPAA security 
regulation compliance risks because 
the mobile device can capture (e.g., 
using a cell phone camera) and transmit 
information without using the system 
architecture. Therefore, ePHI tools such 
as e-mail screens are rendered ineffective 
because they only protect the system 
architecture of the organization. For 
some time, clinics have banned cell 
phones from the clinical area because 
they can disrupt sensitive medical 
devices. Many clinics are now noticing 
the information security risks of text 
messaging.

Portable Storage Devices
At InfoSec, various encryption vendors 
discussed their strategies for protecting 
information on portable storage devices. 
They alluded to highly publicized 
examples of lost or stolen laptops with 
sub-par encryption, or examples where 
the program to reverse the encryption was 
loaded on the stolen laptop—rendering 
encryption useless. 
Several vendors have developed 
encryption solutions for portable storage 
devices (i.e., thumb drives) using USB or 
SanDisk technologies. Mobile devices rely 
heavily on these portable storage devices 
to enhance storage, yet if left unencrypted 
or encrypted in a default device format 
(i.e., Smartphone or PDA), a malicious 
user with the ePHI loaded on the storage 
device can find a program that decrypts 
the device’s encryption. To comply with 
Security Rule Technical Standard §164.312 
(e) (1), organizations should consider 
implementing their encryption strategies 
at the storage device level—ensuring 
that information is not accessible on the 
device’s memory. 

Best Practices for HIPAA Security 
Rule Compliance
Clearly, mobile devices present a myriad 
of “what if” scenarios and increasing 
vulnerability to ePHI. These risks may 
seem overwhelming and can even make 
auditors feel defenseless. Tom Walsh, co-
author of the Handbook for HIPAA Security 
Implementation and regular speaker at 
InfoSec, explained that some threats may 
seem remote, but others are so common 
they are often undetected. For example, 
mobile devices are commonly used in 
close proximity to other people such as on 
airplanes. 

In their December guidance, CMS 
recommends that covered entities first 
evaluate the need for remote access and 
use of ePHI, and then develop security 
strategies for ePHI. Organizations can 
start by considering:

The size, complexity, and capabilities 
of the covered entity.

The covered entity’s technical 
infrastructure, hardware, and 
software security capabilities.

The costs of security measures.

The probability and criticality of 
potential risks to ePHI.

To further enhance mobile device security, 
organizations can perform a business 
impact analysis or risk analysis. CMS 
guidance states:

“Once the covered entity has completed 
the analysis of the potential risks and 
vulnerabilities associated with remote 
access to, and offsite use of, ePHI, it must 
develop risk management measures to 
reduce such risks and vulnerabilities to 
a reasonable and appropriate level in 
compliance with § 164.306(a).”

The risk analysis results should 
be documented as well as the risk 
management measures (solution)—what 
CMS calls the implementation plan. 
The implementation plan should also 
include policy development and training 
objectives. In addition, revising IT 
policies and training objectives to reflect 
mobile device security issues will help 
organizations mitigate risks to ePHI.

1.

2.

3.

4.

The risks to ePHI 
with Smartphones 

are the same as 
with PDAs.

The program to reverse the encryption was loaded on the 
stolen laptop — rendering encryption useless. 
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Administrative Standard
Knowing CMS’s mobile device security 
outline is a start, but organizations 
need more information to comply with 
HIPAA’s administrative standard. By 
following CMS’s approach, organizations 
will be in compliance with the first part 
of the security management process 
requirement (§164.308(a) (1)) within the 
administrative standard. The security 
management process should include:

Risk analysis.

Risk management.

Sanction policy.

Information system activity review.

The following table may also help a 
security officer determine mobile device 
risks in the security management process 
after a risk analysis has been performed.

Summary

The ePHI along with reputational and 
financial risks of mobile computing 
cannot be ignored. PDAs, Smartphones, 
portable storage devices, and wireless 
accessories are becoming standard tools 
in many provider settings, including the 
home health field and in pharmacy and 
emergency room applications. 

Internal auditors and HIPAA security 
staff can begin addressing access, 
storage, and transmissions risks 

1.

2.

3.

4.

using CMS’s mobile device security 
rule guidance. It is important for 
organizations to know that retaining 
unsecured mobile devices compromises 
their ability to protect ePHI, and 
reduces the value of their investment 
in compliance resources, inviting 
opportunities for data loss and accidental 
data exposure. Internal audit can provide 

various levels of assistance through 
educational and compliance efforts. NP 

Rafael Skovron is a senior consultant in the 
business advisory services practice at Grant 
Thornton. He leads healthcare engagements 
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audits. He can be contacted at 786-206-2335.

The final test of a leader is that he leaves behind him in other men  
the conviction and the will to carry on. 

~Walter Lippmann

Quick Check Table    

Security Management 
Process Questions

Risk Management

1) Do we have policies and procedures regarding mobile 
devices and ePHI?
2) What safeguards currently exist to protect ePHI ac-
cessed, stored, or transmitted on mobile devices?
3) Are our mobile device security policies communicated 
throughout the organization?   

Sanction Policy

1) Does the organization have sanction policies and proce-
dures to support the mobile device security implementa-
tion plan?
2) Does the organization require employees to sign a state-
ment of adherence to mobile device security policies and 
procedures?
3) Does the sanction policy provide examples of potential 
violations of mobile device security policies and proce-
dures?

Information System Activity 
Review

1) Is there an audit or review activity performed on mobile 
devices?
2) What logs or system reports are produced by the infor-
mation system regarding mobile device access, storage, 
and transmission? 
3) Is there a procedure that establishes the specifics of 
mobile device (log) reviews?


